[}

HelixSwarm

Helix Swarm Guide

2018.1
April 2018

PERFORCE



Copyright © 2013-2018 Perforce Software.
Allrights reserved.

Perforce Software and documentation is available from www.perforce.com. You can download and use Perforce programs, but
you can not sell or redistribute them. You can download, print, copy, edit, and redistribute the documentation, but you can not sell
it, or sellany documentation derived from it. You can not modify or attempt to reverse engineer the programs.

This product is subject to U.S. export control laws and regulations including, but not limited to, the U.S. Export Administration
Regulations, the International Trafficin Arms Regulation requirements, and all applicable end-use, end-user and destination
restrictions. Licensee shall not permit, directly or indirectly, use of any Perforce technology in or by any U.S. embargoed country or
otherwise in violation of any U.S. export control laws and regulations.

Perforce programs and documents are available from our Web site as is. No warranty or supportis provided. Warranties and
support, along with higher capacity servers, are sold by Perforce Software.

Perforce Software assumes no responsibility or liability for any errors or inaccuracies that might appear in this book. By
downloading and using our programs and documents you agree to these terms.

Perforce and Inter-File Branching are trademarks of Perforce Software.
Allother brands or product names are trademarks or registered trademarks of their respective companies or organizations.

Any additional software included within Perforce Software is listed in "License statements" on page 505.


https://www.perforce.com/

Howto Use this Guide ... . ... ... 15
Feedback ... L 15
Otherdocumentation . ... 15
SYNtaX CONVENTIONS 15

1 Helix Swarm . 16
What's new in Swarm 20181 . 18

B aWare: L 18
Major new functionality ... ... .. 18
Minor new functionality ... . 19
Known limitations ... iiiiiiiiiiiii.. 20

2 | Quickstart . 22

How do | start @ code review 2 L 22
Once areview has started ... 25
How do | check for code reviews | needtoacton? ... ... . ... 25
How do | list reviews | am involved with? __ . ... 27
How do | change my user notification settings? ... .. 27
How do | unfollow all projects and users | am following? ... . . . . ... ... ....... 28
How do | change notification settings fora group? ... . ... 29
How do | contribute comments or code changes to a code review? ... ... .. ....... 29
Commenting On a revieW ... 30
Commenting on a review desCription ... ... . 30
Commenting on a specific lineinafile ... ... ... ... .. 30
Commentingon afileinareview .. ... 30
Editing files inareview .. 31
Editing files inareview with Git Fusion ... ... ... 31
How do | get alocal copy of the review's code for evaluation? ... ... ... ...................... 32
Determine the changelist containing the review's files ... ... ... .. .. ... 32
USING P L 33
USIiNG PAV il 33
UsiNg Git FUSION . 33
Downloadinga ZIP archive .. ... .. 34
How can | fix 'not mergeable' errors inareview? ... 35
ResoIVe Via Pa il 35



RESOIVE Via PAV 36

How do | see alist of Git-created reviews? . ... 36
How can | integrate my test suite to inform review acceptance or rejection? _.....__........._. 37
Configuring Jenkins for Swarm integration ... .. 39
How can | automatically deploy code withinareview? ... ... . 42
How do | change the author of areview? . ... 43
How do I manage project branches? .. 44
Adding a branCh L 45
Editing a branch ... .. 48
Removing a branCh .. . 48
How do | unfollow all projects and users foranotheruser? ... ... . . ............ 48
How do | change the logging level? e 49
How do | check onthe queue Workers ? . . 50
3 | Installand upgrade Swarm ... ... 51
Important restrictions ... il 51
Review the runtime dependencies ... .. .. 51
Choose the installation process ... ... 51
Upgrade SWarmm ... 52
Runtime dependencies ... ... il 53
Supported operating system platforms .. ... .. 54
Apache Web Server il 54
PHP 54
Helix Serverrequirements ... ... 56
Trigger dependencCies . ... ... ... .. 56
Worker dependencies ... .. il 57
Supported web browsers .. 59
Optional dependencies .. ... ... ... 60
Security-enhanced Linux (SELINUX) ... oo 60
Choose the installation process ... ... 61
Install and configure Swarm fromapackage ... ... .. 62
INStallation .. 63
Post-installation configuration ... . 67
SELinux on CentOS 7 configuration ... ... . 75
Updating ...l 77
Uninstall .. 78



Before you begin ... o 78

Deploy the Swarm OV A 79
Finalize Swarm configuration . ... ... . 81
VMW are OV A iMoo 83
Oracle VirtualBoX IMpPort .. L 83
Install and configure Swarm manually froma Tarball ... . ... ... ... ... 84
Apache CoNfigUIratioN ... . 85
PHP configuration .. 90
Swarm CoNfigUIatioN .. 94
Establish triggertoken ... L 97
Helix Server configuration for Swarm ... 97
Set up arecurring task to Spawn WOrKers ... L. 110
Post-install configuration options .. ... ll... 115
Back up your Swarm virtual host first ... ... 115
HT T P S il 116
Run Swarm in a sub-folder of an existingweb site ... .. ... ... ... 122
Run Swarm's virtual host ona custom port ... ... . . 124
Upgrading SWarm L 127
Upgrade a Swarm tarball installation ... ... .. 127
Update a Swarm package installation ... ... ... 133
Upgrade a Swarm OVA installation from Swarm 2014.1 orearlier ........................... 134

A | BasiCS .. o 136
Dashboard ..... ..o 136
FieriNg . il 137
Review fields .. 138
ACHIVItY SIrCAMS 139
Bl 140
Downloading files as ZIP archive ... ... . . L 141
Browsing deleted files and folders ... ... 141
File diSPIaY . ... 142
COMIMIES 146
RaNge il er 146
File ComMItS il 147
Remote depot COmMMItS ... L 148
JODS 148



JOb display ... L 149

A JODS il 151
UNlinKing JODS . 152
Changelists ... 153
Changelist Display ... L 153
DTS il 155
VieWINg a diff 157
oMM S L 161
Adding COMMENES . 161
Editing comments ... 162
TaSKS . 163
Comment features ... .l 167
Mark comments as read . ... ... . 172
Mark comments as unread ... ... 173
Archiving COmMmMEeNtS L 174
Restore comments . 175
USBrS il 175
Viewing your user profile ... 175
Viewing another user's profile .. ... 182
Viewing another user's profile when you have admin or super user privileges __.._......__. 183
GIOUPS . . . e et e 184
Listing QrOUDS . .. 185
NV EWING @ GrOUD 186
PO S L 188
NI EWING @ PO O . L 189
Private projects .. ... .. 194
NoOtifiCatioNS ... 195
@mention NotifiCatioNS ... ... . 198
(1) Committed change notifications . ... ... .. . . L 198
(2) Review start notifications .. ... ... 199
(3) Moderator Notifications ... ... . L 199
(4) Group member notifications . ... ... 199
(5) Disable notifications . . .. ... ... L 200
(6) Comment author notifications . ... . .. 200
(7) Tests have finished .. ... 200
LOgin/LOQ OUL . . . 200

LOg N t0 SWaM 200



Log out Of SWarM 201
FeQUITE lOGIN 201
Notable minor features .. 202
QUICK URLLS 202

@ MeEN i ON . 202
SCaIC .. 204
JIRA INtegration . ... 204
AV arS .. 205
FOlOWING . . 205
TMe il 205
Keyboard sShorCULS .. 205
ADOUt SWaIM .. 206
CUStOM BITOr PAgES ...l 206
SOt INKS . 206
Mobile browser compatibility ... ... L 206
MarKdOWN 206
Markdown in COmMmMeENtS . il 207
MarkdoWn iN PrOJECYS 209

B | GrOUPS ..o 212
Add @ GrOUD L 212
Edit agroup ..l 219
Delete a groUp ..ol 219
6 | ProJects . 220
Add @ PIrOJECT . . ..o 220
Edit @ prOJeCt . L 229
MeEmMbErS NI . . . 229
Add amember L 230
RemMOVE @ MemMbEr L 231
OWNBTS il 231
MoOderators .. 232
Default reviewers .. il 232
Delete a ProjeCt .. 233
T Code reVieWs .. . 235
BenefitS | i 235
FaCilities il 235



MOEIS . 236

Pre-commit model ... .. 236
Post-commit model ... il 237
Git Fusion model il 237
Internal representation ... . 237
ReVieWs ISt il 241
i eriNg reVIEW S L 243
ReVIeW diSPlay oL 246
Add Change bUuttON . 246
Deployment status ... ... L 247
Test StatUs ... 248
Review state .. ... . .. 248
Edit desCription .. 248
TaSKS 248
REVIEW IS il 249
Disable notifications _ ... .. 253
Changing the review author ... L 254
Select review revisions to view ... 254
File S iNg L 255
History tab L 255
Mark file @s read ... .. 256
Identifying reviews created with Git Fusion .. ... ... . . . 256
ACHIVItIES . 256
Start @ reVIeW .. 256
Update areVieW L 259
Fetch areview's files . . 262
Deleting shelves .. 263
Edit reVIOWETS 264
Add achangelisttoareview ... .. 265
Append a pending changelisttoareview ... . ... 266
Replace review with a pending changelist ... ... ... ... 268
Replace review with a committed changelist ... ... ... .. 270
Responsibility .. il 272
Moderators . ... . 272
ReqUIred reVIeWerS . 273
Add yourself as arevieWer . 274
Remove yourself as areviewer ... .. 274



Basic review Workflow ... 274
Additional workflow tasks ... .. 275
Review creation, and modification outside of Swarm ... .. ... ... 277

S Al . 278
Self-approval by review authors ... .. 279
State change restrictions with moderation ... . .. 279
Required reVieWersS . . 280
Approve and ComMmMit _ .o 281

8 Integrations ... . .. 283
IR A 283
Prerequisites for JIRA integrationand job links in JIRA ... ... ... 284
Enabling the JIRA Module ... ... . 284
Enabling Perforce job links in JIRAISSUES . . . ... 284
JIRA integration and Perforce job link workflow ... ... ... .. ... ... 286
LibreOffiCe ... 286
LimitatioNs ..l 287
INStallatioN L 288
9| Administration ... 289
Archives CoNfigUIratioN . .. L 290
AV A il 290
Disable avatar l0OKUPS . ... . 292
BaCKUDS . . . 292
Changelist files limit . 293
Client integration ... 293
Comment attachments . .. 294
Comment MeNtioNS ... 295
COMMENES . 296
Comment notification delay . ... . 296
Comment threading ... ... .. 297
Commit Credit .. 298
Commit-edge deployment ... . . 298
P4V Authentication ... .. . 298
Commit tIMeEOUL . 299



10

Diff configuration . ... .. 306

MaX_AiffS il 306
Email configuration . 306
SN .. 307
TrANS PO L 308
RECIDI NS 308
NOLITY  SeI L 308
UsSe BC C il 308
USE REPIY-TO o 309
Save all messages t0 diSK ... L 309
Email headers ... il 309
B MO . 310
ENVIrONMENt .. 311
OO il 312
hOStNaMe | il 312
external UMl 312
DaSE U L 313
Excluding Users from Activity Streams ... . 313
Files configuration .. L 314
MAX_SIZE . . 314
download _timeoUt ... L 314
GroUPS CONfiQUIatiON L 314
Ignored USErs fOr reVIEWS . . ... 315
LN e il 315
LOCale . 315
L OOGING - . 316
Wb SerVer l0ggiNg ... oL 317
Helix Versioning Engine l09s . ... ... L 317
WM OGS - . 317
Trgger TOKEN ErTOrS . e 318
Performance l0gging ... ... L 318
Mainline branch identification ... ... 319
NoOtifiCatioNS ... 320
Global SEttiNGS .. ... 322
OVA Management . . .. 325
Dependency ConfliCts .. ... L 326



PAT RUS T 326

PrO e CES 326
Limit adding projects to administrators ... .. ... 327
Limit adding projects to members of specific groups ..o 328
ProjeCt readmMe 328
Changing the project sidebar order ... .. 329

REeVIEW CleaNUD . 329

Review KeyWord il 331
Review keyword configuration ... ... . L 331
Create areVieW | . 333
Add achangelisttoareview ... .. 333

REVIEWS TIl T L 335
TESUI SOMING .o L 336
date fleld ... 336

REVIOWS 336
Review enforcement .. 336
Disable self-approval of reviews by authors ... ... 338
Prevent Approve for reviews withopentasks ... . ... .. . ... 339
Process shelf file delete when ... 339
Allow author Change ... . 341
Synchronize review desCription .. ... .. 341
Expand all file imit . 341
EXpand group reVieWers L 342
Disable tests on approve and commit ... . 342
More context INeS .. 343

SEaIC il 343

SO CUNY .. 344
Require l0gin .. L 344
Prevent OGN 345
SESSIONS il 345
X-Frame-Options header ... .. . 346
Disable ComMMIt ... 347
Restricted Changes ... .. L 347
Limit adding projects to administrators ... ... ... 348
Limit adding projects to members of specific groups ... ... 348
IP address-based protections emulation ... .. ... ... 349

11



Disable system info ... 350

HT TP client OptioNs ... 350
StHCt HT TP S L 352
Apache SeCUNtY ... L 352
PHP SeCUNY .. 353
SOt INKS 354
SWaAIM_FOO | il 355
System Information .. ... . 355
00 - 356
PHP INfO . 357
TrgQer OP i ONS il 358
Command-line OPtiONS .. ... L 358
Configuration items .. 360
Unapprove modified reviews ... 361
Uninstall Swarm . 362
BacKgrOUN . 362
Uninstall StepS ... 362
Upgrade INdeX ...l 364
status_refresh interval ... 364
DAt CN SIZe 364

U S BrS . 364
Review preferenCes . ... 365
TIMe PrEfErENCES . L 366
WV OTK TS . . 367
Woorker status ... 367
Worker configuration ... il 367
Manually start WorKers . ... . 368
Manually restart WorKers .. . 368
10 | Extending Swarm . 369
RESOUMCES L 369
JQUEBTY 369
JavaScript ReSOUICES .. ... 369
PHP ReSOUICES ... L 369
Zend Framework 2 ResOUIrCes .. ... ... 370
Development Mode ... 370
To enable development mode: ... 370

12



To disable development Mode: ... .. 370

MOdUIES L 371
Influence activity events, emails, etC. .. .. 371
TemMPIateS 372
NVIEW NEIDEIS L 372

Example linkify module .. 372

Example email module . . ... L 375

C S S & JavaS Pt L 383
Sample JavasCript eXteNSIONS ... .. . 383
Sample CSS customizations .. ... ... . 384

Swarm AP 387

Authentication .. 387

REQUESTS . .. 388
GET INfOrmMation .. L 388
POST new information . ... . 388
UPAate 389

PaginatioN . .. 389

RESPONS S il 389

AP VOIS ONS . L 389

AP ENAPOINtS L 390
Activity : Swarm Activity List ... . 390
Changes : API controller providing a service forchanges ... ... .. ... 399
Comments : Swarm Comments ... .. 400
Groups : SWarM GrOUPS . . . ..o 413
Index : Basic API controller providing a simple versionaction _.............................. 426
Login: Swarm Login APl 426
Projects : Swarm Projects ... ... . 432
Reviews : Swarm Reviews . il 451
Users : Basic API controller providing a simple versionaction .............................. 486

Extended APl example .. ... . 486
ThE COOE .. o 487
Executing the example ... .. 493

Pending Review Cleanup . . ... 494
The COOe .. 494
Executing the script ... . 503

A |Contact Perforce ... .. . . . 504

13



14

License statements



How to Use this Guide

This guide tells you how to use Helix Swarm, for collaboration and code review for teams using Helix
Versioning Engine. It is intended for anyone using Swarm to perform code review tasks with Helix
Server.

Feedback

How can we improve this manual? Email us at manual@perforce.com.

Other documentation

See https://www.perforce.com/support/self-service-resources/documentation.

Syntax conventions

Helix documentation uses the following syntax conventions to describe command line syntax.

Notation Meaning

Titeral Must be used in the command exactly as shown.

italics A parameter for which you must supply specific information. For example, for
a serverid parameter, supply the ID of the server.

[-f] The enclosed elements are optional. Omit the brackets when you compose
the command.

m Repeats as much as needed:

. alias-name[[$(argl)...
[$Cargn)]]=transformation

m Recursive for all directory levels:

. clone perforce:1666 //depot/main/p4...
~/1ocal-repos/main

« p4 repos -e //gra.../rep...

element1 | Either element1 or element2 is required.
element2
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Swarm enables collaboration and code review for teams using Helix Server, helping ship quality software
faster. Review code before or after commit, bring continuous integration into the review, and merge work
that passed the review.

This documentation is structured with quickstart topics up front, for anyone experienced with code review
but unfamiliar with Swarm, followed by chapters covering Swarm operations including installing and
configuring Swarm, basic features, managing projects, code reviews, integrations, Swarm
administration, guidance on extending Swarm.

Download Swarm here.
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What's new in Swarm 2018.1

What's new in Swarm 2018.1

This section provides a summary of the notable changes in Swarm for the 2018.1 release. Full details are
available in the distribution's RELNOTES . tXt file.

Be aware:

Upgrade process changed

The upgrade process changed for Swarm version 2017.3 and later.

m |f you are upgrading from Swarm 2017.2 or earlier you should run the index upgrade, this ensures
that the review activity history is displayed in the correct order on the Dashboard, and Reviews list
pages. See "Upgrading Swarm" on page 127 for details.

Note
If you are upgrading from Swarm version 2017.3 or later, the index upgrade step is not required.

PHP version support change from Swarm version 2019.1

We are planning to remove support for versions of PHP older than 5.4 in Swarm 2019.1.
This is part of our commitment to move away from using versions of platforms that have
reached End-of-Life (EOL).

This means that you will need to ensure that you can install PHP 5.4 or greater when
Swarm 2019.1 becomes available

New trigger script added

A new trigger script called swarm.shelvedel shelve-del has been added, thisis a
prerequisite for the new process_shelf_delete_when configurable. The trigger
script must be added to the Helix Server trigger table.

Swarm checks for a supported Helix Server version when you install or upgrade Swarm.
If a supported version of Helix Server is not found the swarm.shelvedel shelve-delete
trigger and process_shelf_delete_when configurable are not supported, see
"Helix Server requirements" on page 56.

Major new functionality

Add a changelist to a review
You can now append a changelist to a pending review, or replace a review with a

changelist if you need to modify a review, see "Add a changelist to a review" on page 265.
Improvements to the Swarm comment system
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Minor new functionality

A number of improvements have been made to the Swarm comment system:
Reply to comments: You can now reply to comments and replies are displayed as
threaded conversations, see "Reply to comments" on page 168.
Comment notification delay: Comment notifications are now delayed by default to
allow you to add or edit comments as you progress through a review without sending a
notification for each individual comment on the review. Comment notifications are rolled
up into a single notification which you can either send manually, or leave to be sent
automatically after the notification delay time has passed. See "Comment notification
delay" on page 167.
Mark comments as read or unread: You can now mark comments as read or unread
to make it easier for you to find comments that need your attention, see "Mark comments
as read" on page 172, and "Mark comments as unread" on page 173.
Comment on descriptions: You can now comment on changelist and review
descriptions, see "Commenting on a changelist or review description" on page 162.

Support for second factor authentication (2FA)
Swarm now supports MFA if it is configured on your Helix Server.

Review revision selection dropdown
You can now specify which revisions of a review to diff using the new review revision
selectors, the dropdown selectors are located in the Files tab above the list of files on the
review display page. By default the base and latest review revisions are preselected, see
"Select review revisions to view" on page 254.

process_shelf_delete_when configurable
By default, when you delete files from a shelved changelist, the files are not removed from
the associated review.
When configured, process_shelf_delete_when enables Swarm to remove files
from areview, see "Process shelf file delete when" on page 339, and "Remove a file from
areview" on page 275.

Minor new functionality

Improved diff context viewing
Show more context button operation has been improved and expanded to give you more
control when viewing diffs, see "Show more context buttons" on page 159.

User preferences
You can now configure how diffs are initially displayed to you when you first view them,
and how time is displayed to you by Swarm, see "Settings tab" on page 179.

Activity history links
Swarm events now include a link to the specific revision of the review the event refers to,
for an example see "Activity streams" on page 139. Links created before Swarm version
2018. link to the latest revision of the review as before.

Prevent approval of reviews with open tasks
Swarm administrators can now enforce task workflow by preventing reviews with open
tasks being approved and committed, see "Prevent Approve for reviews with open tasks"
on page 339.

Review type column
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Known limitations

The dashboard and reviews list now contain a type column, this enables you to easily
identify if a review is Pre-commit or Post-commit, see "Dashboard" on page 136 and
"Reviews list" on page 241.

My Project definition for the projects list on the home page has changed
Selecting My Projects on the Home page now lists all of the projects that you are an
owner of or a member of not just projects that you are a member of, see "Projects" on
page 188.

Home page Project list initial default view
The first time you log-in to Swarm you will see a list of the projects you own or are a
member of, after that your selection is sticky and your most recent selection will be
displayed when you return to the Home page, see"Projects" on page 188.

Project ownership icon
An icon is now displayed against projects that you own, see "Projects" on page 188.

Moderator, Dashboard change
If you are a moderator for a review, you will only see the review on your dashboard if it is
in a state that you can approve it or you are the last remaining required reviewer for the
review, see "Dashboard" on page 136.

P4PHP
Updated the compiled latest patched P4PHP against 2016.2 Helix Server API.

Trigger script performance improvement: Windows only
Swarm now spawns a child process when running trigger scripts on Windows to simulate
fork() which is not available for Windows. This improves performance when running
trigger scripts on Windows.

Perforce job links in associated JIRA issues
When configured, Swarm will automatically add a Perforce job link to the associated JIRA
issue, see "Enabling Perforce job links in JIRA issues" on page 284.

API updated to version 9
A number of new endpoints have been added to the API, and it has been updated to v9.
See "Swarm API" on page 387.

Known limitations

Access Control
Swarm maintains a variety of information in the Helix Versioning Engine's keys facility. By
default, users with list-level privileges can read these keys, which can include comments
that contain excerpts of code they may not normally have access to.
The Helix Versioning Engine, version 2013.1/659207 or higher, has a configuration
setting to require admin-level privileges for access to read and write keys. See "Hiding
Swarm storage from regular users" on page 109.

Task Stream Reviews
Pre-commit reviews in a task stream are not yet supported.

Swarm OVA installation fails with a Run p4 login2 error
Issue: Swarm OVA deployment against an MFA enabled Helix Server fails with a Run
p4 login2 error.
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Known limitations

Workaround: You must run p4 Togin2 for a super user account that has MFA
enabled before deploying the Swarm OVA. For p4 10g1in2 detail, see p4 login2 in P4
Command Reference.
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2 | Quickstart

2 | Quickstart

Often, the best way to learn how software works is to try it. If the interface is sufficiently discoverable,
you may not need to refer to documentation much, or at all. Sometimes, you just need to see the required
steps to complete a task; that's what this chapter is all about.

How do | start a code review? ... ... . il 22
Onceareview hasstarted ... . ... 25
How do | check for code reviews | needtoacton? ... . ... ... ... .. ... 25
How do | list reviews | am involved with? ... .. . . ... 27
How do | change my user notification settings? ........... .. ... ... ... 27
How do | unfollow all projects and users | am following? ... ... ... _______............. 28
How do | change notification settings foragroup? ... ... .. ... ... ... 29
How do | contribute comments or code changes to a code review? ...__............. ... 29
Commenting ON A TEVIEW ... 30
Commenting on areview description ... ... 30
Commenting on a specificlineinafile . ... .. .. ... 30
Commentingon afileinareview ... . . 30
Editing files in a reVieW ... 31
Editing files in a review with Git Fusion ... .. ... .. 31
How do | get a local copy of the review's code for evaluation? ........._...... ... .. .. 32
Determine the changelist containing the review'sfiles ... .. ... .................... 32
USING P 33
USING PAV 33
Using Git FUSION . L 33
Downloadinga ZIP archive ... . 34
How can | fix 'not mergeable' errors in areview? ... .. ... 35
ResoIVe Via P4 il 35
ResoIve Via PAY il 36
How do | see a list of Git-created reviews? ... .. ... .. .. ... 36
How can | integrate my test suite to inform review acceptance or rejection? ... .. 37
Configuring Jenkins for Swarm integration ... .. ... 39
How can | automatically deploy code within areview? ... . ... ... . .. ... 42
How do | change the author of areview? .. .. ... ... 43
How do | manage project branches? ... .. . .. 44
Adding abranch ... L 45
Editing a branch . 48
Removing abranCh . 48
How do | unfollow all projects and users for anotheruser? ............. ... ... ... ... 48
How do | change the logging level? . ... . 49
How do | check on the queue workers? .. ... 50

How do | start a code review?

To start a code review, choose one of the following approaches:
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How do | start a code review?

Important

If your Helix Server is configured as a commit-edge deployment, and your normal connection is to an
edge server, Swarm refuses to start reviews for shelved changes that have not been promoted to the
commit server.

Within Swarm, this means that the Request Review button does not appear for unpromoted shelved
changes. Outside of Swarm, attempts to start reviews for unpromoted shelved changelists appear to
do nothing. Ask your Helix Server administrator for assistance if you cannot start a review.

An administrator of the Helix Server can automatically promote shelved changes to the commit server
by setting the configurable dm.shelve.promotetol.

= When you use Swarm to view a shelved or submitted changelist, click the Request Review
button to request a review of that changelist.

Requesting a review on a shelved changelist uses the pre-commit model and requesting a review
on a submitted changelist uses the post-commit model.

Note
To view a shelved or submitted changelist, use a Quick URL. For example, if your change is
54321, visit the URL: https://myswarm.url/54321
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How do | start a code review?

m  When you are about to shelve or submit files:

1.

Include #review within your changelist (separated from other text with whitespace, or on
a separate line).

Once the review begins, Swarm replaces #review with #review-12345, where
12345 is the review's identifier.

Note
The #review keyword is customizable. For details, see "Review keyword" on
page 331.

At this time, you can add reviewers to the code review by using @mention for users, and
@@mention for groups in the changelist description for each desired reviewer.

If your @mention or@@mention includes an asterisk (*) before the userid or groupid,
for example @*userid, that user or all of the group members become required reviewers.
If your @@mention includes an exclamation mark (1) before the groupid, for example
@@!groupid, the members of that group become required reviewers but only one
member of the group is required to vote. See "Required reviewers" on page 273 for details.

3. Complete your shelve or submit operation.

Warning
If you shelve a changelist and subsequently edit the description to include #review, a
review is not started. You must re-shelve the files after adding #review.

Tip

You can also start a Swarm review with P4V, P4VS, and P4Eclipse. See below for details:

o P4V: see the Swarm integration features section of the P4V User Guide.
« P4VS: see the Managing files chapter of the P4VS User Guide.

« P4Eclipse: see the Reviewing changes chapter of the P4Eclipse User Guide.
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Once areview has started

m  When you are using Git Fusion, you can start a review by pushing your changes to a target branch
using the following command:
$ git push origin taskl:review/master/new

taskl is the name of the current Git task branch, and master is the target branch that the
proposed changes are intended for.

Important
The target branch must be mapped to a named Helix Server branch in the Git Fusion repo

configuration.

See the Converting a lightweight branch into a fully-populated branch section of the Git Fusion
Guide for details.

When the command completes, the output indicates the review 1idthat has been created:

remote: Perforce: Swarm review assigned: review/master/1234
where 1234 is the review id that was just created.
For more information on Git Fusion, see the Git Fusion Guide.

Note
If you are using P4V and its Swarm integration, and you encounter the error HOSt

requires authentication, ask your Helix Versioning Engine administrator for
assistance. See "P4V Authentication" on page 298 for details.

Once areview has started

Wait for someone else to review your code, or see "How do | contribute comments or code changes to a
code review?" on page 29 More review activities are available.

How do | check for code reviews | need to act on?

Your dashboard is available on the Home page of Swarm and displays a list of reviews that you may
need to act on.

Note
Since it is tied to the logged in user, the dashboard is only populated if you are logged in.

1. Click the Home link in the main toolbar.
2. Ifthe dashboard is not displayed, click the Dashboard tab.
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How do | check for code reviews | need to act on?

Dashboard [ = Activity

Reviews to act on

Reviews you are participating in that need your vote, reviews that you authored that need changes, and reviews on branches where you're a
moderator that you should approve or reject

Al Projects ¥ A AllRoles~ | Authored by CReset | | Q Search
Author  ID Description Project(s) Your role State A /O  A/v Lastactivity
105 Optimised some of the error checking to mercury:-main Reviewer ® A abouta
improve performance. month ago
#review @@triage
n7z Test script test-18 for the new prototype. Required ® 0 abouta
#review @@ltriage reviewer month ago
121 Test script test-19 for the new prototype. Required °® 0 about a
#rreview @@ltriage reviewer month ago
109 Test script test-16 for the new prototype. Required ra (4] about a
#review @@ltriage reviewer month ago
) 87 Cleaning script for the test environment to Reviewer @ 0 abouta
ensure everything is ready for a new test month ago
run....

By default all projects with reviews you need to act on are displayed.

Tofilter the reviews displayed by project, select My Projects, or a specific project from the All
Projects drop down. The All Projects drop down will only show projects for which there are
reviews in your dashboard.

By default all reviews you need to act on are displayed.

6. Tofilter by yourrole in areview, select Author, Reviewer, Required reviewer, or Moderator
from the All Roles drop down. The All Roles drop down will only show roles for which there are
reviews in your dashboard.

Tip
m For more information on the dashboard page, see "Dashboard" on page 136.

m Click on a review ID number to display the code review.
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How do | list reviews | am involved with?

How do | list reviews | am involved with?

1. Click the Reviews link in the main toolbar.

Reviews

Opened [HJ  Closed

Al Projects = F R4 | GO 1 ® £ b E A ~ v A - - L Q | Search
ID & Description Project Created ~ & W/0 ® L Y2
234 o Updating tests for test-19.txt, test-data:data 26 days ago @ [+] &
232 o Updating tests for test-18.txt, test-data:data 26 days ago @ Iy A
230 o Updating tests for test-17.txt, test-data:data 26 days ago @ [+] &

2. By default all projects are displayed.

3. Tofilter the reviews displayed by project, select My Projects, or a specific project from the All
Projects drop down.

By default all reviews are displayed.

5. Tofilter by yourrole in a review, select Reviews I've Authored, Reviews I'm Participating in,
Reviews I've Authored or Am Participating in, or search for reviews authored by a specific
user from the All drop down.

6. Click the Opened tab to view open reviews, click the Closed tab to view closed reviews. See
"Reviews list" on page 241 for more information.

How do | change my user notification settings?

1. Click on your userid at the top-right of the main toolbar and select Profile.

n allison_claybome =

About Swarm

Log out

2. Click the Notifications tab to display your user notifications settings.
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How do | unfollow all projects and users | am following?

3. Configure which notifications you receive when events occur within Swarm, see the "Notifications
tab" on page 180.

How do | unfollow all projects and users | am following?

When you are viewing your own user profile, you can unfollow all projects and users that you are
following.

Note

This action cannot be undone.

1. Display your own user profile when you are logged into Swarm by clicking on your userid at the
top-right of the main toolbar and selecting Profile.

n allison_claybome =

About Swarm

Log out

2. Your user page is displayed:

allison.clayborne £ Activity IS Shelves  # Settings Reviews Commits Comments Jobs S\

allison.clayborne requested review 185 for jplugin:main about a month ago
These browsers are no longer supported by the product and the code
should be removed.

Add a comment

allison.clayborne requested review 135 for jplugin-main about a month ago
Tidying up some of the code to fix some edge conditions._

Also putting some

support for future features in place. #review @@triage

o

Add a comment

2 1 3

FOLLOWERS FOLLOWING PROJECTS

allison.clayborne committed change 134 into jplugin-main about a month ago
Tidying up some of the code to fix some edge conditions._

Also putting some

FULL NAME support for future features in place. #review @@triage

&

Allison Clayborne Add a comment

EMAIL ADDRESS

allison clayborne@nowhere xxjzzj com A allison.clayborne requested review 133 for jplugin-main about a month ago

Added setter for the buildParent flag so we can maodifier it later.

Unfollow all projects and users Add a comment
for allison_claybome

allison.clayborne committed change 132 into jplugin:main about a month ago I

r
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How do | change notification settings for a group?

3. Click the Unfollow all projects and users for your-username button.
4. Click OK when the confirmation dialog is displayed to complete the unfollow action.

5. You will no longer be following any projects or users.

How do | change notification settings for a group?

Important
You must be an owner of the group, have super privileges in Helix Server (p4d), or have admin

privileges in p4d version 2012.1 or later, to edit group notifications. If you do not have sufficient
permissions, Swarm does not display the Notifications tab for the group.

1. Click the Groups link in the main toolbar.
2. Click the group you want to edit.
3. Click the group Notifications tab.
= |f Group mailing list is Disabled, emails are sent to the group members individual email
addresses and only the following notification options are available:

o Email members when a review is requested: \When any member of this group
creates a review, this group will be notified.

- Email members when a change is committed: When a change is committed into
Perforce, if the owner of the changelist is a member of this group, this group will be
notified.

Tip

When a user commits a changelist in Swarm, it is committed on behalf of the
changelist owner. If the changelist owner is a member of this group, this group will
be notified.

= |f Group mailing list is Enabled notifications are sent to the group email address and
additional notifications are available for the group, see group natifications for details.

How do | contribute comments or code changes to a code
review?

Contribute to a code review by adding comments to the review, adding comments to specific lines within
the review's files, or making edits to the review's files.
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Commenting on a review

Commenting on a review

1. From the review page: click Comments to view the Comments tab.
2. Add yourcomment in the text area.
3. Click Post.

Commenting on a review description
1. From the review page description area: click Add a Comment or X Comments where X is the
number of description comments that already exist.

2. Add yourcomment in the text area.

3. Click Post.
Tip
To hide the description comments, click X Comments (where X is the number of description
comments that exist). To display the comments again, click X Comments.

Commenting on a specific line in a file

1. From the review page: click Files to view the Files tab.
2. Click on the line you want to comment on.

3. Add your comment in the text area.

4. Click Post.

Commenting on a file in a review

From the review page: click Files to view the Files tab.

If there are multiple files, click the file you want to comment on to expand its view.
Click the Add a Comment link in the footer of the file display.

Add your comment in the text area.

Click Post.

o~ wDd =
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Editing files in a review

Editing files in a review

1. Get alocal copy of the review's files.

Note
If you are using Git Fusion, follow the steps in the next section.

2. Edit thefiles as required.

3. Prepare a changelist with the edited files and include #review-1234 within the changelist's
description (separated from other text with whitespace, or on a separate line), where 1234 is the
review's identifier.

Warning

If you use an invalid review identifier, it will appear that nothing happens. Swarm is currently
unable to notify you of this situation. If the review has not been correctly updated, use the Add
Change button in the Swarm review heading to add the changelist to the review, see "Add a
changelist to a review" on page 265.

4. Depending on the model of code review you are using, you would:
m  Shelve the files (for pre-commit).

m  Submit the files (for post-commit).

Editing files in a review with Git Fusion

Important
You can only update Git Fusion-initiated reviews using Git Fusion.

In the following example, the current local task branch is taskl, the target branch is master, the
review id is 1234, the Git Fusion hostname is gfserver, and the remote repo name is p4gf_repo.

1. Fetchthe review's head version:

$ git fetch --prune origin

From gfserver:p4gf_repo

* [new_branch] review/master/1234 ->
origin/review/master/1234

x [deleted] (none) -> origin/review/master/new

The ==prune option lets the local Git repo delete the unwanted review/master/new reference
created by the initialgit push origin taskl:review/master/newcommand.
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How do | get a local copy of the review's code for evaluation?

2. Check out the review's head version:

$ git checkout review/master/1234

Edit the files as required.
4. Add the edited files to the index of files, in preparation for the next commit.

There are several ways to do this. For example, to add all modified files to the index, run:
$ git add -A

5. Commit the files in Git:
$ git commit -m "made some changes"

6. Push the Git changes to the review:

$ git push origin review/master/1234

Note
If you get review feedback that is better expressed as a Git rebase and cleaned up history, you

can make your changes and push them as a new review.

You cannot clean up history and then push your changes to the same review.

For more information on Git Fusion, see the Git Fusion Guide.

How do | get a local copy of the review's code for evaluation?

Swarm manages one or more changelists containing shelved copies of all of the files belonging to a
specific review. You can unshelve the files to receive a copy of the review's code, or you can click the
Download .zip to download a ZIP archive containing all of the review's files.

Determine the changelist containing the review's files

1. Visit the review's page.

2. The current review version's changelist appears in the file list heading.

#3: Change 697707 shelved into //depot/main/swarm

In this example, the changelist is 697707. You use the identified changelist in place of shelved
changelist below.

Note
Swarm can version file updates in reviews. For more information, see "Review display" on page 246.
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Using P4

Using P4
For a shelved changelist, use a command-line shell and type:

$ p4 unshelve -s shelved changelist

For a committed changelist, use a command-line shell and type:

$ p4 sync @committed changelist

Note
Your client's view mappings need to include the changelist's path.

Using P4V

For a shelved changelist:

Select Search > Go To.

Change the select box to Pending Changelist.
Type in the shelved changelist number and click OK.
Select the files in the Shelved Files area.
Right-click and select Unshelve.

Click Unshelve.

o a0 b~ 0 N =

For a committed changelist:

Select Search > Go To.

Change the select box to Submitted Changelist.
Type in the submitted changelist number and click OK.
Select the files in the Files area.

Right-click and select Get this Revision.

Click Close.

o a0~ 0 N =

Using Git Fusion

Git Fusion-initiated reviews include the Git logo beside the main review identifier. This indicator is
important because Perforce users cannot update Git Fusion-initiated reviews.

Review 773273 ©
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Downloading a ZIP archive

In the following example, the current local task branch is taskl, the target branch is master, the
review id is 773273, the Git Fusion hostname is gfserver, and the remote repo name is p4gf_
repo.

1. Fetchthe review's head version:

$ git fetch --prune origin

From gfserver:p4gf_repo

* [new_branch] review/master/773273 ->
origin/review/master/773273

X [deleted] (none) -> origin/review/dev/new

The ——prune option lets the local Git repo delete the unwanted review/master/new reference
created by the initial git push origin taskl:review/master/newcommand.

2. Check out the review's head version:

$ git checkout review/master/773273

Important
You can only update Git Fusion-initiated reviews using Git Fusion.

For more information on Git Fusion, see the Git Fusion Guide.

Downloading a ZIP archive

When the z1p command-line tool is available, Swarm can provide a ZIP archive containing all of the files
in areview. The version of the files downloaded is the most recent review revision selected in the review
revision selector, see "Select review revisions to view" on page 254.

Note
The Download .zip button does not appear if the i p command-line tool is not available.

When you click the Download .zip button, Swarm performs the following steps:

1. Scanthereview's files, to determine if you have permission to access their contents (according to
the Helix Versioning Engine protections), and if the total file size is small enough to be processed
by Swarm.

2. Sync the file contents to the Swarmserver from the Helix Versioning Engine.
Create the ZIP archive by compressing the file content.

Start a download of the generated ZIP archive.

You might not see all of the above steps; Swarm caches the resulting ZIP archives so that repeated
requests to download the same review files can skip the sync/compress steps whenever possible.

If an error occurs while scanning, syncing, or compressing, Swarm indicates the error.
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How can | fix 'not mergeable' errors in a review?

For information on the configuration for ZIP archives, see "Archives configuration" on page 290.

How can | fix 'not mergeable' errors in a review?

The problem can occur when you attempt to Commit or Approve and Commit via the Swarm Ul and
the shelved files are out of date.

Helix Swarm cannot currently help with resolving conflicts; you need to use a Helix Server client such as
p4 or P4V to resolve conflicts.

Resolve via P4

1.
2.

Acquire a local copy of the files.

Sync the files to the head version:
$ p4 sync
Begin resolving files with:

$ p4 resolve
Choose an appropriate option to resolve each file. For example:

$ p4 resolve
/home/bruno/bruno_ws/dev/main/jam/command.c - merging
//depot/dev/main/jam/command. c#9

Diff chunks: 4 yours + 2 theirs + 1 both + 1 conflicting
Accept(a) Edit(e) Diff(d) Merge (m) Skip(s) Help(?) e:

Re-shelve the resolved files with:

$ p4 shelve

Note

Ensure that the changelist description contains #review-12345 (separated from other text
by whitespace, or on a separate line), where 12345 is the identifier of the review you are
updating.

Warning

If you use an invalid review identifier, it will appear that nothing happens. Swarm is currently
unable to notify you of this situation. If the review has not been correctly updated, use the Add
Change button in the Swarm review heading to add the changelist to the review, see "Add a
changelist to a review" on page 265.

For more information, see "Resolve" in the Helix Versioning Engine User Guide.
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Resolve via P4V

Resolve via P4V

1. Acquire alocal copy of the files.
2. In P4V, right-click your workspace folder and select Resolve Files.
The Resolve dialog appears.
3. Choose the appropriate options to resolve each file.
Right-click your workspace folder and select Shelve Files.
The Shelve dialog appears.
Note
Ensure that the changelist description contains #review-12345 (separated from other text

with whitespace, or on a separate line), where 12345 is the identifier of the review you are
updating.

Warning

If you use an invalid review identifier, it will appear that nothing happens. Swarm is currently
unable to notify you of this situation. If the review has not been correctly updated, use the Add
Change button in the Swarm review heading to add the changelist to the review, see "Add a
changelist to a review" on page 265.

5. Click Shelve.

For more information, see "Resolving Files" in the P4V User Guide.

How do | see a list of Git-created reviews?

You can view all reviews that were initiated in Git. First, you need to fetch any review branches that may
exist:
$ git fetch --prune origin

Then you can list all branches, which includes any review branches, for the current Git Fusion repo:

$ git branch -a

taskl

* master

remotes/origin/taskl
remotes/origin/master
remotes/origin/review/taskl/1234
remotes/origin/review/taskl/1244
remotes/origin/review/taskl/1347
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How can | integrate my test suite to inform review acceptance or rejection?

remotes/origin/review/master/1235
remotes/origin/review/master/1236
remotes/origin/review/master/1358

Note
Git users cannot see Swarm reviews initiated in Helix Server.

For more information on Git Fusion, see the Git Fusion Guide.

How can | integrate my test suite to inform review acceptance
or rejection?

Integrating Helix Swarm with a test suite involves enabling Automated Tests in your project's
configuration and providing a trigger URL. When the trigger URL is requested, Swarm expects your test
suite to be executed. When the tests complete, Swarm expects either a pass callback URL or fail
callback URL to be requested by your test suite.

Note

If your automated tests fail to run after you have configured them, check that they have not been
globally disabled by your Swarm administrator. See "Disable tests on approve and commit" on
page 342 for details.

1. Visit your project page.
2. Click Edit. The Edit Project page is displayed.

3. Ensure that paths in each named branch configured for the project do not overlap with paths in
other named branches.
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How can | integrate my test suite to inform review acceptance or rejection?

4. Select the Enable check box next to Automated Tests to display the Automated Tests
configuration fields:

Automated Tests |« Enable

hitp://test-server/build?change={change}

A URL that will trigger automated tests to run when reviews are created or updated.
Some special arguments are supported. See help for more details.

POST Parameters

foo=bar&baz=buzz

GET v

List of parameters that will be sent as POST parameters to the above URL. The
special arguments supported for URLs can also be used here.

5. Provide a URL that triggers your test suite execution.

Special arguments are available to inform your test suite of various details from Swarm:

{change}

The change number
{status}

Status of the shelved change, shelved or committed
{review}

The review's identifier
{project}

The project's identifier
{projectName}

The project's name
{branch}

The branch identifier(s) impacted by the review, comma-separated
{branchName}

The branch name(s) impacted by the review, comma-separated
{pass}

Tests pass callback URL
{fail}

Tests fail callback URL

Note

The {pass} and {fai1} are composed automatically by Swarm, and include Swarm's own
per-review authentication tokens.
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Configuring Jenkins for Swarm integration

6. Optionally, specify any parameters that your automated tests require that must be sent via HTTP
POST inthe POST Parameters field. The POST parameters can include the special arguments
listed above.

You can also choose the format of the POST parameters, either GET or JSON. When GET is
selected, the POST parameters are parsed into name=value pairs. When JSON is selected, any
specified parameters are passed raw in the POST body.

Configuring Jenkins for Swarm integration

Important
Your Jenkins host needs to be able to communicate with the Swarm host, and vice versa. Ensure that

the appropriate DNS/host configuration is in place, and that each server can reach the other via
HTTP/HTTPS.

1. Install the p4-plugin in Jenkins:
https://wiki.jenkins-ci.org/display/JENKINS/P4+Plugin
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Configuring Jenkins for Swarm integration

2. Configure a Jenkins project:

a. Specify the job name so that it matches the project identifier used in the trigger URL, as
defined below.

For example, the computed value of {projectName}_{branchName}.
Or, edit the trigger URL to use the Jenkins job name you specify.

b. Make the build parameterized to accept these parameters (note that these are named to
match up with the script that is called):

{status}

Whether the changelist to be tested is shelved or submitted
{change}

Changelist # to run tests against
{review}

The review's identifier

{pass}
The URL to wget if the build succeeds

{fail}
The URL to wget if the build fails

c. Select Perforce Software forthe Source Code Management section.

Important
You may see Perforce in the Source Code Management section. This represents an

earlier community-provided Perforce plugin that does not include support for Swarm.

d. Set up credentials and workspace behavior as needed.
See the Credentials and Workspaces sections of the p4-plugin documentation for details.

Important
m |f your Helix Server is configured for second factor authentication (2FA), the

service user credentials used for automated testing must not use MFA.

m The client workspace configured in Jenkins must have a view that includes the
paths defined for that branch in Swarm.
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Configuring Jenkins for Swarm integration
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3. Configure your Swarm project to run automated tests with a URL like this:

http://jenkins_host:8080/job/{projectName}_
{branchName}/review/build?status={status}&review={review}&change=
{change}&pass={pass}&fail={fail}

Important
For Jenkins, the job name needs to match the job identifier in the URL. In the example above,
this is the computed value of {projectName}_{branchName}.

If you prefer a different naming scheme in Jenkins, replace {projectName}_
{branchName} in the URL above with the project name actually defined in Jenkins.

Note

If your build script has access to the results of test execution, include a GET or POST
parameter called url when calling the pass or fail URLs. Swarm uses the provided url to link
reviews to the test results.

Important
If security is enabled in Jenkins, the trigger URL needs to include credentials. Follow these
steps:

a. Create a Jenkins user that will trigger Swarm builds. For example swarm.
b. Loginto Jenkins as the new user.
c. Click onthe user's username in the Jenkins toolbar.
d. Scroll down to API Token.
e. Click Show API Token.
f. Incorporate the value of the APl Token into the Swarm trigger URL.
For example, if the username is swarm and the API Token value is

832a5db7e5500c1288324¢1441460610, the Swarm trigger URL should be:

http://swarm:832a5db7e5500c1288324c1441460610@jenkins_
host:8080/job/{projectName}_
{branchName}/review/build?cause=Automated%20test%20triggered%2
0for%20swarm%20project%20{projectName},%20branch%20
{branchName},%20review?%20{review}&status={status}&review=
{review}&change={change}&pass={pass}t&fail={fail}



How can | automatically deploy code within a review?

How can | automatically deploy code within a review?

Deploying code in a code review automatically involves enabling Automated Deployment in your
project's configuration and providing a trigger URL. When the trigger URL is requested, Swarm expects a
deployment program to be executed.

When the deployment processing ends, Swarm expects either a success callback URL or failure
callback URL to be requested by your deployment program. These callback URLs should include a url
parameter (either via GET or POST); when a valid-looking URL is included, clicking the deployment
status indicator directs the user to the specified URL. This is intended to facilitate easy viewing of the
successfully deployed review, or a report indicating why the deployment failed. The url parameter is
mandatory for successful deployments, but is optional for failures.

1. Visit your project page.
2. Click Edit. The Edit Project page is displayed.

3. Select the Enable check box next to Automated Deployment to display the Automated
Deployment configuration fields.

Automated Deployment ¥ Enable

htp://deploy-server/deploy?change={change}

A URL that will trigger a deployment when reviews are created or updated.
Some special arguments are supported. See help for more details.

5. Provide a URL that triggers your deployment execution.

Special arguments are available to inform your deployment program of various details from
Swarm:

{change}

The change number
{status}

Status of the shelved change, shelved or committed
{review}

The review's identifier
{project}

The project's identifier
{projectName}

The project's name
{branch}

The branch identifier(s), comma-separated
{branchName}

The branch name(s), comma-separated
{success}

Deployment successful callback URLd
{fail}

Deployment failure callback URL
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How do | change the author of a review?

If the author of a review is no longer available, or ownership of a review is passed to a different developer,
it is useful to be able to change the author of that review.

Note
By default you cannot change the author of a review, this option must be enabled by your Swarm
administrator. See "Allow author change" on page 341 for details.

Tip
If you already have the review open in Swarm you can skip to step 5.

1. Click the Reviews link in the main toolbar.

2. Click the User drop down and search for reviews by the author you want to replace. The list will
auto-complete with users as you type.

A A~

All Bevisws

| ReviewsI've Authored
leviews I'm Participating In
R I'mi Part ting |

Reviews |'ve Authored Or Am Participating In

' stev 4

/

stevs russell (Steve Russell)

Select the author from the list, reviews by that author are displayed.

Click the ID of the review you want to change the author on.

5. Click the Author edit icon < and search for the new author name. The list will auto-complete with
users as you type.

= ra .
Tasks == Author # ‘..i-‘
i

6. Select the new author name and click Save.
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Edit Author X

A | jboone

Save Cancel

7. The review will display the new author's avatar in the author area of the review page.

How do | manage project branches?

Initial steps:

1. Visit your project page.

2. Click Edit.
Next to the Branches label, a drop-down button for each branch is displayed, and + Add Branch.
Branches Design -

Main -

+ Add Branch
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Adding a branch

Adding a branch

45

1. Follow the initial steps.

2. Click + Add Branch to display the branch drop-down dialog.

Name

| Branch Name

Paths

//depot/path/to/branch/...

Default Reviewers

A | Add a Default Reviewer

] Only Moderators can approve or reject reviews

3. Enter a short Name for your branch.
4. Enter one or more branch paths in the Paths field, one per line.
Note

Each branch path should be expressed in depot syntax. Wildcards should not be used; the only
exception is the branch path can end with the Helix Server wildcard ...

For example: //depot/main/swarm/...

For more information, see File Specifications in P4 Command Reference.


https://www.perforce.com/perforce/doc.current/manuals/cmdref/filespecs.html#d0e68386
http://www.perforce.com/perforce/doc.current/manuals/cmdref/index.html

Adding a branch

5. Optional: specify Default Reviewers for the project branch.

This field auto-suggests users, and groups within Helix Server as you type (up to a combined limit
of 20 entries). Click on the user or group to add them as a default reviewer. Each time a new
review is created, the default reviewers will be added to the review.

m Users: click the staricon to the left of the userid to toggle whether their vote is required or
not. A solid star means that their vote is required to approve a review, whereas the outlined
star means that their vote is optional.

m  Groups: click the staricon to the left of the groupid , and select whether the group is a
required reviewer (one vote), a required reviewer (all votes), or an optional reviewer. A solid
star means that all group member votes are required to approve a review, a solid star with a
1 inside means at least one group member must vote up and no group members vote down
to approve areview, and the outlined star means that the group vote is optional.

Click the X icon to the right of the userid or groupid to remove that default reviewer from the default
reviewers list.

Important
When a review is part of multiple projects/project branches:

m The default reviewer lists for all of the projects and project branches the review is part of
are combined and added to the review.

m [f a default reviewer has different reviewer options set on projects and project branches
that the review is part of, the strictest reviewer option is used for the review.

Example: A review is created and it is part of Project A, Project B, and Project
Branch b.

Project A: default reviewer X is an Optional reviewer
Project B: default reviewer X is an Optional reviewer
Project Branch b: default reviewer X is a Required reviewer

Result: default reviewer X is added to the review as a Required
reviewer

Note

If users or groups are @mentioned in a new changelist description that includes #review,
they will be added to the review as reviewers. If any of these reviewers are already specified
as default reviewers they will not be added to the review again, the reviewer's most restrictive
reviewer option is used for the review.

46



Adding a branch

Note
If a default reviewer is deleted from Helix Server they will not be added to new reviews.

6. Optional: check the Only Moderators can approve or reject reviews checkbox.

8.

When checked, afield is displayed, allowing you to add a new moderator. The field auto-suggests
groups and users within the Helix Versioning Engine as you type.

If a group is specified as a moderator, all of the members of that group have the same moderator
privileges for that project branch as if they were added individually.

Once the branch specification is complete and the project has been saved, changing the state of
any review associated with this moderated branch is restricted as follows:

Only moderators can approve or reject the review. Moderators can also transition a review
to any other state.

The review's author, when she is not a moderator, can change the review's state to Needs
Review, Needs Revision, Archived, and can attach committed changelists.

Normally, the review's author cannot change the review's state to Approved or Rejected
on moderated branches. However, authors that are also moderators have moderator
privileges, and may approve or reject their own review.

Whendisable_self_approve is enabled, authors who are moderators (or even
users with admin privileges) cannot approve their own reviews.

Project members can change the review's state to Needs Review or Needs Revision,
and can attach committed changelists. Project members cannot change the review's state
to Approved, Rejected, or Archived.

Users that are not project members, moderators, or the review's author cannot transition
the review's state.

For the review's author and project members, if a review is not in one of their permitted
states, for example if the review's state is Rejected, they cannot transition the review to
another state.

These restrictions have no effect on who can start a review.

Click Done to accept your branch specification.

Once the branch definition has completed, if any moderators were specified, the number of
moderators for that branch is displayed in the list of branches.

Click Save to save the branch changes to your project.

Note
The project name does not need to be included in the branch name; Swarm displays the project name
with the branch name when appropriate.
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Editing a branch

1. Follow the initial steps.

2. Click the branch drop-down button you want to edit.

3. Revise the Name, Paths, default reviewers, or moderators as required.
4. Click Save.

Removing a branch

1. Follow the initial steps.

2. Click the branch drop-down button you want to remove.
3. Click Remove.

4. Click Save.

How do | unfollow all projects and users for another user?

Note
You must be logged in as a user with admin or super user privileges and viewing the user's profile

page to perform this action.

When a user has been removed from the Helix Server but they are still following projects and users, it is
useful to be able to remove all of their follows. This helps to keep the project and user follower lists up to
date.

Note

This action cannot be undone.

1. Use the Search box in the main toolbar to search for the user, the search field will auto-complete
as you type.

2. Select the user from the search results to display the user's profile:
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alex.randolph E Activity B Shelves  #Settings ™ Notifications  Reviews Commits Comments Jobs N\
alex.randolph commented on review 240 (client cc, line 5) for mercury-dev 5daysago
| agree with @claire brevia

W 7 comments

alex.randolph edited a comment on review 113 (test-17.txt, line 2) 12 days ago
Thanks, can you have this done by the end of the day?

W 6 comments

alex.randolph commented on review 113 (test-17.txt, line 2) 13 days ago
@steve_russell Thanks, can you have this done by the end of the day?

W 6 comments

o 1 2

FOLLOWERS FOLLOWING  PROJECTS

alex.randolph made their vote required on review 236 for mercury:main 2 months ago
Need to be able to lookup a user id based on its username.

FULL NAME , . . - -
Need to cope with the situation where an alias is returned instead,

Alex Randolph

EMAIL ADDRESS and go find therealu. ..

alex.randolph@nowhere xoxzzj.com
Unfollow all Projects and Users
for alex_randolph

3. Click the Unfollow all projects and users for username button located below the user's email
address.

Add a comment

alex.randolph cleared their vote on review 236 for mercury:main 2 months ago
Need to be able to lookup a user id based on its username.

Need to cope with the situation where an alias is returned instead,

Click OK when the confirmation dialog is displayed to complete the unfollow action.

The user will no longer be following any projects or users.

How do | change the logging level?

Swarm logs various activities to the data/log file. Change the logging level to increase or decrease the
volume of log data by editing a configuration file.

An example configuration, in the SWARM_ROOT/data/config. php file:

<?php
// this block should be a peer of 'p4'
"log' => array(
'priority' => 3, // 7 for max, defaults to 3
),

The maximum value for the log priority is 7; higher values do not result in increased logging. The minimum
value is 0, which means no logging; lower values do not result in further logging reductions. For more
information, see "Logging" on page 316.
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How do | check on the queue workers?

Helix Swarm uses a custom queue system to process events, provide notifications, and more. The
queue system is required to handle the potentially large volume of events from a busy Helix Server.

Check the status of the queue by making an HTTP request to /queue/status. The response is
formatted in JSON and looks like this:

{"tasks":0,"futureTasks":1, "workers":3, "maxworkers":3, "workerLifetime":"59
SSII}
This response indicates that the queue has no current tasks, there is 1 task scheduled for processing

later, there are 3 queue workers available, at most 3 workers are created, and queue workers run for at
most 10 minutes before self-terminating.

A queue manager ensures that sufficient queue workers are available to process items. If the queue
manager has stopped for some reason, start a new one by making an HTTP request to
/queue/worker. No response is provided for this request.

Note

A cron job should be setup to ensure that workers are running to process events. See "Set up a
recurring task to spawn workers" on page 110.
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3 | Install and upgrade Swarm

This chapter covers the initial installation and configuration of Swarm as well as upgrading an existing
Swarm installation.

Important restrictions

Do not prefix group names, project names, user names, or client-names with "swarm-", this is a reserved
term used by Swarm. Prefixing a name with "swarm-" will result in unexpected and unwanted behavior in
Swarm.

For example:

Prefixing a group name with "swarm-project-" will result in, but is not limited to, the following issues:

m  Swarm notifications will not be processed correctly for the group.

= The group will not be visible in Swarm.

Review the runtime dependencies

First, review the runtime dependencies before you install Swarm, see "Runtime dependencies" on
page 53.

Choose the installation process

Once you have reviewed the "Runtime dependencies" on page 53 and know that you can satisfy them,
there are a number of ways to install Swarm.
Tip
Installing Swarm using "Install and configure Swarm from a package" on page 62 ensures that all of
the Swarm dependencies are installed and is the easiest way to install Swarm.

Choose one of the following installation processes:

= Swarm packages (RPM or Debian):
1. Follow the steps provided in "Install and configure Swarm from a package" on page 62.

2. Configure the Swarm triggers on the Helix Server, see "Helix Server configuration for
Swarm" on page 97.

3. Review the post-install configuration options to customize your Swarm installation, see
"Post-install configuration options" on page 115.

4. You are now all set to start using Swarm. Enjoy!
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Tip
To get started with Swarm, see the "Quickstart" on page 22 chapter.

= Swarm.ova (Open Virtualization Appliance):
1. Follow the steps provided in "Deploy and configure a Swarm VM from an OVA" on page 78.

2. Configure the Swarm triggers on the Helix Server, see "Helix Server configuration for
Swarm" on page 97.

3. Review the post-install configuration options to customize your Swarm installation, see
"Post-install configuration options" on page 115.

4. You are now all set to start using Swarm. Enjoy!

Tip
To get started with Swarm, see the "Quickstart" on page 22 chapter.

m Swarm.tgz (Tarball):

1. Follow steps provided in the "Install and configure Swarm manually from a Tarball" on
page 84.

Configure Apache, see "Apache configuration" on page 85.
Configure PHP, see "PHP configuration" on page 90.
Configure Swarm, see "Swarm configuration" on page 94.

Establish a trigger token, see "Establish trigger token" on page 97.

o o M 0 N

Configure the Swarm triggers on the Helix Server, see "Helix Server configuration for
Swarm" on page 97.

7. Set up arecurring task to spawn workers, see "Set up a recurring task to spawn workers
on page 110.

8. Review the post-install configuration options to customize your Swarm installation, see
"Post-install configuration options" on page 115.

9. You are now all set to start using Swarm. Enjoy!

Tip
To get started with Swarm, see the "Quickstart" on page 22 chapter.

Upgrade Swarm

If you already have a working Swarm installation and you want to upgrade Swarm to a newer release, see
"Upgrading Swarm" on page 127.
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Runtime dependencies
In order to successfully install, configure, and deploy Swarm, the following dependencies are required:

m A "Supported operating system platforms" on the facing page
= An"Apache web server" on the facing page withmod_rewriite andmod_php5
m A supported version of "PHP" on the facing page with the following extensions:

e iconv

. JSON

« Session

o P4PHP

« one of APC or Zend OPCache (for optimal performance)

o php-mbstring (for multi-byte character strings)

In addition, Swarm greatly benefits from the following optional extensions:
« Imagick (used for viewing non-web safe images)
o php-xml (for RSS feeds)

m A supported Helix Versioning Engine deployment, and the ability to connect to it from the system
hosting Swarm.

Note
"Helix Server deployment" can refer to a running p4d or a proxy, replica, edge server, or
commit server.

m curlorwget (for Swarm worker operation)
= A supported version of perl (to integrate with Helix Versioning Engine triggers)

m That "Security-enhanced Linux (SELinux)" on page 60, if installed, is configured
Optional dependencies:

m LibreOffice (for viewing office-type documents)

= Z1p, the command-line archiving tool (for downloading archives of files/folders
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Supported operating system platforms

Because Swarm includes binary versions of P4APHP (the Perforce extension for PHP), we support
Swarm on the following operating systems:

m Linux 2.6+ Intel (x86, x86_64) with glibc 2.3.3+
m Mac OS X 10.6+ (x86_64)

You may be able to get Swarm running on another platform if you build P4APHP yourself and satisfy the
other runtime dependencies. Instructions on how to obtain and build P4PHP from source can be found
here.

Important
P4PHP does not support threaded operation. If you compile PAPHP from source, ensure that the
version of PHP you compile for is non-threaded.

Apache web server

Swarm requires Apache HTTP Server 2.2 or newer:
m https://httpd.apache.org

Swarm also requires the following Apache modules:

m  mod_php5 forinteracting with PHP (usually installed with PHP)
m mod_rewrite URL rewriting engine

https://httpd.apache.org/docs/2.2/mod/mod_rewrite.html

Important
Only the prefork MPM is supported. Use of the worker or event MPMs is not supported and is
likely to cause problems because P4APHP does not support threaded operation.

For more information on the prefork MPM, see:

m https://httpd.apache.org/docs/2.2/mod/prefork.html
m https://httpd.apache.org/docs/2.4/mod/prefork.html

PHP
Swarm requires PHP 5.3.3+, 5.4.x, 5.5.x, 5.6.x, or 7.0:

m https://secure.php.net
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PHP

Important
PHP must be non-threaded because P4PHP does not support threaded operation.

Swarm requires the following PHP extensions:

iconv (character encoding converter)
https://secure.php.net/iconv

This is typically enabled by default with most PHP distributions

JSON (JavaScript Object Notation)
https://secure.php.net/json

This is typically enabled by default with most PHP distributions, although recent distributions are
making this optional

Session (session handling)

This is typically enabled by default with most PHP distributions
P4PHP (the Perforce PHP Extension)

Included with the Swarm package. See the install directions.
php-xml (DOM API for XML manipulation)

Included with PHP on many operating systems, but must be manually installed on
CentOS/RHEL. When not installed, the Swarm RSS feed does not work.

php-mbstring (multi-byte character strings)

Included with PHP on many operating systems, but must be manually installed on
CentOS/RHEL. When not installed, Swarm's RSS feed does not work.

Swarm greatly benefits from the following PHP extensions:
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One of (but not both):

o APC (the Alternative PHP Cache)
https://secure.php.net/apc

Installation instructions for APC.

o Zend OPCache
https://secure.php.net/opcache

Installation instructions for Zend OPCache.

Imagick (integrates ImageMagick into PHP)
https://secure.php.net/imagick

Installation instructions for Imagick.


https://secure.php.net/iconv
https://secure.php.net/json
https://secure.php.net/apc
https://secure.php.net/opcache
https://secure.php.net/imagick

Helix Server requirements

Helix Server requirements

Swarm works with any supported version of the Helix Server (Standard Maintenance). The versions
supported in this release of Swarm are:

m 2016.1 at 1611275 or later
m 2016.2 at 1612602 or later
m 2017.1 at 1622573 or later
m 2017.2 at 1622831 or later
= 2018.1

Swarm performs best with the Helix Versioning Engine version 2016.2 or newer.

m https://www.perforce.com/downloads/helix-versioning-engine-p4d

Helix Server automated user requirements for Swarm

Swarm requires an automated user with at least admin privileges in the Helix Versioning Engine to enable
Swarm to run against the Helix Server. This can be an existing user, or a new user created specifically to
support Swarm.

Important
If your Helix Server is configured for second factor authentication (2FA), the user account running

Swarm must not use MFA.

For more information about setting up Helix Versioning Engine, see Installing and upgrading the serverin
Helix Versioning Engine Administrator Guide: Fundamentals.

Trigger dependencies

Swarm triggers are installed on the Helix Server during Swarm installation.

The Swarm triggers require per1 5.08+:
https://www.perl.org/get.html

On the Windows platform, we have tested Swarm against Strawberry Perl. There are two Perl modules
that are also required which may not be part of a minimal Perl installation.

s HTTP::Tiny is required to make calls to the Swarm server. If this is not present, then the
trigger will attempt to use the command line curl program. This module is standard on Strawberry
Perl on Windows, and available as a package with the version of Perl provided on CentOS 7,
Ubuntu 14.04 and Ubuntu 16.04.
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Worker dependencies

I0::Socket: : SSL is required if the Swarm server is configured to use SSL and HTTP::Tiny
is present. This is provided as standard by Strawberry Perl, and available on Linux.

Warning
Ifthe HTTP: : Tiny module is not available, for example on CentOS 6, then the triggers
require the use of cur1. This must be installed for the triggers to function. On CentOS 6 this

can be done using the yum package installer usingyum install curl ifitisn't already
installed.

Swarm triggers also require the following perl modules to be installed:
= Windows:

o JSON is required to exchange data between the browser and the server and is included by
default with Strawberry Perl.

= Ubuntu:

« JSON is required to exchange data between the browser and the server and must be
installed.

. Tibjson-per1 is required to manipulate JSON formatted data and must be installed.
m CentOS/RHEL.:

« JSON is required to exchange data between the browser and the server and must be
installed.

« perl1-JSON is required to manipulate JSON formatted data and must be installed.

Swarm package installation on the same machine as P4D

If Swarm is installed from a package on the same machine as P4D, the triggers require the following perl
modules to be installed:

= Ubuntu:
« Perl 5.08+

. libio-socket-ss1-per]l is required if the Swarm server is configured to use SSL.

. libjson-per1 is required to manipulate JSON formatted data and must be installed.
s CentOS/RHEL.:

« Perl 5.08+
. perl-I0-Socket-SSL is required if the Swarm server is configured to use SSL.
« per1-JSON is required to manipulate JSON formatted data and must be installed.

Worker dependencies

The recurring task to invoke Swarm workers, installed in a later step, requires either of:
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Worker dependencies

= curl
https://curl.haxx.se/download.html

Note
For Windows, curl . exe depends on MSVCR100.d11. You can get a copy by installing
the Microsoft Visual C++ Redistributable Package, available for:

o 32-bit systems: https://www.microsoft.com/download/en/details.aspx?id=5555
o 64-bit systems: https://www.microsoft.com/download/en/details.aspx?id=14632

If you install Swarm with HTTPS, cur1 . exe requires recent CA certificates (or HTTPS
connections silently fail). You can get a copy of the cacert. pem from:

https://curl.haxx.se/docs/caextract.html

Once downloaded, copy cacert.pem to the same folder where you installed curl . exe,
andrenameittocurl-ca-bundle.crt.

Warning

Ifcurl (orcurl.exe onWindows)cannot execute as expected, trigger execution may
block or fail. For example, if MSVCR100 . d 11 is missing from a Windows system, invoking
curl.exe causes a dialog to appear.

Prior to configuring the triggers, verify that cur1 executes. On Linux systems, run:

$ curl -h

On Windows systems, run:

C:\> curl.exe -h

The start of the output should be similar to:

Usage: curl [options...] <url>
Options: (H) means HTTP/HTTPS only, (F) means FTP only
--anyauth Pick "any" authentication method (H)

-a, --append Append to target file when uploading (F/SFTP)
--cacert FILE CA certificate to verify peer against (SSL)
--capath DIR CA directory to verify peer against (SSL)

...[truncated for brevity]...

For a more thorough test that actually fetches content over a network, try the following test:

o ForLinux systems, run:

$ curl https://www.perforce.com/
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Supported web browsers

o For Windows systems, run:
C:\> curl.exe https://www.perforce.com/

The output should look like HTML.

m wget
https://ftp.gnu.org/gnu/wget
http://gnuwin32.sourceforge.net/packages/wget.htm (for Windows)

Note
If you are using Powershell on Windows systems, be aware that Powershell includes aliases

forcur1 andwget that call the Powershell command Invoke-WebRequest instead
of curl.exeorwget.exe. Invoke-WebRequest has different command-line
options than either cur1 orwget, which can be confusing.

If you want to remove the built-in aliases forcur1 andwget from Powershell, follow these
steps:

1. Create a Powershell profile (only if you have not already done so):

PS C:\> New-Item $profile -force -itemtype file
2. Edit your profile:

PS C:\> notepad $profile
3. Add the following line to your profile:

remove-item alias:curl
remove-item alias:wget

4. Save the profile and close notepad.

Reload your profile:

PS C:\> . $profile

Supported web browsers
The following browsers are supported for use with Swarm:

m Apple Safari, latest stable version
m  Google Chrome, latest stable version

m Mozilla Firefox, latest stable version
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Optional dependencies

m  Microsoft Edge, latest stable version

m  Microsoft Internet Explorer, latest stable version

Other web browsers might also work, including prior, development or beta builds of the above web
browsers, but are not officially supported.

Note
JavaScript and cookies must be enabled in the web browser for Swarm to operate.

Optional dependencies

Swarm can display previews of office-type documents when LibreOffice is installed. Installation is not
required, but when LibreOffice is installed Swarm automatically detects its presence.

For more information, see "LibreOffice" on page 286.

To use the Download .zip feature (see "Downloading files as ZIP archive" on page 141), Swarm
requires that the zip command-line tool is available.

For more information, see "Archives configuration" on page 290.

Security-enhanced Linux (SELinux)

Swarm supports SELinux on CentOS 7. SELinux is an advanced access control mechanism that
improves security for Linux distributions.

SELinux operates in one of three modes:

= enforcing: this mode blocks and logs any actions that do not match the defined security
policy. This is the default mode for SELinux on CentOS 7.

= permissive: this mode logs actions that do not match the defined security policy but these
actions are not blocked.

= disabled: inthis mode SELinux is off, actions are not blocked and are not logged.

See "SELinux on CentOS 7 configuration" on page 75 for details.

If you see a Swarm configuration error similar to the error shown below, SELinux has not been correctly
configured for Swarm. Check you have configured SELinux on CentOS 7 correctly.
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Swarm has detected a configuration error

Problem detected:
= The data directory (/opt/perforce/swarm/data) is not writeable.
Please investigate the below PHP error:
Cannot write to cache directory ('/opt/perforce/swarm/data/cache’). Check permissions.
/opt/perforce/swarm/library/Record/Cache/Cache.php on line 318
For more information, please see the Setting Up documentation; in particular:

« Initial Installation

« Runtime dependencies
« PHP configuration

» Swarm configuration

Please ensure you restart your web server after making any PHP changes.

Choose the installation process

Once you have reviewed the "Runtime dependencies" on page 53 and know that you can satisfy them,
there are a number of ways to install Swarm.

Tip
Installing Swarm using "Install and configure Swarm from a package" on the facing page ensures that
all of the Swarm dependencies are installed and is the easiest way to install Swarm.

Choose one of the following installation processes:

= Swarm packages (RPM or Debian):

1. Follow the steps provided in "Install and configure Swarm from a package" on the facing
page.

2. Configure the Swarm triggers on the Helix Server, see "Helix Server configuration for
Swarm" on page 97.

3. Review the post-install configuration options to customize your Swarm installation, see
"Post-install configuration options" on page 115.

4. You are now all set to start using Swarm. Enjoy!
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Install and configure Swarm from a package

Tip
To get started with Swarm, see the "Quickstart" on page 22 chapter.

= Swarm.ova (Open Virtualization Appliance):
1. Follow the steps provided in "Deploy and configure a Swarm VM from an OVA" on page 78.

2. Configure the Swarm triggers on the Helix Server, see "Helix Server configuration for
Swarm" on page 97.

3. Review the post-install configuration options to customize your Swarm installation, see
"Post-install configuration options" on page 115.

4. You are now all set to start using Swarm. Enjoy!

Tip
To get started with Swarm, see the "Quickstart" on page 22 chapter.

m Swarm.tgz (Tarball):

1. Follow steps provided in the "Install and configure Swarm manually from a Tarball" on
page 84.

Configure Apache, see "Apache configuration" on page 85.
Configure PHP, see "PHP configuration" on page 90.
Configure Swarm, see "Swarm configuration" on page 94.

Establish a trigger token, see "Establish trigger token" on page 97.

o o M 0 N

Configure the Swarm triggers on the Helix Server, see "Helix Server configuration for
Swarm" on page 97.

7. Set up arecurring task to spawn workers, see "Set up a recurring task to spawn workers
on page 110.

8. Review the post-install configuration options to customize your Swarm installation, see
"Post-install configuration options" on page 115.

9. You are now all set to start using Swarm. Enjoy!

Tip
To get started with Swarm, see the "Quickstart" on page 22 chapter.

Install and configure Swarm from a package

Helix Swarm is available in two distribution package formats: Debian (. deb) for Ubuntu systems and
RPM (. rpm)for CentOS and RedHat Enterprise Linux (RHEL).
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Using distribution packages greatly simplifies the installation, updating, and removal of software, as the
tools that manage these packages are aware of the dependencies for each package.

Note
The Swarm packages have been thoroughly tested on Ubuntu 14.04 LTS and Ubuntu 16.04 LTS, and

CentOS/RHEL 6.1-6.7, and CentOS/RHEL 7. While the packages should work on other compatible
distributions, these have not been tested.

Note
Helix Versioning Engine can refer to a Helix Server machine (p4d), proxy, broker, replica, edge

server, or commit server. For simplicity, the term Helix Serveris used to refer to any configuration of a
Helix Versioning Engine machine.

Installation

Important
Review the Helix Server requirements before you install Swarm, see "Helix Server requirements" on

page 56.

1. Configure the Perforce package repository, on the server to host Swarm and on the server hosting
your Helix Versioning Engine.

Important
If the server hosting your Helix Versioning Engine cannot use packages, for example whenit is

running Windows, skip this step on that server.

As root, run one of the following:
= For Ubuntu 14.04:

Create the file /etc/apt/sources.list.d/perforce.1ist withthe
following content:

deb http://package.perforce.com/apt/ubuntu/ trusty release

m For Ubuntu 16.04:

Create the file /etc/apt/sources.list.d/perforce. 11ist withthe
following content:

deb http://package.perforce.com/apt/ubuntu/ xenial release
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2.

m For CentOS/RHEL 6:

Create the file /etc/yum. repos .d/helix-swarm. repo with the following
content:

[Perforce]
name=Perforce
baseurl=http://package.perforce.com/yum/rhel/6/x86_64/
enabled=1

gpgcheck=1

For CentOS/RHEL 7:

Create the file /etc/yum. repos .d/helix-swarm. repo with the following
content:

[Perforce]

name=Perforce
baseurl=http://package.perforce.com/yum/rhel/7/x86_64/
enabled=1

gpgcheck=1

Import the Perforce package signing key, on the server to host Swarm and the server hosting your

Helix Versioning Engine.

Important
If the server hosting your Helix Server cannot use packages, for example when it is running

Windows, skip this step on that server.

Run one of the following:

= For Ubuntu:
$ wget -q0 - https://package.perforce.com/perforce.pubkey |

sudo apt-key add -
$ sudo apt-get update

s For CentOS/RHEL (run this command as root):

# rpm --import https://package.perforce.com/perforce.pubkey

For information about how to verify the authenticity of the signing key, see:
https://www.perforce.com/perforce-packages
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3. Install the main Swarm package on the server to host Swarm.
Run one of the following:
= For Ubuntu:

$ sudo apt-get install helix-swarm

m For CentOS/RHEL (run this command as root):

# yum install helix-swarm

Note
For CentOS/RHEL, the firewall configuration may need to be adjusted to allow access
to the web server.

o« For CentOS/RHEL 6.x:

$ sudo Tokkit -s http

If you subsequently wish to enable HTTPS, run (as root):
$ sudo lokkit -s https
o For CentOS/RHEL 7.x:

$ sudo firewall-cmd --permanent --add-service=http
$ sudo systemctl reload firewalld

If you subsequently wish to enable HTTPS, run (as root):

$ sudo firewall-cmd --permanent --add-service=https
$ sudo systemctl reload firewalld
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4.

Install the Swarm triggers package on the server hosting your Helix Versioning Engine.

Install this package on the server hosting your Helix Versioning Engine, which may be the same
server that is hosting Swarm, or elsewhere on your network.

Important
If the server hosting your Helix Server cannot use packages, for example when it is running

Windows, you need to copy the appropriate Swarm trigger script from
/opt/perforce/swarm/p4-bin/scripts tothe server hosting your Helix Server.
The swarm-trigger.pl is for both Linux and Windows systems. Once copied, the
trigger script needs to be configured. See "Helix Server configuration for Swarm" on page 97

for details.

Run one of the following:

m For Ubuntu:
$ sudo apt-get install helix-swarm-triggers
m For CentOS/RHEL (run this command as root):

$ yum install helix-swarm-triggers

Important
The package installs a config file at /opt/perforce/etc/swarm-trigger.conf
that you will need to modify. See "Helix Server configuration for Swarm" on page 97 for more

details on configuring that file.
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5. Optional: Install the Swarm optional package, on the server hosting Swarm.

While not required, installing this package installs the dependencies required to use the Imagick
and LibreOffice Swarm modules. These modules provide previews of a variety of image and office

documents.
Run one of the following:
s For Ubuntu:
$ sudo apt-get install helix-swarm-optional

m For CentOS/RHEL (run this command as root):

# yum install helix-swarm-optional

Important
This package depends on the package php-pec1-imagick which is available

from the EPEL project. In order to install packages from EPEL, you will need to add the
EPEL repository and accept its signing key. Instructions are available at:
https://fedoraproject.org/wiki/EPEL

Note
Installation of this package also installs APC for CentOS/RHEL 6, or Zend OPCache

for CentOS/RHEL 7.

6. Complete the "Post-installation configuration" below steps.

Post-installation configuration

Once the helix-swarm package has been installed, additional configuration is required. Perform the
following steps:

1. Use the Swarm configuration script to setup Swarm, on the server hosting Swarm.

Note
The Swarm configuration script can be used in a few different ways. The steps below outline

the most straightforward configuration using an interactive install, but you can review the
options by running:

$ sudo /opt/perforce/swarm/sbin/configure-swarm.sh -h

Run an interactive install:

$ sudo /opt/perforce/swarm/sbin/configure-swarm.sh
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The configuration script displays the following summary:

configure-swarm.sh: Thu Aug 25 11:29:49 PDT 2016: commencing

configuration of Swarm

Summary of arguments passed:

Intera
Force?
P4PORT
Swarm
Swarm
Email
Swarm
Swarm
Swarm

Create Swarm user?

Super
Super

ctive?

user
password
host
host
port
base URL

user
password

[yes]
[no]

[(not
[ (not
[(not
[(not
[(not
[80]

specified)]
specified, will suggest swarm)]
specified)]
specified)]
specified, will suggest myhost)]

[(default (empty))]

[no]
[(not
[(nhot

specified)] * not needed
specified)] * not needed
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2. Provide information to the configuration script.

After the summary, the configuration script prompts for the following information:
a. Specify a value for P4PORT.

No P4PORT specified

Swarm requires a connection to a Helix Versioning Engine.
Please supply the P4PORT to connect to.

Helix Versioning Engine address (P4PORT):
Specify the hostname and port for your Helix Server. If defined, the value for P4PORT is
used as the default. The configuration script verifies that it can connect:

-response: [myp4host:1666]

Checking P4PORT [myp4host:1666]...
-P4 command line to use: [/opt/perforce/bin/p4 -p mypdhost:1666]
Attempting connection to [myp4host:1666]...
-connection successful:
Server address: myp4host:1666
Server version: P4D/LINUX26X86_64/2016.1/1411799 (2016/07/12)
Server license: 10000 users (support ends 2017/05/16)
Server license-ip: 192.168.0.1

Important
If your Helix Versioning Engine is deployed using the commit-edge architecture, ensure
that the Swarm port value points to the commit server.

For more information, see Commit-edge in the Helix Versioning Engine Administrator
Guide: Multi-Site Deployment.
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b. Specify the userid and password of a normal user with admin-level privileges in the Helix
Versioning Engine.

Checking Swarm user credentials...
No Swarm user specified

Swarm requires a Helix user account with 'admin' rights.
Please provide a username and password for this account.
If this account does not have 'admin' rights, it will

be set for this user.

Helix username for the Swarm user [swarm]:

Enter the userid. The default is swarm.

Note

If the Helix Server user account is given 'super' rights, then this allows a user to clean up

areview created by another user when the review is committed. See "Review cleanup”
on page 329.

-response: [swarm]

Helix password or Tlogin ticket for the Swarm user (typing
hidden):

Enter the login ticket, or password, for the userid.

Note
You can obtain a login ticket by running (in another shell):

$ p4 -p myp4host:1666 -u userid login -p

If the login ticket you provide would expire in less than a year, you will receive a warning.

Checking Swarm user credentials...
-checking if user [swarm] exists in [myp4host:1666]...
-user exists

Obtaining Helix Togin ticket for [swarm] in [myp4host:1666]...

-Togin ticket obtained
Checking user [swarm]'s ticket against [myp4host:1666]...
-login ticket is good
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Checking user [swarm] has at least access level [admin]...
-user has maximum access level [admin]
-user meets minimum access level [admin]

c. Specify the hostname for the Swarm Ul.

Swarm needs a distinct hosthame that users can enter into their
browsers to

access Swarm. Ideally, this is a fully-qualified domain name,
e.g.

'swarm.company.com', but it can be just a hostname, e.g. 'swarm'.

Whatever hostname you provide should be Swarm-specific and not
shared with
any other web service on this host.

Note that the hostname you specify typically requires
configuration in your

network's DNS service. If you are merely testing Swarm, you can
add a

hostname->IP mapping entry to your computer's hosts
configuration.

Hostname for this Swarm server [myhost]:

Note
The default is the current hostname. The configuration script does not verify that the

hostname actually works (DNS configuration may not exist yet).
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Specify a mail relay host.

Swarm requires an mail relay host to send email notifications.

Mail relay host (e.g.: mx.yourdomain.com):

Note
The configuration script does not verify that the mail relay host you provide actually
accepts SMTP connections.

Once this information has been provided, the configuration script performs the following
steps (some of the detail depends on the version of PHP and Apache that is installed):

Configuring Cron...

" /opt/perforce/etc/swarm-cron-hosts.conf.new' -&gt;

" /opt/perforce/etc/swarm-cron-hosts.conf"'

-updated cron configuration file with supplied Swarm host

Configuring Swarm installation...

-composed new Swarm config file contents

" /opt/perforce/swarm/data/config.php.new' -&gt;

" /opt/perforce/swarm/data/config.php'

-wrote new Swarm config file to reflect new configuration

-identified Apache user:group: [www-data:www-data]

-setting permissions on the Swarm data directory...

-ensured file permissions are set properly

Configuring Apache...

-identified Swarm virtual host config file: [/etc/apache2/sites-

available/perforce-swarm-site.conf]

-identified Apache log directory: [/var/log/apache2]

-updated the vhost file to set Apache Tog directory

-updated the vhost file to reflect Swarm host

-checking Apache modules. ..

Enabling module rewrite.

Module php5 already enabled

To activate the new configuration, you need to run:
service apache2 restart
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-proper Apache modules are enabled

-enabling Swarm Apache site...

Enabling site perforce-swarm-site.conf.

To activate the new configuration, you need to run:

service apache2 reload

-Swarm Apache site enabled

-restarting Apache...

-Apache restarted
configure-swarm.sh: Thu Aug 25 11:31:36 PDT 2016: completed
configuration of Helix Swarm

can

Swarm is now configured and available at:

http://myhost/

You may login as the Swarm user [swarm] using the password
you specified.

Please ensure you install the following package on the server
hosting your Helix Versioning Engine.

helix-swarm-triggers

(If your Helix Versioning Engine is hosted on an 0S and
platform that is not compatible with the above package, you

also install the trigger script manually.)

You will need to configure the triggers, as covered in the

Swarm
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documentation:

http://www.perforce.com/perforce/doc.current/manuals/swarm/setup.
perforce.html

Documentation for optional post-install configuration, such
as

configuring Swarm to use HTTPS, operate in a sub-folder, or
on a

custom port, is available:

https://www.perforce.com/perforce/doc.current/manuals/swarm/setup
.post.html

Note
If you have installed Swarm on a host that does not provide other web services, you may

wish to disable Apache's default site configuration. Doing so means that regardless of the
hostname a user might use to reach the web server hosting Swarm, Swarm would be
presented.

Be aware that disabling Apache's default site configuration could disable existing
web services or content.

Disabling Apache's default site configuration on Ubuntu hosts is easy. Run:

$ sudo a2dissite 000-default

For CentOS hosts, or for non-standard Apache installations, you would need to manually
adjust the Apache configuration. Such changes require familiarity with Apache
configuration; for more details, see:
https://httpd.apache.org/docs/current/configuring.html

3. Optional: To configure SELinux on CentOS 7 for Swarm, see "SELinux on CentOS 7
configuration" on the next page.

4. The basic Swarm configuration is now complete.
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5. Configure the Swarm triggers on the Helix Server, see "Helix Server configuration for Swarm" on
page 97.

SELinux on CentOS 7 configuration

Swarm supports SELinux on CentOS 7. SELinux is an advanced access control mechanism that
improves security for Linux distributions.

SELinux operates in one of three modes:

= enforcing: this mode blocks and logs any actions that do not match the defined security
policy. This is the default mode for SELinux on CentOS 7.

= permissive: this mode logs actions that do not match the defined security policy but these
actions are not blocked.

= disabled: inthis mode SELinux is off, actions are not blocked and are not logged.

SELinux must be configured to enable it to work correctly with Swarm, these configuration steps are
shown below.

Note
You must complete the Helix Swarm package "Installation" on page 63 steps, and the "Post-
installation configuration" on page 67 steps before configuring SELinux.

Configure SELinux on CentOS 7 to enforcing mode

Run the following commands as root:

1. Installthe poTlicycoreutils-python package, this contains semange which is used to
configure SELinux:

root $ yum install policycoreutils-python
2. Check the current SELinux mode:
root $ getenforce

3. SELinux will report its mode as; enforcing, permissive, ordisabled.

a. Ifthe mode is not set correctly edit the /etc/sel1inux/conf1 g file with vi or a similar
editor.

root $ vi /etc/selinux/config

b. Edit the config file so that SELinux=is set toenforcing .
c. Save the configfile.

d. Reboot the server to complete the SELinux mode change.

75



SELinux on CentOS 7 configuration

9.
10.
11.

Define the context of the /opt/perforce/swarm directory and the files init to httpd_
sys_rw_content_t:

root $ semanage fcontext -a -t httpd_sys_rw_content_t

"/opt/perforce/swarm(/.*)?"
root $ restorecon -R /opt/perforce/swarm

Set the SELinux Boolean value to httpd_can_network_connect 1 toallow Swarmto
connect to p4d and other services:

root $ setsebool -P httpd_can_network_connect 1

Define the context of the /opt/perforce/swarm/p4-bin directory and the files in it to
httpd_sys_script_exec_t

root $ semanage fcontext -a -t httpd_sys_script_exec_t
' Jopt/perforce/swarm/p4-bin(/.*)?"
root $ restorecon -R -v /opt/perforce/swarm/p4-bin

Restart the system:
root $ systemctl restart httpd

Check that you can log in to Swarm.
Reboot the server.
Check that you can log in to Swarm.

SELinux is now configured for Swarm.

Note
If you can not log in to Swarm it is possible that SELinux is blocking Swarm because its configuration
is incorrect. You will need to troubleshoot the SELinux configuration to find any issues.

Install the setroubleshoot package, this contains sealert whichis used when
troubleshooting SELinux:

root $ yum install setroubleshoot

sealert helps youtointerpret the contents of the audi t. 10g. Run the following command:

root $ sealert -a /var/log/audit/audit.log

Error message: If you see an error message with a title similar to the message below, it may be
because you are running CentOS 7 on a Virtual Machine (VM).

root $ SELinux 1is preventing /usr/sbin/Tdconfig from write access on the

directory etc.
Install open-vm-t001s on the VM and reboot the VM.
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root $ yum install open-vm-tools

Configure SELinux on CentOS 7 to permissive or disabled mode
Run the following as root:

1. Check the current SELinux mode:

root $ getenforce

2. SELinux will report its mode as; enforcing, permissive, ordisabled.

a. If the mode is not set correctly edit the /etc/selinux/conf1g file with vi or a similar
editor.

root $ vi /etc/selinux/config

b. Edit the config file so that SELinux=is settopermissive ordisabled as
required.

c. Save the configfile.
d. Reboot the sever to complete the SELinux mode change.
3. Check that you can log in to Swarm.

4. SELinux is now configured for Swarm.

Updating

See "Update a Swarm package installation" on page 133 for details.
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Uninstall

1. Remove the Swarm triggers from your Helix Server.
2. Remove the Swarm trigger scripts from the server hosting your Helix Server.
Important

If you manually installed the trigger script, perhaps because the server hosting your Helix
Server cannot use packages (e.g. Windows), manually remove the script.

Run one of the following:

n For Ubuntu:

$ sudo apt-get remove helix-swarm helix-swarm-triggers helix-
swarm-optional
m For CentOS/RHEL (run this command as root):

# yum remove helix-swarm helix-swarm-triggers helix-swarm-
optional

Deploy and configure a Swarm VM from an OVA
Swarm is available as an OVA (Open Virtualization Appliance) that requires minimal configuration.
Use the Swarm OVA if you want to:

m Simplify the installation and configuration steps

m Experiment with Swarm without using additional hardware
m [nstall Swarm without having a Linux-based server available
Note
Helix Versioning Engine can refer to a Helix Server machine (p4d), proxy, broker, replica, edge

server, or commit server. For simplicity, the term Helix Serveris used to refer to any configuration of a
Helix Versioning Engine machine.

Before you begin

Important
Review the Helix Server requirements before you install Swarm, see "Helix Server requirements" on

page 56.

You will need the following information to deploy the Swarm Virtual Machine (VM) from the OVA:
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m The Helix Versioning Engine port (P4PORT).

Important
If your Helix Versioning Engine is deployed using the commit-edge architecture, ensure that

the Swarm port value points to the commit server.

For more information, see the Commit-edge chapter in the Helix Versioning Engine
Administrator Guide: Multi-Site Deployment.

m The Userid of a normal user in the Helix Server with admin privileges.
m The Ticket, or password of the admin-level Perforce user.

m The Mail relay host address.

Deploy the Swarm OVA
To deploy the Swarm OVA, follow the instructions on this page.

1. Download the Swarm OVA.
2. Import the OVA into your virtualization environment, see "VMWare OVA import" on page 83 or
"Oracle VirtualBox import" on page 83 for details.

3. Start the VM, diagnostic and boot information is displayed as the VM starts. The configuration
welcome screen is displayed when the boot is complete:

___1_|_| |_|_|_

ter a new pa ord for the 'root' EM account.

new LN TH

4. Follow the configuration script prompts to configure the Swarm VM passwords and hostname:

a. Set apassword for the root user.
b. Setapassword for the system swarm user.

c. Set ahostname for the Swarm VM.
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Deploy the Swarm OVA

5. The configuration script displays the following prompt:
Do you want to proceed with Swarm configuration (Y/n)?
You now have two choices:

m Proceed with VM configuration, see "Proceed with the Swarm VM configuration script"
below for details.

or

m Exit the Swarm VM configuration script to make changes from the VM operating system
and then return to the Swarm configuration script. For example, you may need to edit the
VM network configuration or install P4D on the same VM. See "Exit the Swarm
VM configuration script" below for details.

Proceed with the Swarm VM configuration script
a. To proceed with the Swarm VM configuration script, press the Enter key.
b. Press the Enter key again to restart the Swarm VM configuration script.

c. Finalize Swarm VM configuration, see "Finalize Swarm configuration” on the next page for
details.

Exit the Swarm VM configuration script
a. Toexit the Swarm VM configuration script, type n and press the Enter key

b. The Swarm configuration script exits and the welcome screen is displayed:
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Swarm wersion 2

our Ferforc

~eely avallahle from

Use Arrow Keys to navigate
et Timezone (Current:UTC) and <ENTER> to select your choice.

c. Select Login and press the Enter key. Login to the VM as the root user.
d. Make changes to the VM as required.

e. When you have finished making changes to the VM, rerun the configure-swarm. sh
script from the /opt/perforce/swarm/sb1in directory:

root@swarm:~# /opt/perforce/swarm/sbin/configure-swarm.sh

f.  Finalize Swarm VM configuration, see "Finalize Swarm configuration" below for details.

Finalize Swarm configuration

Follow the Swarm configuration script prompts to finalize Swarm VM configuration:

1. Enter the Helix Versioning Engine port (P4PORT) number.

Important
If your Helix Versioning Engine is deployed using the commit-edge architecture, ensure that

the Swarm port value points to the commit server.
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o > w0 D

For more information, see the Commit-edge chapter in the Helix Versioning Engine
Administrator Guide: Multi-Site Deployment.

Enter the Userid of a normal user with admin privileges in the Helix Server.

Enter the Ticket, or password, of the admin-level Perforce user.

Enter the Mail relay host address.

The Swarm configuration script completes the configuration and the welcome screen is displayed.

The welcome screen lists the links to access Swarm, its documentation, trigger configuration
information, the VM management console, Perforce support, and the PHP website:

_.1_|_| |_|_|_|

to your Perfaorc
1tml

Use Arrow Keys to navigate
et Timezone (Current:UTC) and <ENTER> to select your choice.

82


https://www.perforce.com/perforce/doc.current/manuals/p4dist/index.html#P4Dist/chapter.distributed.html
http://www.perforce.com/perforce/doc.current/manuals/p4dist/index.html
http://www.perforce.com/perforce/doc.current/manuals/p4dist/index.html

VMWare OVA import

6. Update the VM with security updates and bug fixes:
a. Use ssh tologinto the VM as the root user.

b. Enter the following commands to update the VM packages list and to apply any available
upgrades.

$ apt-get update

$ apt-get upgrade

See OVA Management for more details.
Note
Now that the Swarm VM is configured and running, you can edit the configuration by using
ssh to connect to the VM as the system swarm user and editing the "Swarm configuration”

on page 94 file /opt/perforce/swarm/data/config.php. The Swarm installation
folderis /opt/perforce/swarm/.

7. The basic Swarm configuration is now complete.

8. Configure the Swarm triggers on the Helix Server, see "Helix Server configuration for Swarm" on
page 97.

VMWare OVA import

The Swarm OVA works with several VMWare virtualization products, such as Player, Workstation, and
Fusion.

1. Inthe VMWare product, select File > Open.
2. Browse tothe swarm.ova file and click Open.

3. Type a name for the virtual machine, such as Swarm, and click Import.

Oracle VirtualBox import
The Swarm OVA works with Oracle VirtualBox, version 4.x+.

1. InVirtualBox, select File > Import Appliance.

2. Browse tothe swarm.ova file and click Open.

3. Click Next (this might be Continue for some versions of VirtualBox)
4

Click Import.
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Install and configure Swarm manually from a Tarball

Install and configure Swarm manually from a Tarball

Important
Review the runtime dependencies before you install Swarm, see "Runtime dependencies" on

page 53.

1. Download the Swarm tarball.
2. Expand the Swarm package (a compressed tarball).

From the command line, expand it via the tar command:

$ tar -zxf swarm.tgz

The contents of the Swarm package are expanded into a top-level folder named swarm-
version, where version corresponds to the version downloaded.

Tip
Many graphical file manager applications (Nautilus on Linux, Finder on Mac, etc.) can
automatically expand the tarball package by simply double-clicking it.

3. Move the contents of the Swarm package to the correct location.

Identify a location for the Swarm files; this should correspond to a location associated to the
virtual host configured under Apache (see "Apache configuration" on the next page).

$ mv /path/to/swarm-version /path/to/vhosts/swarm
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Apache configuration

4. Assign correct ownership and permission for the Swarm files.

The data top-level folder in the Swarm distribution needs to be writeable by the web server. To
achieve this effect, simply change ownership of the data folder to the web user:

$ sudo chown -R www /path/to/vhosts/swarm/data

The www user above is an example of what the web server user name might be. Depending on
your distribution, this could be _www, web, nobody or something else entirely.

If your web server is already running, you can discover the user with:

$ ps aux | grep -E 'apache|httpd'

root 3592 0.0 0.5 405240 20708 ? Ss  May03
4:32 /usr/sbin/apache2 -k start
www 20016 0.0 0.2 405264 9796 ? S 07:45

0:00 /usr/sbin/apache2 -k start
In this example, WWW is the user Apache is running as.

From a security perspective, we recommend that the minimum file permissions should be granted
to the user/group under which the web server runs against the Swarm distribution.

5. Configure Apache, see "Apache configuration" below.

Apache configuration

The configuration of the Apache HTTP Server (Apache) can vary between OS distributions; see the
documentation specific to your installation of Apache. For example, on Mac OS X, you may have to
enable Web Sharing within the Sharing control panel in System Preferences.

1. Locate your system's Apache configuration.
Common configuration directories include:
= /etc/httpd/conf/
= /etc/apache2/
= /Applications/XAMPP/etc/

Within the configuration path, the main Apache configuration file is usually named one of the
following:

= httpd.conf
= apache2.conf

Note
A longer discussion on the possible locations and names of Apache configuration files is

available here:
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I https://wiki.apache.org/httpd/DistrosDefaultLayout
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2. Set up an Apache virtual host (vhost) for your installation.

If your Apache configuration directory contains the directories Sites-available and
sites-enabled:

a. Copy the appropriate virtual host definition below into the file s1tes-
available/swarm.

b. Enable the Swarm virtual host definition.

$ sudo a2ensite swarm
Otherwise, copy the appropriate virtual host definition below into the bottom of the main Apache
configuration file, httpd.conf orapache2.conf.

m Virtual host definition example for Apache 2.2:

<virtualHost *:80>
ServerName myswarm.host
ServerAlias myswarm
ErrorLog "/path/to/apache/1ogs/myswarm.error_log"
CustomLog "/path/to/apache/1ogs/myswarm.access_log
common
DocumentRoot " /path/to/swarm/public"
<Directory "/path/to/swarm/public">
Allowoverride AT
order allow,deny
Allow from all
</Directory>
</VirtualHost>
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m Virtual host definition example for Apache 2.4:

<virtualHost *:80>
ServerName myswarm.host
ServerAlias myswarm
ErrorLog "/path/to/apache/logs/myswarm.error_log"
CustomLog "/path/to/apache/logs/myswarm.access_log" common
DocumentRoot "/path/to/swarm/public"
<Directory "/path/to/swarm/public">
AlTowoverride All
Require all granted
</Directory>
</VirtualHost>

Note
See Apache's virtual host documentation for details:

https://httpd.apache.org/docs/2.2/vhosts/
https://httpd.apache.org/docs/2.4/vhosts/

3. Customize the virtual host definition.

a. Replace myswarm. host with the hostname for Swarm on your network. This may require
adjusting the DNS configuration on your network.

b. Replace myswarm with the name of the subdomain hosting Swarm. Many administrators
choose swarm.

Note the string myswarm in the log file paths: this should match the subdomain name and
prefix for the log files, to help coordinate the active host with the log files for that host. Doing
this is particularly useful when your Apache server hosts multiple instances of Swarm.

c. Replace /path/to/apache/10gs with the path where your Apache stores its log files.
Apache's log files are typically named access_log and error_1log.

d. Replace /path/to/swarmwiththe path to the Swarm directory.
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4. Verify that the correct Apache modules are enabled.

To query whether the PHP and Rewrite modules are active, use the apachectl utility to list
all of the active modules (this may be named apache2ct1 on your system):

$ apachectl -t -D DUMP_MODULES

Simply look for php5_module and rewrite_module in the output. If you see them,
skip ahead to step 5.

If the Apache utility a2enmod is installed, use it to enable the PHP and Rewrite
modules:

$ sudo a2enmod php5 rewrite

Without the a2enmod utility, edit the Apache configuration file by hand. Locate your
Apache configuration file for modules and either uncomment or add the following lines:

LoadModuTle php5_module Tibexec/apache2/1ibphp5.so
LoadModule rewrite_module Tibexec/apache2/mod_rewrite.so

Note that your Apache installation may have different paths for the location of its modules
(the .sofiles).

5. Restart your web server.

To ensure that the Apache configuration changes you made become active, restart the web
server.

$ sudo apachectl restart
Query Apache's active virtual hosts and modules to confirm your changes are in effect:

$ apachectl -t -D DUMP_VHOSTS
$ apachectl -t -D DUMP_MODULES

Important
Apache must be configured to use the prefork MPM because P4PHP does not support

threaded operation.

The prefork MPM s the default for Linux and OSX Apache installations, so you may not have to
do anything.

For more information on Apache MPMs and configuration, see:

https://httpd.apache.org/docs/2.2/mpm.html

https://httpd.apache.org/docs/2.4/mpm.html

6. Configure PHP, see "PHP configuration" on the facing page.
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PHP configuration

PHP can vary between OS distributions; see the documentation specific to your installation of PHP.

1.

First determine which php.in1i fileis in use by the PHP Apache module. Note that it may not
necessarily be the same php.ini file thatis in use when calling PHP from the command line
(running php -=1 N1 from the command line reports this).

If you are having trouble determining which php.1ini the PHP Apache module is using, create
a PHP file that can be served through Apache with the following contents:
<?php phpinfo();?>

Point your browser to this file and look for this table row in the resulting table:

Loaded Configuration File

Ensure that date.timezone is set correctly for your system.

Some distributions do not make a default timezone available to PHP, so the best practice to set
the timezone for PHP explicitly. See the list of supported timezones.

Anexample date.timezone settinginphp.ini:
date.timezone = America/Vancouver

Verify that the iconv, json, and session extensions are present.

They are usually enabled by default, although you may have to install packages for them through
your OS distribution. Verify they are present by searching for their respective names in the
phpinfo output above.
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4. Enable P4PHP, the Perforce extension for PHP:

91

7.

For Swarm to communicate with Helix Server, it needs the P4PHP extension. Swarm comes with
a number of variants of the P4PHP binary, for Linux platforms (32- and 64-bit) and Mac OS X
(Darwin), and for PHP 5.3, 5.4, and 5.5.

Note
For Linux, the default variants are compiled with glibc 2.11. We have also included PHP 5.3

variants compiled with glibc 2.3.3 to support those customers on older distributions, such as
Red Hat Enterprise Linux 5.9.

To enable P4PHP, edit the web server's php.ini file and add the following line:

extension=/path/to/swarm/p4-bin/bin.<platform>/perforce-
<variant>.so
Example 1: for a 64-bit Linux system running PHP 5.4:

extension=/path/to/swarm/p4-bin/bin.1inux26x86_64/perforce-php54.so
Example 2: for a 32-bit Linux system running PHP 5.3 with glibc older than 2.11:

extension=/path/to/swarm/p4-bin/bin.1inux26x86/perforce-php53-
glibc2.3.3.s0

Alternatively, copy the extension file to the default location for PHP extensions, and then just add
this line instead:

extension=perforce-<variant>.so

Restart Apache for the changes to become active.

To verify that P4PHP is active, navigate to the phpinfo file you created above. You should
then see a perforce section (search for "Perforce Module"). It should report that the module is
enabled and display the version information.

Note
Be aware that any operating system upgrades on the machine hosting Swarm may involve

updates to PHP. If this occurs, the php.ini needs to be updated to point to the correct
variant of PAPHP to match the version of PHP that the upgraded operating system is

using.

In addition, Swarm greatly benefits from the following optional extensions, install one of the
following PHP cache modules:

m Optional: Alternative PHP Cache (APC) extension for PHP, see "Alternative PHP Cache
(APC) extension for PHP" on the facing page.

or
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m Optional: Zend OPCache extension for PHP, see "Zend OPCache extension for PHP"
below.

8. Optional: Install the ImageMagick extension for PHP to improve Swarm's ability to preview
graphic formats that web browsers typically cannot display, see "ImageMagick (imagick)
extension for PHP" on the next page.

9. Configure Swarm, see "Swarm configuration" on page 94.

Alternative PHP Cache (APC) extension for PHP

APC is afree, open, and robust framework for caching and optimizing PHP intermediate code. Enabling
APC improves Swarm performance by caching Swarm's compiled bytecode.

For more information, see:
https://secure.php.net/apc
https://pecl.php.net/package/APC

1. We recommend that you install APC from your OS distribution, viaapt-get, yum, etc. If your
distribution does not offer the APC package for PHP, do so via PECL (although you may have to
resolve system dependencies):

$ sudo pecl install apc

2. Verify that APC is enabled in your PHP Apache module's php . 1ni file (as determined in the
section for P4APHP). You may need to add the following line:

extension=apc.so

Restart Apache for the changes to become active.

4. Toverify that APC is active, navigate to the phpinfo file you created earlier. You should then see
an apc section (you may have to search for "APC Support"). It should report its version
information and a table for its directives.

We currently do not have any specific recommendations for which APC directives to set.
Warning

Once you have completed installing and enabling P4PHP and APC, we recommend that you
remove the phpinfo file you created to avoid disclosing information about your installation.

Zend OPCache extension for PHP

Zend OPCache, like APC, improves PHP performance by storing compiled PHP code into a cache,
removing the need for PHP to load and parse scripts on each request.

Zend OPCache is bundled with PHP 5.5.x, and is recommended for use instead of APC. For PHP
versions 5.3 and 5.4, Zend OPCache is not bundled, but is available via PECL.

For more information, see:
https://secure.php.net/opcache
https://pecl.php.net/package/ZendOpcache
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Install Zend OPCache

1. We recommend that you install Zend OPCache from your OS distribution, via apt-get, yum,
etc. If your distribution does not offer the Zend OPCache package for PHP, do so via PECL
(although you may have to resolve system dependencies):

$ sudo pecl install zendopcache

2. Verify that Zend OPCache is enabled in your PHP Apache module's php.ini file (as determined in
the section above for P4APHP). You may need to add the following line:

zend_extension=/path/to/opcache.so

Restart Apache for the changes to become active.

4. To verify that Zend OPCache is active, navigate to the phpinfo file you created earlier. You should
then see aZend OPcache section. It should report its version information and a table for its
directives.

We currently do not have any specific recommendations for which Zend OPCache directives to
set.

Warning
Once you have completed installing and enabling P4PHP and Zend OPCache, we recommend

that you remove the phpinfo file you created to avoid disclosing information about your
installation.

Enable Zend OPCache
For PHP 5.5+, while Zend OPCache is included, it may not be enabled. If you choose to use it, you may
need to add the following line to your PHP Apache module's php.ini file:

opcache.enable = 1
If you have edited php . 1n1i, ensure that you restart Apache for the changes to become active.

ImageMagick (imagick) extension for PHP

Imagick is a PHP extension that integrates the ImageMagick graphics library's API for the creation and
manipulation of images. Enabling Imagick improves Swarm's ability to preview graphics formats that
web browsers typically cannot display.

For more information, see:
https://secure.php.net/imagick
https://pecl.php.net/package/imagick

1. Werecommend that you install Imagick from your OS distribution, via apt-get, yum, etc. If
your distribution does not offer the imagick package for PHP, do so via PECL (although you may
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have to resolve system dependencies):

$ sudo pecl install imagick

2. Verify that imagick is enabled in your PHP Apache module's php.in1i file (as determined in the
section above for P4PHP). You may need to add the following line:

extension=imagick.so

Restart Apache for the changes to become active.

4. To verify that imagick is active, navigate to the phpinfo file you created earlier. You should
then see an imagick section. It should report its version information and a table for its directives,
supported image file formats, and more.

Warning
Once you have completed installing and enabling P4PHP and imagick, we recommend that

you remove the phpinfo file you created to avoid disclosing information about your
installation.

Swarm configuration

Now that Swarm is ready for use, you need to configure it to work in your environment.

Note
Helix Versioning Engine can refer to a Helix Server machine (p4d), proxy, broker, replica, edge
server, or commit server. For simplicity, the term Helix Serveris used to refer to any configuration of a

Helix Versioning Engine machine.

Swarm configuration file
Create a file named config.php underthe data directory with the following contents:

<?php
return array(

'pd' => array(
"port' => 'my-helix-versioning-engine:1666",
'user' => 'admin_userid',
'password' => 'admin user ticket or password',

),

'"Tog' => array(
'priority' => 3, // 7 for max, defaults to 3

),
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'mail' => array(
"transport' => array(
'host' => 'my.mx.host',
)
),
)5

m Forthe port value, replace my-helix-versioning-engine: 1666 with the P4PORT value used to
connect to your Helix Server.

Important
If your Helix Server is deployed using the commit-edge architecture, ensure that Swarm's port
value points to the commit server.

For more information, see Commit-edge in the Helix Versioning Engine Administrator
Guide: Multi-Site Deployment.

Warning

If the port points to a Helix Broker, ensure that the broker does not delegate commands to
different replicas, edge servers, or proxies. Such delegation can cause odd problems or
outright failures in Swarm.

Swarm needs to have a consistent, current view of the state of Helix Server, and works best
when it connects to a central/commit server.

= Forthe user value, replace admin_userid with a normal Helix Server userid that has
adm1i n-level access to Helix Server.
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m Forthe password value, while a plain-text password works, we recommend that you use a ticket
value instead. Obtain the ticket value for the admin_userid during login with this command:

$ p4 -p my-helix-versioning-engine:1666 -u admin_userid login -p

Note
For Helix Server with the security configurable set to level 3, or when authentication is

configured to use LDAP, ticket-based authentication is required.

Important
When using ticket-based authentication, ensure that the ticket has a very long expiration. We
recommend creating a group with an unlimited timeout, and adding admin_userid userto

this group.

An expired ticket causes many Swarm operations to fail.

You can determine when the admin userid's ticket will expire with:

$ p4 -p my-helix-versioning-engine:1666 -u admin_userid -P
ticket_value login -s

For more information about tickets, see the section Ticket-based authentication in the Helix
Versioning Engine Administrator Guide: Fundamentals.

m Forthe host value, replace my . mx . host with the hostname of the mail exchanger service that
Swarm should use to send its email notifications.

Note
Since this configuration file contains the credentials for a Helix Server admin-level user, we

recommend that this file's ownership and permissions be adjusted such that only the web
server user can read the file, and that no user can write the file.

= You can now configure some additional functionality for Swarm:
m Optional: JIRA integration, see "JIRA" on page 283.
m Optional: LibreOffice integration, see "LibreOffice" on page 286.
m Optional: Manually specify the Swarm hostname, see "Swarm hostname" on the next page.

m Establish a trigger token, see "Establish trigger token" on the next page.

Optional additional Swarm configuration

Swarm provides optional functionality that could be enabled at this time:

= JIRA integration
m LibreOffice
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Swarm hostname

Swarm normally auto-detects the hostname it operates under. In some system configuration, the auto-
detection logic might not choose the correct hostname, such as when there are multiple virtual hosts
configured for a single Swarm instance. When auto-detection chooses the wrong hostname, email
notifications, worker start up, and more could be affected.

If you need to specify the Swarm hostname, see "hostname" on page 312 for details.

Establish trigger token

Trigger tokens prevent unwanted events from influencing Swarm operations; trigger requests to Swarm
without a valid token are ignored.

1. Loginto Swarm as a super user.
Click your userid, found at the right of the main toolbar.
3. Select About Swarm.
The About Swarm dialog appears and Swarm generates an API token if it doesn't exist.

4. Make a note of the trigger token value displayed at the bottom of the dialog, you will need the
trigger token when you configure Helix Server for Swarm.

Tip
Click on the trigger token to select it and then copy it to your clipboard. You can paste it into the
swarm-trigger.conf file whenyou configure Helix Server for Swarm.

5. Configure the Swarm triggers, see "Helix Server configuration for Swarm" below.

Helix Server configuration for Swarm

Now that you have a configured instance of Swarm, the last piece is to configure your Helix Server to tell
Swarm about interesting events. This is accomplished through the use of triggers.

For more information about Helix Server triggers, see Using triggers to customize behavior in Helix
Versioning Engine Administrator Guide: Fundamentals.

Note

Helix Versioning Engine can refer to a Helix Server machine (p4d), proxy, broker, replica, edge
server, or commit server. For simplicity, the term Helix Serveris used to refer to any configuration of a
Helix Versioning Engine machine.
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Using triggers to push events to Swarm

Helix Server provides a facility called triggers to customize the operation of the server, or to invoke
additional processing for specific kinds of versioning operations. Swarm provides a trigger script written
in Perl that notifies Swarm about activity within the Helix Server.

See "Trigger options" on page 358 for more information on configuring the Perl trigger.

Set up Swarm triggers with a CentOS/RHEL 6 hosted Helix Server

The latest updates to the trigger script require dependencies which are not available on version 6 of the
CentOS/RHEL platform. If you are running the triggers on CentOS 6, then the triggers have a
dependency on curl which may not be installed by default on a minimal install of CentOS 6.

Set up Swarm triggers with a Windows or Linux-hosted Helix Server

Tip
Many of the steps in this procedure are common to both Windows and Linux-hosted Helix Servers.
When there is a difference between the Windows and Linux operating systems, this is indicated in the

procedure.

1. Ensure that the required "Trigger dependencies" on page 56 have been installed on the machine
hosting the Helix Server.

2. Copy the Swarm trigger to the Helix Server

m [f your Helix Server is version 2014.1 (or later), we recommend submitting the trigger script,
p4-bin/scripts/swarm-trigger.pl, toHelix Server and running it from the
depot. The recommended depot locationis //.swarm/triggers/swarm-
trigger.pl, especially if you have already setup "Comment attachments" on
page 294.

m |f your Helix Server is older than version 2014.1, or you prefer that the trigger file exist in the
filesystem, you must copy the p4-bin/scripts/swarm-trigger.pl scriptto
the server hosting Helix Server. If your Helix Server deployment uses the commit-edge
architecture, the script must also be copied to all edge servers, and it must exist in the
same path on all servers.

Note

If you are using the Swarm OVA, the full path to the trigger script within the OVA's filesystem
is: /opt/perforce/swarm/p4-bin/scripts/swarm-trigger.pl

3. Configure the trigger.

You need to use the AP token established in the "Establish trigger token" on the previous page.
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swarm-trigger.pl can be configured directly, but the preferred approach is to create a
configuration file called swarm-trigger. conf. Using the configuration file greatly simplifies
upgrades.

If you are using the Swarm triggers package described in "Install and configure Swarm from a
package" on page 62, the configuration file is available at /opt/perforce/etc/swarm-
trigger.conf, otherwise create swarm-trigger. conf in the same directory as
swarm-trigger.pl.

m |f you submitted the trigger script to the depot in the previous step, you should similarly
submit the configuration file to the depot. The recommended depot location is
//.swarm/triggers/swarm-trigger.conf

m |f you copied the trigger script to the commit server and all edge servers in the previous
step, also copy the configuration file to the commit server and all edge servers, making
sure that they exist in the same path on all servers.

The following is a sample of what your swarm-trigger . conf should contain:

# SWARM_HOST (required)

# Hostname of your Swarm instance, with leading "http://" or
"https://".

SWARM_HOST="http://my-swarm-host"

# SWARM_TOKEN (required)

# The token used when talking to Swarm to offer some security. To
obtain the

# value, log in to Swarm as a super user and select 'About Swarm' to
see the

# token value.

SWARM_TOKEN="MY-UUID-STYLE-TOKEN"

# ADMIN_USER (optional)

# For enforcing reviewed changes, optionally specify the normal
Perforce user

# with admin privileges (to read keys); if not set, will use whatever
Perforce

# user is set in environment.

ADMIN_USER=

# ADMIN_TICKET_FILE (optional)
# For enforcing reviewed changes, optionally specify the location of
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the

# p4tickets file if different from the default ($HOME/.p4tickets).

# Ensure this user is a member of a group with an 'unlimited' or very
Tong

# timeout; then, manually login as this user from the Perforce server
machine to

# set the ticket.

ADMIN_TICKET_FILE=

# VERIFY_SSL (optional)

# If HTTPS is being used on the Swarm web server, then this controls
whether

# the SSL certificate is validated or not. By default this is set to
1, which

# means any SSL certificates must be valid. If the web server is
using a self

# signed certificate, then this must be set to O.

VERIFY_SSL=1

Modify the swarm-trigger. conf configuration file to set the SWARM_HOST and the
SWARM_TOKEN variables appropriately.

Note
Windows only:

You may need to edit the trigger script to specify the full path to cur1 . exe if the
HTTP: : Tiny module is not installed.

Note
Linux only:

swarm-trigger.pl looks for configuration in the following files. Variables defined in the
later files will override the earlier defined variables of the same name:

» Variables set inside the swarm-trigger.p]l script itself
= /etc/perforce/swarm-trigger.conf
= /opt/perforce/etc/swarm-trigger.conf
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» The swarm-trigger. conf file stored in the same directory as swarm-
trigger.pl

= Any file passed to the swarm-trigger.p1 script using the -c command line
argument

Important
Windows and Linux:

If you specify ADMIN_USER, the ticket contained in
%USERPROFILE%/p4tickets.txt (Windows), $HOME/ . p4tickets (Linux), or
the optional ticket file specified with the ADMIN_TICKET_FILE must use the port that was
used to start Helix Server. For example, if p4d is started with:
C:\> p4d -p my-helix-versioning-engine:1666 ...
then the ticket for the admin user specified with ADMIN_USER should be established
with:
C:\> p4 -p my-helix-versioning-engine:1666 -u admin_userid
Togin
If the ticket was established using the wrong port, the error message you encounter includes
the port that the triggeris attempting to use:
"swarm.strict.l' validation failed: Invalid login credentials to
[port] within this trigger script; please contact your
administrator.

4. Linux only: Ensure that the script has execute permissions.
Important

Skip this step if you have committed the script to the Helix Server.

$ chmod +x /path/to/swarm-trigger.pl
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5. Verify that the trigger script executes correctly.

m For Windows:

Run:

C:\> perl "C:\path\to\swarm-trigger.pl" -t ping -v 0

Use the full path to per1 if it is not available in your command path.

You should expect to see no output. If the trigger is misconfigured, such as using an invalid
trigger token, you would see an error.

Warning
Only if using Curl:

Installation of the triggers may cause a security warning dialog to appear when
curl.exe executes:

I

run this software?

@ Mame:
Publisher:

Type:
From:

Open File - Security Warning

ChUsersibrunotDownloadsicurl. exe
Unknown Publisher

Application
ChUsers\brunohDownloadsicurl.exe

The publisher could not be verified. Are you sure you want to

Run ] [ Cancel

I

Always ask before opening this file

publisher. *ou should onby run software from publishers you trust.

|@ This file does not have a valid digital signature that verfies its
kL
How can | decide what software to un?

If this occurs, the triggers hang, creating zombie Perl processes. Due to the way
triggers are invoked by Helix Server, the dialog is normally not visible even though
Windows is waiting on interaction.

To resolve this:

a. Clearthe Always ask before opening this file check box and click Run.

b. Right-click curl .exe, select Properties, and click Unblock.
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m For Linux:

Important
Skip this step if you have committed the script to the Helix Server.

$ /path/to/swarm-trigger.pl -t ping -v 0

You should expect to see no output. If the trigger is misconfigured, such as using an invalid
trigger token, you would see an error.

Note
Run the trigger script without any arguments to see additional usage information.
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6. Update the Helix Server triggers table to run the trigger script.

Important

The swarm.shelvedel shelve-delete trigger line was added to Swarm in version 2018.1 and
later. Add the swarm.shelvedel shelve-delete trigger line to the Helix Server trigger table if it is
not already present.

Tip
The trigger script can provide the list of trigger lines that should work, with little to no
adjustment, by executing it with the —0 option:

Windows
C:\> perl "cC:\path\to\swarm-trigger.pl" -o
Linux

$ /path/to/swarm-trigger.pl -o

As a Helix Server user with super privileges, edit the Helix Server trigger table by running the p4
triggers command and add the following lines (including the initial tab character). Update the
perl .exe, trigger script, and configuration file paths in each line below to reflect the actual
paths on your Helix Server:

Note
The %c:\path\to\perl.exe% entry is only required for Windows-hosted systems.

a. If you have committed both the trigger script and the configuration file to the Helix Server:

swarm.job form-commit  job "%c:\path\to\perl.exe%
%//.swarm/triggers/swarm-trigger.pl% -c %//.swarm/triggers/swarm-
trigger.conf% -t job -v %formname%"

swarm.user form-commit  user "%c:\path\to\perl.exe%
%//.swarm/triggers/swarm-trigger.pl% -c %//.swarm/triggers/swarm-
trigger.conf% -t user -v %formname%"

swarm.userdel form-delete user "%c:\path\to\perl.exe%
%//.swarm/triggers/swarm-trigger.pl1% -c %//.swarm/triggers/swarm-
trigger.conf% -t userdel -v %formname%"

swarm.group form-commit group "%c:\path\to\perl.exe%

%//.swarm/triggers/swarm-trigger.pl% -c %//.swarm/triggers/swarm-
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trigger.conf% -t group -v %formname%"

swarm.groupdel form-delete group "%c:\path\to\perl.exe%
%//.swarm/triggers/swarm-trigger.pl% -c %//.swarm/triggers/swarm-
trigger.conf% -t groupdel -v %formname%"

swarm.changesave form-save change "%c:\path\to\perl.exe%
%//.swarm/triggers/swarm-trigger.pl% -c %//.swarm/triggers/swarm-
trigger.conf% -t changesave -v %formname%"

swarm.shelve shelve-commit //... "%c:\path\to\perl.exe%
%//.swarm/triggers/swarm-trigger.pl% -c %//.swarm/triggers/swarm-

trigger.conf% -t shelve -v %change%'"

swarm.commit change-commit //... "%c:\path\to\perl.exe%
%//.swarm/triggers/swarm-trigger.pl% -c %//.swarm/triggers/swarm-
trigger.conf% -t commit -v %change%"

swarm.shelvedel shelve-delete //... "%c:\path\to\perl.exe%

%//.swarm/triggers/swarm-trigger.pl% -c %//.swarm/triggers/swarm-
trigger.conf% -t shelvedel -v %change% -w %client% -u %user% -d
%quoteXsclientcwdX¥quoteXs -a %quoteXkargsQuoted¥lhquotek -s
%serverversion%"

# swarm.enforce.l change-submit //DEPOT_PATH1/...
"%c:\path\to\perl.exe% %//.swarm/triggers/swarm-trigger.pl% -c
%//.swarm/triggers/swarm-trigger.conf% -t enforce -v %change% -p
%serverport%"

# swarm.enforce.2 change-submit //DEPOT_PATH2/...
"%c:\path\to\perl.exe% %//.swarm/triggers/swarm-trigger.pl% -c
%//.swarm/triggers/swarm-trigger.conf% -t enforce -v %change% -p
%serverport%"

# swarm.strict.1 change-content //DEPOT_PATHL/...
"%c:\path\to\perl.exe% %//.swarm/triggers/swarm-trigger.pl% -c
%//.swarm/triggers/swarm-trigger.conf% -t strict -v %change% -p
%serverport%"

# swarm.strict.2 change-content //DEPOT_PATH2/...
"%c:\path\to\perl.exe% %//.swarm/triggers/swarm-trigger.pl% -c
%//.swarm/triggers/swarm-trigger.conf% -t strict -v %change% -p
%serverport%"
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. If you have copied the trigger script and configuration file to common paths on all servers:

swarm.job form-commit  job
"%quoteXC:\path\to\perl.exe¥%quote% %quote%/path/to/swarm-

trigger.pl%quote¥%s -c %quoteX/path/to/swarm-trigger.conf¥%quoteX
job -v %formname%"
swarm.user form-commit  user

"%quoteXC:\path\to\perl.exe¥%quote% %quote%/path/to/swarm-

trigger.pl%quote¥%s -c %quoteX/path/to/swarm-trigger.conf¥%quoteX
user -v %formname%'"
swarm.userdel form-delete user

"%quoteXC:\path\to\perl.exe¥%quote¥% %quote¥/path/to/swarm-

trigger.pl%quote¥%s -c %quoteX/path/to/swarm-trigger.conf¥%quoteX
userdel -v %formname%"
swarm.group form-commit  group

"%quoteXC:\path\to\perl.exe¥%quote% %quote¥/path/to/swarm-
trigger.pl%quote¥% -c %quoteX/path/to/swarm-trigger.conf¥%quoteX
group -v %formname%"

swarm.groupdel  form-delete group
"%quoteXC:\path\to\perl.exe¥%quote% %quote%/path/to/swarm-

trigger.pl%quote¥% -c %quoteX/path/to/swarm-trigger.conf¥%quoteX
groupdel -v %formname%"
swarm.changesave form-save change

"%quoteXC:\path\to\perl.exe¥%quote% %quote%/path/to/swarm-
trigger.pl%quote¥% -c %quoteX/path/to/swarm-trigger.conf¥%quoteX
changesave -v %formname%"

swarm.shelve shelve-commit //...
"%quoteXC:\path\to\perl.exe¥%quote% %quote%/path/to/swarm-

trigger.pl%quote¥% -c %quoteX/path/to/swarm-trigger.conf¥%quoteX
shelve -v %change%"
swarm.commit change-commit //...

"%quoteXC:\path\to\perl.exe¥%quote% %quote%/path/to/swarm-
trigger.pl%quote¥%s -c %quoteX/path/to/swarm-trigger.conf¥%quoteX
commit -v %change%"

swarm.shelvedel shelve-delete //...
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"%quoteXC:\path\to\perl.exe¥%quote¥% %quote¥%/path/to/swarm-
trigger.pl%quote¥% -c %quoteX/path/to/swarm-trigger.conf¥%quoteX
shelvedel -v %change% -w %client%-u %user% -d
%quoteXsclientcwdXibquoteXs -a %quoteXkargsQuoted¥isquote® -s
%serverversion%"

# swarm.enforce.l change-submit //DEPOT_PATH1/...
"%quoteXC:\path\to\perl.exe%quoteX% %quoteX/path/to/swarm-
trigger.pl%quote¥% -c %quoteX/path/to/swarm-trigger.conf¥%quoteX
enforce -v %change¥% -p %serverport%"

# swarm.enforce.2 change-submit //DEPOT_PATH2/...
"%quoteXC:\path\to\perl.exe%quoteX% %quoteX/path/to/swarm-
trigger.pl%quote¥% -c %quoteX/path/to/swarm-trigger.conf¥%quote’
enforce -v %change¥% -p %serverport%"

# swarm.strict.1l change-content //DEPOT_PATHL/...
"%quoteXC:\path\to\perl.exe%quoteX% %quoteX/path/to/swarm-
trigger.pl%quote¥% -c %quoteX/path/to/swarm-trigger.conf¥%quote’
strict -v %changeX% -p %serverportX%"

# swarm.strict.2 change-content //DEPOT_PATH2/...
"%quoteXC:\path\to\perl.exe%quoteX% %quoteX/path/to/swarm-
trigger.pl%quote¥% -c %quoteX/path/to/swarm-trigger.conf¥%quoteX
strict -v %changeX% -p %serverportX%"

Important
Windows and Linux:

If your Helix Server has SSL enabled and is older than the 2014.1 release, the
%serverport% trigger variable does not include the necessary transport indicator,
which can cause the enforce and strict triggers tofail.

To solve this problem, add ss 1 : immediately before %serverport% in the trigger
lines. For example:

# swarm.enforce.1l change-submit //DEPOT_PATH1/...
"%quote%C:\path\to\perl.exe%quote% %quoteXC:\path\to\swarm-
trigger.pl%quote¥% -c %quoteXC:\path\to\swarm-

trigger.conf%quote)% -t enforce -v %change% -p ssl:%serverport®%"

# swarm.enforce.2 change-submit //DEPOT_PATH2/...
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"%quoteXC:\path\to\perl.exe¥%quote¥% %quotekC:\path\to\swarm-
trigger.pl%quote¥% -c %quoteXC:\path\to\swarm-
trigger.conf%quoteX% -t enforce -v %change¥% -p ssl:%serverport%"
# swarm.strict.1l change-content //DEPOT_PATHL/...
"%quoteXC:\path\to\perl.exe¥%quote¥% %quotekC:\path\to\swarm-
trigger.pl%quote¥% -c %quoteXC:\path\to\swarm-
trigger.conf%quote)% -t strict -v %change¥% -p ssl:%serverport%"
# swarm.strict.2 change-content //DEPOT_PATH2/...
"%quoteXC:\path\to\perl.exe¥%quote¥% %quotekC:\path\to\swarm-
trigger.pl%quote¥% -c %quoteXC:\path\to\swarm-
trigger.conf%quote)% -t strict -v %change¥% -p ssl:%serverport%"

Warning
Windows and Linux:

The use of %quoted% is not supported on 2010.2 servers (it is harmless though); if you
are using this version, ensure that you do not have any spaces in the path to per1 . exe
or the script's path.

Note
Windows and Linux:

The last four trigger lines are commented out as they are optional, and require that the
DEPOT_PATH1 and DEPOT_PATH2 values are configured appropriately.

m The first two lines configure the enforce feature, which rejects any submitted
changes that are not tied to an approved review.

m The second two lines configure the strict feature, which rejects any submitted
changes when the contents of the changelist do not match the contents of its
associated approved review.

If you need to apply enforce or strict to more depot paths, copy the lines and tweak
their depot paths as necessary.
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7. Configure the Helix Server to promote all shelved changes.

When this configurable is set, Swarm has access to all shelved changelists, whichis a
requirement for pre-commit reviews. When it is not set, users connected to an edge server must
remember to use the —p option when shelving files to promote their shelves to the commit server
when initiating a pre-commit review.

Windows:

C:\> p4 configure set dm.shelve.promote=1

Linux:

$ p4 configure set dm.shelve.promote=1

8. Optionally forward logins to the commit server.

If you intend to use P4V and its Swarm integration, you should consider forwarding logins to the
commit server. See "P4V Authentication" on page 298 for details.

9. You can now configure additional functionality for Swarm:

m Optional: Hide Swarm storage from regular users, see "Hiding Swarm storage from regular
users" below.

m Optional: Handle exclusive locks, see "Handling Exclusive Locks" on the facing page.
10. Depending on your installation type, do one of the following:

= Swarm package installation: Review the post-install configuration options to customize
your Swarm installation, see "Post-install configuration options" on page 115.

= Swarm OVA installation: Review the post-install configuration options to customize your
Swarm installation, see "Post-install configuration options" on page 115.

= Swarm tarball installation: Set up a recurring task to spawn workers, see "Set up a
recurring task to spawn workers" on the facing page.

Hiding Swarm storage from regular users

Swarm information storage uses Helix Server's keys facility. By default, users with list-level access
can search keys and potentially obtain information they would not otherwise have access to, and users
with review-level access can write or modify keys potentially corrupting or destroying data.

We recommend that you set the dm. keys . hide configurable to 2 to require admin-level access for
searching and modifying keys. Note that dm . keys . hide is available in Helix Server versions 2013.1
and newer.

When dm.keys.hide s setto 2, boththe p4 keys and p4 key commands require admin-level
access in the Helix Server. When dm. keys .hideis setto 1, only the p4 keys command requires
admin-level access in the Helix Server. When dm. keys . hide is set to 1, oris not set, users who
know (or can deduce) key names can read values (if they have list-level access) or write values (if they
have review-level access) with the p4 key command.

Tosetdm.keys.hide:
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$ p4 configure set dm.keys.hide=2
To confirm the current value of dm. keys . hide:

$ p4 configure show dm.keys.hide
Tounset dm.keys.hide:

$ p4 configure unset dm.keys.hide

Handling Exclusive Locks

Swarm takes copies of files when it is creating reviews. Some of the files managed by Helix Server may
be limited to 'exclusive open' by having the filetype modifier '+I' set. This file-level setting ensures only
one user at a time can open the file for editing.

To allow Swarm to work with these 'exclusive open' files, you must enable filetype.bypasslock
in the Helix Server configuration.

Toset filetype.bypasslock:

$ p4 configure set filetype.bypasslock=1
To confirm the current value of filetype.bypasslock:

$ p4 configure show filetype.bypasslock
Tounset filetype.bypasslock:

$ p4 configure unset filetype.bypasslock

If this setting is not enabled in Helix Server, Swarm will report exceptions when working with exclusively
opened files similar to "Cannot unshelve review (x). One or more files are exclusively open", and noting
that you must have the ¥iletype.bypass1ock configurable enabled.

Set up a recurring task to spawn workers

To ensure that incoming Helix Server events are automatically processed by Swarm, it is important to set
up a cron job to do this. The cron job can be installed on any host, although you may want to place this on
the Swarm host.

Install curl or wget

You must install either curl or wget to run the recurring task that spawns the Swarm workers:

m Toinstall curl, see "Install curl" below.

= Toinstall wget, see "Install wget" on page 112.

Install curl

https://curl.haxx.se/download.htmi
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Note
For Windows, curl . exe depends on MSVCR100.d11. You can get a copy by installing the
Microsoft Visual C++ Redistributable Package, available for:

m 32-bit systems: https://www.microsoft.com/download/en/details.aspx?id=5555

m 64-bit systems: https://www.microsoft.com/download/en/details.aspx?id=14632

If you install Swarm with HTTPS, cur1 . exe requires recent CA certificates (or HTTPS
connections silently fail). You can get a copy of the cacert. pem from:

https://curl.haxx.se/docs/caextract.html

Once downloaded, copy cacert.pem to the same folder where you installed cur1 . exe, and
renameitto curl-ca-bundle.crt.

Warning

Ifcurl (orcurl.exe onWindows)cannot execute as expected, trigger execution may block or
fail. For example, if MSVCR100.d11 is missing from a Windows system, invoking cur1.exe
causes a dialog to appear.

Prior to configuring the triggers, verify that cur1 executes. On Linux systems, run:

$ curl -h
On Windows systems, run:
C:\> curl.exe -h
The start of the output should be similar to:
Usage: curl [options...] <url>
Options: (H) means HTTP/HTTPS only, (F) means FTP only
--anyauth Pick "any" authentication method (H)
-a, --append Append to target file when uploading (F/SFTP)
--cacert FILE CA certificate to verify peer against (SSL)

--capath DIR CA directory to verify peer against (SSL)
...Ltruncated for brevity]...

For a more thorough test that actually fetches content over a network, try the following test:

m For Linux systems, run:

$ curl https://www.perforce.com/

m For Windows systems, run:

C:\> curl.exe https://www.perforce.com/
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I The output should look like HTML.

Install wget
https://ftp.gnu.org/gnu/wget/

http://gnuwin32.sourceforge.net/packages/wget.htm (for Windows)

Note

If you are using Powershell on Windows systems, be aware that Powershell includes aliases for
curl andwget that call the Powershell command Invoke-WebRequest instead of
curl.exeorwget.exe. Invoke-WebRequest has different command-line options than
eithercurl orwget, which can be confusing.

If you want to remove the built-in aliases for cur1 andwget from Powershell, follow these steps:
1. Create a Powershell profile (only if you have not already done so):
PS C:\> New-Item $profile -force -itemtype file
2. Edit your profile:
PS C:\> notepad $profile
3. Add the following line to your profile:

remove-item alias:curl
remove-item alias:wget

4. Save the profile and close notepad.

Reload your profile:

PS C:\> . $profile

Verify that curl or wget is installed

Warning
curl orwget must be installed or workers do not spawn and Swarm cannot process any events.

Verify that curl or wget is installed:

1. Usethewhich command.

For example to verify that curl is installed:
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$ which curl

2. If you see any output, the referenced command is installed.

Create a recurring task to spawn workers
1. Create afilenamed helix-swarmin /etc/cron.d.

Note

= Swarm package installation: Steps 1 and 2 are not required. The he11ix-swarmfile
is created automatically with the correct content for cur1 orwget based on the

package you installed. Go to step 3 to replace myswarm.url with the actual URL you
have configured for Swarm.

= Swarm OVA installation: The he11iXx-swarmfile is automatically created with the

correct content including the correct URL for Swarm, the following steps are not
required.

2. Edit /etc/cron.d/hel1ix-swarm to contain one of the following blocks; select a block
depending on whether your system has cur1 orwget installed.

= Ifyouhave curl installed:

# This ensures that a worker 1is fired up every minute
* % % % % nobody curl -so /dev/null -m5
https://myswarm.url/queue/worker

= [f you have wget installed:

# This ensures that a worker 1is fired up every minute
& * nobody wget -q -0 /dev/null -T5
https://myswarm.url/queue/worker
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3. Replace myswarm. ur ] above with the actual URL you have configured for Swarm (which may
include a sub-folder or a custom port).

If the cron job is running on the Swarm host, and you have specified the correct hostname item
in the Environment configuration, this can be set to localhost.

In the example configuration lines above, where you see =m5 or =T5, the 5 is the number of
seconds that the cron task will wait for a response from the Swarm host. WWhen the cron task is
installed on the Swarm host, such as in the Swarm OVA, that value could be reduced to 1 second

(e.g. -mlor-T1).

Note
If you configure Swarm to use HTTPS, and you install a self-signed certificate, the cron jobs

need to be adjusted to avoid certificate validity test which could cause silent failures to
process events.

» Ifyouhave curl installed:

# This ensures that a worker is fired up every minute
* % % % % pnobody curl -so /dev/null --insecure -m5
https://myswarm.url/queue/worker
= If you have wget installed:
# This ensures that a worker is fired up every minute
* nobody wget -q -0 /dev/null --no-check-
certificate -T5 https://myswarm.url/queue/worker

4. Save the edited file.

Tip
To check or modify Swarm worker configuration, see "Workers" on page 367.

Note
If the recurring task is disabled, or stops functioning for any reason, logged-in users see the

following error message when Swarm detects that no workers are running:

Hmm_.. no queue workers? Ask your administrator to check the worker setup.

5. Review the post-install configuration options to customize your Swarm installation, see "Post-
install configuration options" on the next page.
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Post-install configuration options

There are a few options for customizing your Swarm installation's operation. This section covers the
options that are officially supported:

m "HTTPS" on the facing page
m "Run Swarm in a sub-folder of an existing web site" on page 122

m "Run Swarm's virtual host on a custom port" on page 124
If you do not need to customize your Swarm installation, you are all set to start using Swarm, enjoy!

Tip
To get started with Swarm, see the "Quickstart" on page 22 chapter.

Back up your Swarm virtual host first

Before undertaking any of the following customization options, ensure that you have backed up your
Swarm virtual host configuration. Choose the most appropriate option:

= If your Apache configuration directory contains the directories sites-available and
sites-enabled:

$ cd /path/to/apache/configuration/..
$ cp -a sites-available sites-available.bak

Important
If the s1tes-enab1ed directory contains files, and not just symbolic links, you need to
backup this folder as well:

$ cd /path/to/apache/configuration/..
$ cp -a sites-enabled sites-enabled.bak

m For CentOS/RHEL systems, if you used the "Install and configure Swarm from a package" on
page 62 to install Swarm:

$ cd /path/to/apache/configuration/..
$ cp -a conf.d conf.d.bak

m Otherwise, back up your Apache configuration.

115



HTTPS

HTTPS

Important
Back up your Swarm virtual host configuration before customizing your Swarm installation, see "Back

up your Swarm virtual host first" on the previous page.

This section describes how to make your Swarm installation more secure by using HTTPS.

Before you begin the following procedure, locate your system's Apache configuration. Common
configuration directories include:

= /etc/httpd/conf/
= /etc/apache2/
= /Applications/XAMPP/etc/

Within the Apache configuration path, the main Apache configuration file is usually named one of the
following:

= httpd.conf
= apache2.conf

A longer discussion on the possible locations and names of Apache configuration files is available here:
https://wiki.apache.org/httpd/DistrosDefaultLayout

1. Enable SSL in Apache.
If the Apache utility a2enmod is installed:

$ sudo a2enmod ssl1

Without the a2enmod utility, edit the Apache configuration file by hand. Locate your Apache
configuration file for modules and either uncomment or add the following lines:

LoadModule ssl_module Tibexec/apache2/mod_ssT.so
2. Create adirectory to store certificates.

$ sudo mkdir -p /etc/apache2/ss]
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Create a certificate/key pair.

$ cd /etc/apache2/ss]1

$ sudo openss1 req -x509 -nodes -days 365 -newkey rsa:2048 -
keyout apache.key -out apache.crt

This command generates a private key and a certificate. To form the certificate, openss|1
prompts you for several details:

Generating a 2048 bit RSA private key

You are about to be asked to enter information that will be
incorporated

into your certificate request.

what you are about to enter is what is called a Distinguished Name or
a DN.

There are quite a few fields but you can Teave some blank

For some fields there will be a default value,

If you enter '.', the field will be Teft blank.

Country Name (2 letter code) [AU]:CA

State or Province Name (full name) [Some-State]:British Columbia
Locality Name (eg, city) []:Victoria

organization Name (eg, company) [Internet widgits Pty Ltd]:Perforce
Software

organizational Unit Name (eg, section) []:Swarm development team
Common Name (e.g. server FQDN or YOUR name) []:myswarm.host

Email Address []:admin@myswarm.host

The output above includes some example details. You should replace anything in italics with your
own details. Since the certificate request details that can help users determine whether your
certificate is valid, enter legitimate information whenever possible.

Important
The Common Name field must match the hostname for your Swarm installation exactly.
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4. Secure the certificate directory.

$ sudo chmod 600 /etc/apache2/ssl
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5. Edit the virtual host configuration.

Note
The virtual host configuration should be in the file you backed up initially.

m For Apache 2.2, edit the virtual host configuration to match:

<virtualHost *:80>
ServerName myswarm.host
ServerAlias myswarm
ErrorLog "/path/to/apache/1ogs/myswarm.error_log"
CustomLog "/path/to/apache/l1ogs/myswarm.access_log" common
DocumentRoot "/path/to/swarm/public"
<Directory "/path/to/swarm/public">
Allowoverride ATT
Require all granted
</Directory>

Redirect permanent / https://myswarm.host
</VirtualHost>

<virtualHost *:443>
SSLEngine on
SSLCertificateFile /etc/apache2/ssl/apache.crt
SSLCertificateKkeyFile /etc/apache2/ss1/apache.key

ServerName myswarm.host
ServerAlias myswarm
ErrorLog "/path/to/apache/1ogs/myswarm.error_log"
CustomLog "/path/to/apache/1ogs/myswarm.access_log" common
DocumentRoot " /path/to/swarm/public"
<Directory "/path/to/swarm/public">

Allowoverride AT

order allow,deny

Allow from all
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</Directory>
</VirtualHost>

m For Apache 2.4, edit the virtual host configuration to match:

<virtualHost *:80>
ServerName myswarm
ServerAlias myswarm.host
ErrorLog "/path/to/apache/1ogs/myswarm.error_log"

CustomLog "/path/to/apache/1ogs/myswarm.access_log"

DocumentRoot "/path/to/swarm/public"
<Directory "/path/to/swarm/public">
Allowoverride ATl
Require all granted
</Directory>
</VirtualHost>

<virtualHost *:443>
SSLEngine on
SSLCertificateFile /etc/apache2/ssl/apache.crt
SSLCertificateKkeyFile /etc/apache2/ss1/apache.key

ServerName myswarm.host
ServerAlias myswarm
ErrorLog "/path/to/apache/1ogs/myswarm.error_log"

CustomLog "/path/to/apache/1ogs/myswarm.access_1log

DocumentRoot " /path/to/swarm/public"
<Directory "/path/to/swarm/public">
Allowoverride AT
Require all granted
</Directory>
</VirtualHost>
See Apache's virtual host documentation for details:

https://httpd.apache.org/docs/2.2/vhosts/
https://httpd.apache.org/docs/2.4/vhosts/

common

' common
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6. Customize the virtual host definition.
a. Replace myswarm. host with the hostname for Swarm on your network.

b. Replace myswarmwith the name of the subdomain hosting Swarm. Many administrators
choose swarm.

Note the string myswarm in the log file paths: this should match the subdomain name and
prefix for the log files, to help coordinate the active host with the log files for that host. Doing
this is particularly useful when your Apache server hosts multiple instances of Swarm.

c. Replace /path/to/apache/10gs with the path where your Apache store its log files.
Apache's log files are typically named access_log and error_1log.

d. Replace /path/to/swarmwith the path to the Swarm directory.

7. Restart your web server.
$ sudo apachectl restart
8. Adjust your firewall configuration to allow connections to the standard SSL port for web servers.
m For CentOS/RHEL 6.6+:
$ sudo Tokkit -p 443:tcp
m For CentOS/RHEL 7+:
$sudo firewall-cmd --zone=public --add-port=443/tcp --

permanent
$sudo systemct]l reload firewalld

m For other distributions, consult with your network administrator or operating system
documentation to determine how to adjust your firewall configuration.

9. Testyour HTTPS URL from a web browser.

Important
If the myswarm. host value in the virtual host configuration and the certificate do not match,

the P4V integration with Swarm fails with the message SSL handshake failed.

Also, when a reverse DNS lookup is performed, myswarm. host should be the answer
when querying for the Swarm server's IP address.

10. You are now all set to start using Swarm, enjoy!

Tip
To get started with Swarm, see the "Quickstart" on page 22 chapter.

121



Run Swarm in a sub-folder of an existing web site

Run Swarm in a sub-folder of an existing web site

Important
Back up your Swarm virtual host configuration before customizing your Swarm installation, see "Back

up your Swarm virtual host first" on page 115.

If you cannot run Swarm in its own virtual host, which might be necessary when you do not control the
hostname to be used with Swarm, installing Swarm in a sub-folder of an existing virtual host configuration
can be a good solution.

Installing Swarm in a sub-folder requires modification of the previous installation steps covered in this
chapter:

m The "Apache configuration" on page 85 is entirely different; instead of establishing a new virtual
host, you need to modify an existing virtual host configuration. Often, this would be Apache's
default site.

m Swarm's configuration file requires an extra item.
The following sections cover the specifics of sub-folder installation.
See "base_url" on page 313 for more details.

Important
If you used the Swarm OVA or "Install and configure Swarm from a package" on page 62 to install

Swarm, you can adjust Swarm's configuration using the package configuration script
/opt/perforce/swarm/sbin/configure-swarm.sh.

configure-swarm. sh does not read any existing Swarm configuration; you must provide all of
the configuration details each time you execute configure-swarm. sh:

$ sudo /opt/perforce/swarm/sbin/configure-swarm.sh -n -p myp4host:1666
-u swarm -w password -e mx.example.com -H myhost -B /swarm

In the example above, the =B option is used to specify the name of the sub-folder.

If you use configure-swarm. sh to adjust the Swarm configuration, you only need to follow the
"Apache configuration" below steps described below; all of the changes listed in the "Swarm
configuration" on page 124 section below have been completed by configure-swarm. sh.

Apache configuration

1. Ensure that the SWARM_ROOT is not within the document root of the intended virtual host.

This step ensures that Swarm's source code and configuration is impossible to browse,
preventing access to important details such as stored credentials, and active sessions and
workspaces.
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2. Adjust the virtual host configuration that you are already using.

Note
Depending on the method used to install Swarm, the filename for virtual host configuration you
need to edit is:

» For Swarm OVA or Swarm package installations, edit perforce-swarm-
site.conf

m For manual installations following Swarm's recommended "Apache configuration" on
page 85 edit swarm.

» Forother installations, you may have to edit httpd . conf or nearby files.

m For Apache 2.2, add the following lines to the virtual host definition:

Alias /swarm SWARM_ROOT/public

<Directory "SWARM_ROOT/public'>
Allowoverride ATT
order allow,deny
Allow from All

</Directory>

m For Apache 2.4, add the following lines to the virtual host definition:

Alias /swarm SWARM_ROOT/public
<Directory "SWARM_ROOT/public'>
Allowoverride ATT
Require all granted
</Directory>
The A11as line configures Apache to respond to requests to https://myhost/swarmwith

content from Swarm's pub11 ¢ folder. You can change the /swarm portion of the Alias line to
anything you want.

The <Di rectory> block grants access to everything within Swarm's pub11 ¢ folder. Replace
SWARM_ROOT with the actual path to Swarm.

3. Restart your web server.

$ sudo apachectl restart
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Swarm configuration

To successfully operate within a sub-folder, the "'swarm_root" on
page 355/data/config.php file needs to be adjusted to contain the following lines (as a peer of
the p4 item):

'environment' => array(
'base_url' => '/swarm'

),

Ensure that /swarm matches the first item in the A1 as line in the virtual host configuration.

See "Environment" on page 311 for more details.

Cron configuration

Swarm's recurring task configuration must be updated to reflect the sub-folder that you have configured in
Apache's and Swarm's configurations.

1. Edit /etc/cron.d/helix-swarm.
2. Replace:

https://myswarm.url/queue/worker
with:

https://myswarm.url/swarm/queue/worker

Where myswarm. ur1 is the hostname of your Swarm installation, and Swarmis the sub-folder
you wish to use.

3. Save the edited file.
New workers should be started at the start of the next minute.
4. You are now all set to start using Swarm, enjoy!

Tip
To get started with Swarm, see the "Quickstart" on page 22 chapter.

Run Swarm's virtual host on a custom port

Important
Back up your Swarm virtual host configuration before customizing your Swarm installation, see "Back
up your Swarm virtual host first" on page 115.

If you cannot run Swarm on port 80 (or port 443 for HTTPS), perhaps because you do not have root
access, it is possible to run Swarm on a custom port.
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Installing Swarm to use a custom port requires modification of the previous installation steps covered in
this chapter: The Apache configuration is slightly different, requiring modification of Swarm's virtual host
definition.

The following section covers the specifics of the custom port configuration.

Note

In addition to the following instructions, you may also need to apply the external_urT item
described in the "Environment" on page 311 section if your Swarm is behind a proxy, or you have
multiple Swarm instances connected to Helix Server.

Important

If you used the Swarm OVA or "Install and configure Swarm from a package" on page 62 to install
Swarm, you can adjust Swarm's configuration using the package configuration script
/opt/perforce/swarm/sbin/configure-swarm.sh.

configure-swarm. sh does not read any existing Swarm configuration; you must provide all of
the configuration details each time you execute configure-swarm. sh:

$ sudo /opt/perforce/swarm/sbin/configure-swarm.sh -n -p
myp4host:1666 -u swarm -w password -e mx.example.com -H myhost
-P 8080

In the example above, the —P option is used to specify the custom port that Swarm should use.

If you use configure-swarm. sh to adjust Swarm's configuration, follow the additional steps
that it describes. Once those steps are complete, do not perform any of the steps described below.

Apache configuration

1. Edit the virtual host configuration.

Note
Depending on the method used to install Swarm, the filename for virtual host configuration you

need to edit is:

» For Swarm OVA or Swarm package installations, edit perforce-swarm-
site.conf.

m For manual installations following Swarm's recommended Apache configuration, edit
swarm.

» For other installations, you may have to edit httpd.conf ornearby files.
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a. Add the following line outside of the <V rtualHost> block:

Listen 8080

b. Editthe <VirtualHost *:80> linetoread:

<VirtualHost *:8080>

For both lines, replace 8080 with the custom port you wish to use.

Important
If you choose a port that is already in use, Apache refuses to start.

2. Restart your web server.

$ sudo apachectl restart

3. Adjust your firewall configuration to allow connections to the custom port.
m For CentOS/RHEL 6.6+:

$ sudo lokkit -p 8080:tcp
Replace 8080 with the custom port you wish to use.

m For CentOS/RHEL 7+:

$ sudo firewall-cmd --zone=public --add-port=8080/tcp --
permanent
$ sudo systemctl reload firewalld

Replace 8080 with the custom port you wish to use.

m Forother distributions, consult with your network administrator or operating system
documentation to determine how to just your firewall configuration.

Cron configuration

Swarm's recurring task configuration must be updated to reflect the custom port that you have configured
in Apache's configuration.

1. Edit /etc/cron.d/helix-swarm.

2. Replace:
https://myswarm.url/queue/worker
with:

https://myswarm.url:8080/queue/worker

Where myswarm. ur1 is the hostname of your Swarm installation, and 8080 is the custom port
you wish to use.
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3. Save the edited file.
New workers should be started at the start of the next minute.
4. You are now all set to start using Swarm, enjoy!

Tip
To get started with Swarm, see the "Quickstart" on page 22 chapter.

Upgrading Swarm

The section covers upgrading Swarm to a newer release.

Tip
If you are not already running Swarm, none of these instructions apply to you. Instead, see the Swarm
installation instructions.

Swarm upgrade process:

m |f youinstalled Swarm via a source distribution archive (tar file), see "Upgrade a Swarm tarball
installation" below for details.

m |f youinstalled Swarm via a package, see "Update a Swarm package installation" on page 133 for
details.

m |f youinstalled Swarm via an OVA (Swarm 2014.2 or later), see "Update a Swarm package
installation" on page 133 for details.

m [f youinstalled Swarm via an OVA (Swarm 2014.1 or earlier), see "Upgrade a Swarm OVA
installation from Swarm 2014.1 or earlier" on page 134 for details

Upgrade a Swarm tarball installation

Note
Not recommended: The tarball instructions in this section can be applied to an OVA.

The recommended upgrade process for a Swarm OVA installation is:

m [f youinstalled Swarm via an OVA (Swarm 2014.2 or later), see "Update a Swarm package
installation" on page 133 for details.

m [f youinstalled Swarm via an OVA (Swarm 2014.1 or earlier), see "Upgrade a Swarm OVA
installation from Swarm 2014.1 or earlier" on page 134 for details

The following process attempts to minimize downtime, but a short period of downtime for Swarm users is
unavoidable. There should be no downtime for your Helix Server. After a successful upgrade, all Swarm
users are logged out.
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If you are using Swarm in a production environment, we encourage you to test this upgrade process in a
non-production environment first.

Warning

m P4PHP should be upgraded to the version included in the new Swarm release. If you have
already configured PHP to use the Swarm-provided P4PHP (as recommended), this happens
automatically. If you have manually installed P4PHP in some other fashion, upgrade PAPHP
before you perform any of the upgrade steps below. See "PHP configuration” on page 90 for
details.

= Swarm runtime dependencies change between releases, you must check that your system
satisfies the Swarm runtime dependencies before starting the upgrade, see "Runtime
dependencies" on page 53.

m Review the Helix Server requirements before you upgrade Swarm, see "Helix Server
requirements" on page 56.

The steps in this section describe how to upgrade Swarm using the provided archive file. SWARM_ROOT
refers to the current Swarm installation.

For OVA installations, SWARM_ROOT is /opt/perforce/swarm.

Download the new TAR file from https://www.perforce.com/downloads/helix-swarm.

Expand the new swarm. tgz:

$ tar -zxf swarm.tgz

The contents of swarm. tgz are expanded into a top-level folder named swarm-version,
where verson corresponds to the version downloaded. This directory is identified as SWARM_
NEW below.

Move SWARM_NEW to be a peer of SWARM_ROOT:

$ mv SWARM_NEW SWARM_ROOT/../
. Copy the SWARM_R00T/data/config.php file from SWARM_ROOT to SWARM_NEW:

$ cp -p SWARM_ROOT/data/config.php SWARM_NEW/data/

. Create the queue token directory:

$ mkdir SWARM_NEW/data/queue

. Copy the existing trigger token(s):

$ sudo cp -pR SWARM_ROOT/data/queue/tokens SWARM_
NEw/data/queue/
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7. Assign correct ownership to the new Swarm's data directory:

$ sudo chown -R www-data SWARM_NEW/data

Note
The www-data user above is an example of what the web server user name might be, and

can vary based on distribution or customization. For example, the user is typically apache for
Red Hat/Fedora/CentOS, www-data for Debian/Ubuntu, wwwrun for SuUSE, _www for Mac

OSX.

8. Copy the new Swarm trigger script to your Helix Versioning Engine machine. The trigger script is
SWARM_NEW/p4-bin/scripts/swarm-trigger.pl, and requires installation of Perl
5.08+ (use the latest available) on the Helix Server machine. If Swarm is using SSL, then the

triggers also require the I0: : Socket : : SSL Perl module.

Warning
Do not overwrite any existing trigger script at this time. Give the script a new name, for

example: swarm-trigger-new.p]l
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9. Configure the Swarm trigger script by creating, in the same directory on the Helix Server machine,
swarm-trigger.conf. It should contain:
# SWARM_HOST (required)
# Hostname of your Swarm instance, with leading "http://" or
"https://".
SWARM_HOST="http://my-swarm-host"

# SWARM_TOKEN (required)

# The token used when talking to Swarm to offer some security. To
obtain the

# value, log in to Swarm as a super user and select 'About Swarm' to
see the

# token value.

SWARM_TOKEN="MY-UUID-STYLE-TOKEN"

# ADMIN_USER (optional)

# For enforcing reviewed changes, optionally specify the normal
Perforce user

# with admin privileges (to read keys); if not set, will use whatever
Perforce

# user is set in environment.

ADMIN_USER=

# ADMIN_TICKET_FILE (optional)

# For enforcing reviewed changes, optionally specify the location of
the

# p4tickets file if different from the default ($HOME/.p4tickets).

# Ensure this user is a member of a group with an 'unlimited' or very
Tong

# timeout; then, manually login as this user from the Perforce server
machine to

# set the ticket.

ADMIN_TICKET_FILE=
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# VERIFY_SSL (optional)

# If HTTPS is being used on the Sswarm web server, then this controls
whether

# the SSL certificate is validated or not. By default this is set to
1, which

# means any SSL certificates must be valid. If the web server is
using a self

# signed certificate, then this must be set to O.

# set the ticket.

VERIFY_SSL=1

Fill in the required SWARM_HOST and SWARM_TOKEN variables with the configuration from
any previous Swarm trigger script, typically swarm-trigger.pl.

Note
Swarm 2015.4 and earlier: Swarm trigger script files were available as shell scripts in these

earlier Swarm versions, typically swarm-trigger.sh.

When upgrading to Swarm 2016.1 and later the Helix Server machine must be configured to
use Perl trigger scripts because the shell trigger scripts are no longer supported and have been
removed.

Note
If you already have a swarm-trigger . conf file, no additional configuration is required.

10. ForLinux systems, ensure that the script is executable:

11.
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$ sudo chmod +x swarm-trigger-new.pl
Rename the new trigger script:

$ mv swarm-trigger-new.pl swarm-trigger.pl
On Windows:

C:\> ren swarm-trigger-new.pl swarm-trigger.pl
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12. Update the triggers in your Helix Server.

Important
The swarm.shelvedel shelve-delete trigger line was added to Swarm in version 2018.1 and

later. Add the swarm.shelvedel shelve-delete trigger line to the Helix Server trigger table if it is
not already present, see "Helix Server configuration for Swarm" on page 97.

a. Runthe Swarm trigger script to capture (using Ctrl+C on Windows and Linux, Command+C
on Mac OSX) the trigger lines that should be included in the Perforce trigger table:

$ ./swarm-trigger.pl -o
On Windows:
C:\> path/to/perl swarm-trigger.pl -o

b. As a Perforce user with super privileges, update the Perforce trigger table by running p4
triggers command and replacing any swarm. * lines with the previously captured
trigger line output (using Ctrl+V on Windows and Linux, Command+V on Mac OSX).

Important
If you previously customized the Swarm trigger lines, perhaps to apply various "Trigger
options" on page 358, be sure to repeat those customizations within the updated trigger lines.

13. Replace the old Swarm with the new Swarm. Downtime occurs in this step.

$ sudo apache2ctl stop; mv SWARM_ROOT SWARM.old; mv SWARM_NEW
SWARM_ROOT; sudo apache2ctl start

Swarm index upgrade
If you are upgrading from Swarm 2017.2 or earlier you should run the index upgrade, this ensures that the
review activity history is displayed in the correct order on the Dashboard, and Reviews list pages.

Note
If you are upgrading from Swarm version 2017.3 or later, the index upgrade step is not required.

The index upgrade process can be configured to suit your Swarm system specifications. See Upgrade
index for details.

Run the upgrade as an Admin user by visiting the following URL:

http://SWARM-HOST/upgrade
All done!

132



Update a Swarm package installation

Update a Swarm package installation

Important
For the Swarm 2015.2 release, the packages have been renamed. The following instructions upgrade
your Swarm packages to the latest versions.

The following process attempts to minimize downtime, but a short period of downtime for Swarm users is
unavoidable. There should be no downtime for your Helix Server. After a successful upgrade, all Swarm
users are logged out.

Important
Review the Helix Server requirements before you upgrade Swarm, see "Helix Server requirements"
on page 56.

If you are using Swarm in a production environment, we encourage you to test this upgrade process in a
non-production environment first.

Run one of the following:

1. For Ubuntu:

$ sudo apt-get update
$ sudo apt-get install helix-swarm helix-swarm-triggers helix-swarm-
optional

2. For CentOS/RHEL (run this command as root):

# yum install helix-swarm helix-swarm-triggers helix-swarm-optional

Swarm generally has several major updates each year, and may occasionally have a patch update
between major updates. To determine whether a Swarm update is available, run one of the following:

1. For Ubuntu:

$ sudo apt-get update
$ sudo apt-get -s upgrade | grep swarm

2. For CentOS/RHEL (run this command as root):

# yum list updates | grep swarm

Important

The swarm. shelvedel shelve-delete trigger line was added to Swarm in version 2018.1 and later. Add
the swarm. shelvedel shelve-delete trigger line to the Helix Server trigger table if it is not already
present, see "Helix Server configuration for Swarm" on page 97.
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Swarm index upgrade
If you are upgrading from Swarm 2017.2 or earlier you should run the index upgrade, this ensures that the
review activity history is displayed in the correct order on the Dashboard, and Reviews list pages.

Note
If you are upgrading from Swarm version 2017.3 or later, the index upgrade step is not required.

The index upgrade process can be configured to suit your Swarm system specifications. See Upgrade
index for details.

Run the upgrade as an Admin user by visiting the following URL:

http://SWARM-HOST/upgrade
All done!

Upgrade a Swarm OVA installation from Swarm 2014.1 or
earlier

Note
If you are running the Swarm 2014.2 OVA, or newer, Swarm was installed using system packages
and can be upgraded by following the package update instructions.

The following process attempts to minimize downtime, but a short period of downtime for Swarm users is
unavoidable. There should be no downtime for your Helix Server. After a successful upgrade, all Swarm
users are logged out.

Important
Review the Helix Server requirements before you upgrade Swarm, see "Helix Server requirements”
on page 56.

If you are using Swarm in a production environment, we encourage you to test this upgrade process ina
non-production environment first.

1. Download the new OVA from https://www.perforce.com/downloads/helix-swarm.

2. Follow the OVA setup steps. This provides you with an upgraded Swarm and an updated web
hosting environment within the OVA, which can include distribution, web server, PHP, and
security updates.

Important
The swarm.shelvedel shelve-delete trigger line was added to Swarm in version 2018.1 and
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later. Add the swarm.shelvedel shelve-delete trigger line to the Helix Server trigger table if it is
not already present, see "Helix Server configuration for Swarm" on page 97.

3. If you have customized the original OVA's Swarm configuration:

a. Copy /opt/perforce/swarm/data/config.php tothe same path in the new
OVA.

b. Copy all tokenfiles in /opt/perforce/swarm/data/queue/tokens/ tothe
same path in the new OVA.

4. Shutdown the old OVA.

Swarm index upgrade
If you are upgrading from Swarm 2017.2 or earlier you should run the index upgrade, this ensures that the
review activity history is displayed in the correct order on the Dashboard, and Reviews list pages.

Note
If you are upgrading from Swarm version 2017.3 or later, the index upgrade step is not required.

The index upgrade process can be configured to suit your Swarm system specifications. See Upgrade
index for details.

Run the upgrade as an Admin user by visiting the following URL:

http://SWARM-HOST/upgrade
All done!
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4 | Basics

This chapter covers the basic operations provided by Swarm. These include:

Dashboard ... . 136
Activity streams 139
FIleS 140
COMMIRS 146
JODS 148
Changelists .. .. 153
DifES L 155
COMM NS 161
USOrS 175
Gl OUPS .. 184
Projects 188
NotificatioNs ... .. L 195
Log in/Log out . .. 200
Notable minor features ... . . 202
MarkdOWN . 206

Dashboard

Your dashboard is available on the Home page of Swarm and displays a list of reviews that you may
need to act on.

Note
Since it is tied to the logged in user, the dashboard is only populated if you are logged in.
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Dashboard [  Activity

Reviews to act on

Reviews you are participating in that need your vote, reviews that you authored that need changes, and reviews on branches where you're a
moderator that you should approve or reject

SR Al Projects X AllRoles~ | | Authored by CReset | | Q  Search

Author 1D Description Project(s) Your role State A /O A/v Lastactivity

105 Optimised some of the error checking to mercury-main Reviewer @ a abouta
improve performance. month ago

#review @@triage

n7z Test script test-18 for the new prototype. Required @ (] abouta
#review @@ltriage reviewer month ago

121 Test script test-19 for the new prototype. Required ® (4] abouta
#review @@ltriage reviewer month ago

109 Test script test-16 for the new prototype. Required £ (4] abouta
#review @@ltriage reviewer month ago

A) &7 Cleaning script for the test environment to Reviewer @ o abouta
ensure everything is ready for a new test month ago

The pu

mn....

rpose of the dashboard is to allow you to focus on reviews that need to be done, so that other

users are not blocked. The dashboard lists reviews according to the most recently modified first, and

shows

your role in the review.

A review is displayed on your dashboard if any of the following criteria are met:

You are a reviewer or required reviewer, the review status is Needs Review and you have not
already voted on it.

You are a member of a reviewer group or a required reviewer group, the review status is Needs
Review and you have not already voted on it. The review will remain on your dashboard even if the
group has met its criteria if you have not already voted on it.

You are the review author and the review status is Needs Revision, or Approved (only if the
review is approved but not committed).

You are a moderator or a member of a moderator group, the review status is Needs Review and
one of the following is true:

o There are no required reviewers.
« All of the required reviewers have up-voted the review.

o You are the last remaining required reviewer for the review

Filtering

The dashboard can be filtered to display only reviews from a particular project, authored by a particular
user, or matching a role. You can click the Reset button to reset these filters.

Filterin
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Review fields

Projects

You can filter by the project the review is part of, limiting results to My Projects (projects you are
an owner of or a member of) or to an individual project. The All Projects drop down will only show
projects for which there are reviews in your dashboard.

Roles

You can filter by your specific role in a review, limiting results to reviews for which you are the
author, a reviewer, a required reviewer, or a moderator. The All Roles drop down will only show
roles for which there are reviews in your dashboard.

Authored by

You can filter the reviews to only those that have been authored by a certain user. Type in this field
to get a drop down list of users to filter by.

Reset
Clicking the Reset button resets all dashboard filters back to their defaults.
Search

Typing in the search field filters the reviews by their description.

Review fields

The dashboard shows a summary of the information for each review.
75 Test script test-09 for the new prototype. Author £ (4] 2 months
#review @@ltriage ago

Reviews that appear here are those which are waiting for action from you. The information presented
should help you prioritize what to work on next.

Author

The author of this review.

ID

The ID of this review. Click on this to go to the review page.
Description

The review description. It may be truncated if it is too long, in which case click on the ellipsis ... to
expand it.

Project(s)

List of project branches this review covers. A review may span multiple branches and projects.
Click on one of them to navigate to the project page for that branch.

Your role

The reason this review is in your dashboard. This can be Author, Reviewer, Required Reviewer, or
Moderator.
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m State
The current status of the review. This can be Needs Review, Needs Revision, or Approved.
Note

The Approved state only applies to review authors, it is only shown for a review that has been
approved but has not been committed.

m Type

The type of review. This can be Pre-commit or Post-commit.
m Votes

The double column of votes displays the number of up votes and down votes for the review.
m Last activity

The last time that any changes were made to the review, including votes, comments, commits,
and file changes.

Activity streams

An activity stream displays a list of events that have occurred recently in the associated Helix Server,
whenever changelists are checked in, jobs are created, code reviews are updated, comments posted,
etc.

All Activity = Reviews Commits Comments Jobs N\

paula.boyle updated description of review 135 (revision 2) for main 2 minutes ago
Tidying up some of the code to fix some of the edge conditions.

Also putting some support for future features in place. #review @@triage

Add a comment

; claire.brevia voted up review 185(revision 1) for main 4 minutes ago
@ These browsers are no longer supported by the product and the code

should be removed.

Add a comment

alex.randolph cleared their vote on review 135(revision 2) for main 6 minutes ago
Tidying up some of the code to fix some edge conditions.

Also putting some support for future features in place. #review @@triage

Add a comment

alex.randolph updated description of review 135 for main 13 daysago
Tidying up some of the code to fix some edge conditions.

Also putting some support for future features in place. #review @@triage

Add a comment
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Activity streams are presented for global server activity, as well as for events occurring for projects and
users. Logged-in users can click the Activity drop-down menu to choose between viewing all activity or
just the activity of the projects and users that they are following.

Activity streams can be filtered to only display events related to reviews, changes, comments, or jobs.
Click afilter label to enable that filter. Click the label again to disable the filter, or click a different filter to
change filters.

When active, each filter label displays a distinct background color that matches the color stripe on the
right side of each event in the activity stream, to help quickly identify each event's type.

RSS icon Anyone can subscribe to an RSS (Really Simply Syndication) M feed fora particular activity
stream so that events can be monitored in your favorite feed reader.

Events within an activity stream contain links to their respective resources. Click the links to visit users,
changelists, projects, comments, and more.

Each activity stream starts with as many as 50 events. As you scroll down the page, Swarm fetches
additional events in batches of 50 until the stream is exhausted. For a long-running server, or a server
with significant activity, it could take quite a while to receive all of the events.

Files

Helix Server's primary task is to version files, so Swarm makes it easy to browse the depot. Start
browsing by clicking the Files link in the top toolbar.

™ Browse  © Commits n il Show Deleted Files
Name Modified Size

B jepot

& projects

m Swarm displays a list of breadcrumb links to help you quickly navigate to higher level directories
quickly.

// projects / jplugin / main / src / test

m Links with folder icons represent directories of files within the depot. Click a directory link i to
display the contents of that directory.

m Click the .. link with the up-arrow icon 4 .., when it appears, to navigate to the current directory's
parent.
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Downloading files as ZIP archive

m Links with dog-eared page icons [l represent individual files within the depot. See "File display" on
the facing page for more information.

m Click the Commits tab to display the list of changes made to files in the current directory, or any
directories it contains. See "Commits" on page 146 for more information.

& Browse @ Commits

Swarm creates links for files and directories wherever they appear in the Swarm Ul.

Note
Directories that start with a period, for example .git-fusion, are sorted to appear at the end of the list of

directories. The .. link, when it appears, always appears first.

Similarly, files that start with a period, for example .htaccess, are sorted to appear at the end of the list
of files.

Downloading files as ZIP archive

When the Zz1p command-line tool is available, Swarm can provide a ZIP archive for a file or folder within
the Helix Server. This makes it easy to get a copy of files without having to setup a client.

Note
The Download .zip button does not appear if the Z1p command-line tool is not available.

When you click the Download .zip button, Swarm performs the following steps:

1. Scan the selected file/folder, to determine if you have permission to access the contents
(according to the Helix Server protections), and if the file/folder is small enough to be processed
by Swarm.

Sync the file/folder contents to the Swarm server from the Helix Server.
Create the ZIP archive by compressing the file content.

4. Start a download of the generated ZIP archive.

You might not see all of the above steps; Swarm caches the resulting ZIP archives so that repeated
requests to the same file/folder can skip the sync/compress steps whenever possible.

If an error occurs while scanning, syncing, or compressing, Swarm indicates the error.

For information on the configuration for ZIP archives, see "Archives configuration" on page 290.

Browsing deleted files and folders

When the Show Deleted Files button is clicked, Swarm toggles the inclusion of deleted folders and files
in the file display.
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File display

Deleted folders and files are presented slightly muted compared to non-deleted entries.

& static
& themes

B confpy

File display

When Swarm is asked to display afile, if the file is a type that Swarm can display, Swarm presents the
file's contents. Clicking the Open button displays the file content with no surrounding page markup.
Clicking the Download button causes the file to be downloaded.

When afile is opened it will by default be truncated to 1 MB in size. This limit can be increased (or
removed) via the Swarm configurables. See Files configuration for details. This limit does not apply to
downloaded files.

Along with the file's name, Swarm displays the version number for the currently displayed file. For
example, this heading indicates that version 2 of 10go-1g. png is being displayed:

Every version of afile is available on the Commits tab.

If the version of a file being previewed has been deleted, the version number appears in red:

Text files

Swarm displays the contents of text files (including the Helix Server filetypes unicode and UTF16) with
line numbers. When possible, syntax highlighting is applied to make identification of various elements
within the file easier.

For more information on Helix Server filetypes, see File Types in P4 Command Reference.
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File display

Regex.php #1

// helix-swarm / development / module / Application / src / Application / Router / Regex.php

B View ® Commits n & Blame (* Opsn "™ Download zip | & Download (547 B)

distribution.

L T S S

namespace Application\Router;
class Regex extends “Zend\Mvc\Router\Http\Regex

Click Blame to add a column to the display that identifies the userid responsible for each line of the file.

GROUPS HELP

Regex.php #1

// helix-swarm / development / module / Application / src / Application / Router / Regex php

K View @ Commits n # Blame ( Open | #Download .zip | & Download (647 B)

allison.c...

allison.c... namespace Application\Router;

allison.c... class Regex extends \Zend\Mvc\Router\Http\Regex

Each userid presented is a link that, when clicked, displays the changelist that provided the associated
text. Muted userids indicate that the associated text is from the same changelist as the line above. For
example, the userid allison.c is responsible for lines 1, 10, and 12 in the screenshot above.

When you hover your pointer over a userid in the blame column, a tooltip appears displaying the
associated changelist description.

E View O Commits
Change 6

allison.c... # U TImported JPlugin project into repository.

t

|
L]

I

[%]
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File display

When there are no lines displayed, for example when you are viewing empty or shelved files, the Blame
button is disabled.

Images

Swarm displays web-safe images.

logo-lg.png #2

// helix-swarm / development / public / swarm /img / loge-lg.png

B View O Commits n (2 Open | B8 Download zip | & Download (5 KB)

<>

The checkerboard background in this example is not part of the logo; it helps identify where transparency
exists.

Many browsers can display SVG images with no additional plugins, so Swarm attempts to display SVG
images rather than displaying the image's definition. When you use a browser that cannot natively
display SVG images, you see the broken image icon.

When imagick (an optional module that integrates ImageMagick into PHP) is installed, Swarm can also
display the following image formats: BMP, EPS, PSD, TGA, TIFF.

3D models

Swarm 2014.1 includes support for displaying select 3D model file types in the browser:
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File display

Supported file types include:

m DAE - including any referenced web-safe texture images.
m STL - both binary and ASCII versions of the format.

m  OBJ -including any referenced MTL files, and web-safe texture images.

When Swarm can display a 3D model, it renders a generic grid stage and places the model in the center,
scaled to make viewing straightforward. A toggle control appears in the top right: when enabled, you can
control the view with the mouse, and when not enabled, permits auto-rotation to occur (when possible).

1. Click and hold the left mouse button to begin rotating the view. Drag while holding the left mouse
button to rotate the view.

2. Click and hold the right mouse button to begin panning the view. Drag while holding the right
mouse button to pan the view.

3. Roll the mouse wheel up or down to adjust the magnification of the view.

When possible, a second control appears allowing you to toggle between showing the model with
surfaces, or just showing the model's wireframe.

Note
For systems with hardware acceleration, if your browser supports WebGL and hardware acceleration
is enabled, Swarm renders the model and enables auto-rotation.

For systems without hardware acceleration or WebGL, but your browser supports HTML5 canvas
elements and JavaScript TypedArrays, Swarm renders the model but auto-rotation is disabled.
Rendering is likely to be slow and rendering quality is likely to be low.

For browsers without HTML5 canvas elements and JavaScript TypedArrays, no rendering is
attempted; instead, users see a message indicating that the browser is not supported.
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Commits

Other file types

It is possible to view other file types in Swarm, through the addition of additional modules, or by installing
"LibreOffice" on page 286 on the Swarm host.

When the file is a type that Swarm cannot display, Swarm presents the file's history, along with the
Download button.

ant-contrib.jar #1

// helix-swarm / development / collateral / build-utils / ant-contrib.jar

@ Commits n 58 Download zip | & Download (219 KB)

# Change User Description Committed

#1 541195  steve russell Initial set of build infrastructure: * Ant build.xml to drive it all * Ant Contrib for s... 4 years ago F 3
Commits

Whenever a new version of afile is checked into the Helix Server, a commit record is created. Begin
browsing the history of commits by clicking the Commits link in the main toolbar.

When you are viewing a particular file or directory, clicking the Commits tab displays the commits for
that location in the depot.

FILES COMMITS JOBS

dev

// projects / mercury / dev

& Browse @ Commits M | | Range L | User
Change User Description Committed
239 steve russell  Adding in basic client api for getting client information. #review-240 8 daysago
238 stewve.russell Branched the main line to both a new candidate and dev branch. 8 daysago

Range filter

The Range field lets you filter the list of changes for the depot path being viewed. When you click the
Range field, a dropdown syntax guide appears providing sample commit filtering expressions.
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File Commits

1

/|
=

ag

=

a

M | | Range | | & | User
Examples by
@0, @now All Time (Default) '“:
&80, @a0 Between changes 80 and 90 ]
@a0 Up to change 80 -IC
{E@=80 Just change 80 -IG
{@=80 Mewer than change 80 .IG
@80, @now Change 80 to Now .IG
i@label-name Part of label 'label-name’ _IC
@2014/11/30 Up to Nov 30, 2014 je
@2014/11/30,@now Nov 30, 2014 to Now je

a S —————— |

The expressions that can be used within the Range field include:

@0,@now (the default): displays all commits for the current depot path.
@80,@90: displays all changes between 80 and 90.
@380: displays all changes up to change 80.

@=80: displays only change 80. Change 80 might not involve the current depot path, so there may
be no commits to display.

@>80: displays all changes newer than change 80.

@80,@now: displays all changes from change 80 to now.

@label-name: any changes represented by label label-name.

@2014/11/30: displays all changes up to November 30, 2014.
@2014/11/30,@now: displays all changes from November 30, 2014 to now.

File Commits

A file's commit history presents each version of a file that the Helix Server knows about, including the
change number, userid, change description, time ago, along with Open and Download buttons.
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Remote depot commits

FILES COMMITS JOBS

README.md #1

// projects / mercury / candidate / README.md

B View @ Commits n & Open | & Download (578)
# Change User Description Committed
#1 238 steve russell Branched the main line to both a new candidate and dev branch_ 8 days ago ez &

¥ //projects/mercury/main/README.md

#1 5 jack boone  Moved project to projects depot. 2 months ago [CF 3

V //depot/projects/mercury/main/README.md

Q
.

#2 3 jack.boone  Updated format of the project README. 2 months ago
#1 2 jack.boone  Added README to the Mercury project main branch. 2 months ago e i

Swarm also displays contributing commits when available, such as when a file has been renamed, or
integrated from another location in the Helix Server.

If a commit represents a deleted revision, the Open and Download links are replaced with a trashcan
icon 1l to indicate that this version is no longer available.

Remote depot commits

When your Helix Server has a remote depot configured, you can browse the contents of the remote
depot, but remote depots do not share their commit history. If you attempt to view the commits of a file
provided by a remote depot, Swarm displays:

FILES COMMITS

builds

// builds
® Browse  © Commits n Range L | User

Remote depot (change details are not available)

Jobs

Jobs are a component of Helix Server's defect tracking system and a record of bugs found or
improvement requests. Jobs can be associated with changelists to create fix records, indicating the work
that solved the problem or provided the requested feature. Begin browsing jobs by clicking the Jobs link
in the main toolbar.
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Edit the Job columns

You can search available jobs by entering a job filter in the search box. Words, phrases, and
field=value pairs can be entered. For example, entering reportedby=steve. russell
swarm displays jobs that user Steve Russell has reported that also contain the word swarm in the
description.

Q  reportedby=steve russell swarm Search -2 d

Job Status Reported By  Description Madified Date

job093521 Inprogress steve russell Remove the bash and vbs versions of the swarm-trigger. With this change we need to be about 3 hoursago
careful not t...

job093520 Open steve_russell  The post format dropdown on project settings can appear in the wrong spot (to the right of about 4 hoursago
post bod...

The fields you can search for depend on the jobspec defined in your Helix Server.

Edit the Job columns

Configure the columns that are displayed:

4
1. Click the Select Columns button beside the search field to display the dropdown menu.
The dropdown menu shows all of the available jobspec fields.

2. Select the columns to display using the checkboxes in the dropdown menu.
Drag the column label up or down the list to change the order the columns are displayed in.

Click the Select Columns button again, or a blank portion of the page, to hide the menu.
Change the column order from the Jobs page:

1. Click a column heading and drag it to the left or right to move the column to a new position.

2. The column display updates as columns are dragged.

Jobs
Q  reportedby=steve russell swarm Search &
Job Status Reported By Owned By Description Meodified Date
job093521 Inprogress steve.russell  jack.boone Remove the bash and vbs versions of the swarm-trigger. With this change we need to be about 4 hours ago
careful not t...
job093520 Open steve_russell  jack.boone The post format dropdown on project settings can appear in the wrong spot (to the right of about 4 hoursago

post bod...

For more information on customizing job specifications, see Customizing Helix Server: Job
Specifications in Helix Versioning Engine Administrator Guide: Fundamentals.

Job display

Jobs are typically identified with the word job followed by six digits, e.g. job000123.
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Job display

View a specific job by clicking on a linked job identifier, or by visiting the URL:
https://myswarm.url/jobs/jobid

When Swarm displays a job, the presentation is similar to:

jobO000O01

by jack.boone created this job 4 years ago, last modified 43 minutes ago ‘ Closed |
The details about edits to reviewers are hard to differentiate

from the description of the review (in email notifications)

Notifications such as 'Added alex.randolph as a required reviewer.'
should be made to stand out more prominently.

22 245 Adding comment
£ 238 Branched the main line to both a new candidate and dev branch.
# 247 Fixing default reviewers code_

E Details ™ Comments [

Status Closed
User jack.boone
Date 43 minutes ago

The upper portion of the job presentation includes:

m The avatar and userid of the user that created the job

m Thejob's creation time

m |f changes have been made to the job, the modifying userid and time
m A status indicator

m Thejob's description

m |f any changelists have been submitted that fix the job, a list of those changelists and their
descriptions. Each associated changelist includes an icon to represent their type: £ (review), Ea
(pending), = (committed)

The lower portion of the job presentation lists all of the keys configured in your Helix Server's jobspec.
Swarm inspects the jobspec and enhances the presentation of fields it recognizes. For example, date
fields display as time ago, and links are created for userids.

Click the "Comments" on page 161 tab to view any comments added to the job, or to add a comment.
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Add jobs

i Details W Comments

o steve.russell Verified on version 2014.2/841040
about a year ago
al Add a comment
P

Drop files here to attach them Emoji codes are supported

Adding a comment sends a notification. The Comments tab displays the number of open comments
associated with the job. If you hover your mouse over the comment count, a tooltip is displayed showing
how many comments are archived:

W Comments

For more information on customizing job specifications, see Customizing Helix Server: Job
Specifications in Helix Versioning Engine Administrator Guide: Fundamentals..

Note

The default Helix Server job specification contains very few fields. Adding fields to record additional
information, such as the modification time and userid, reporting time and userid, can assist Swarm
use appropriate terminology when describing the current disposition of a job.

Add jobs

Swarm does not provide the ability to create new jobs in the Helix Server, but jobs can be added to
changelists or reviews:

1. Navigate to a changelist or review.
2. Click the Add Job link 4= Add Job.
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Unlinking jobs

3. Scroll through the available jobs, or enter job search criteria to search available jobs.

Select Job X
Q ‘ subsystem=swarm)| Search
Job Status Description =
job0B0016 review Currently, the test status (pass or fail) is indicated for a review, h...
job080010 open [doc] Update What's New section for 2015.2
job080003 open [doc] Update upgrade instructions for 2015.2
job080002 closed When editing a project that has owners, unchecking the 'Owners’ checkb...
job080001 open Navigation away from the project settings page after a change has been...
job079995 open At the moment test steps which check a change description only match t...
job079930 open Currently the functions iShouldSeeButton() and iClickOnTheButton() sel...
job079989 open Currently there seem to be two ways of naming these. For example, JobC...
job079988 closed Add basic test cases for commits
job079987 open Add test case for downloading an old version of a file .

‘ Sele ‘ Cancel

For more information on job search criteria, see Jobs in Helix Versioning Engine User Guide.

4. If you find the job you want to add, click its row to highlight it and then click Select. Or, double-
click the desired job to add it.

5. If you do not find the appropriate job, click Cancel.

Note

If you attempt to add a job to a review that affects a single project, Swarm applies the project's job
view filter to display only jobs that affect the project. It is not currently possible to expand the filter to
include jobs outside of the project.

Unlinking jobs

Swarm does not provide the ability to delete jobs from the Helix Server, but jobs can be unlinked from
changelists or reviews:

1. Navigate to a changelist or review that has an associated job.
2. Click the X button beside the job.
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Changelists

3. When prompted for confirmation, click Unlink to unlink the job.

Changelists

Changelists are the basic unit of versioning work in Helix Server. A changelist is a list of files, their
revision numbers, and the changes made to those files. Commits is a shorter synonym used throughout
Swarm.

More information is available here:

m Browsing changelists
m Browsing a user's shelved changelists

m Swarm's internal use of changelists to facilitate code reviews

Changelist Display

View a specific changelist by clicking on a linked changelist number, or by visiting the URL:
https://myswarm.url/changes/changelist number

When Swarm displays a change, the presentation is similar to:

Change 238

steve russell committed this change 21 days ago into // projects/mercury A RequestReview

Branched the main line to both a new candidate and dev branch.

Add a Comment

+ AddJob

ki Files [} ™ Comments [

B 0 edited B8 added @0 deleted -

11}
b
ol
lol

candidate/README .md#1
candidate/src/api/|amfile#1
candidate/src/api/]amfile.api#1
candidate/src/api/p4api.cc#l
dev/README md#1
dev/src/api/|amfile#]

dev/src/api/Jamfile api#]

e @A AR QE

dev/src/api/ p4api.cc#l

Tip: Use E] and [E]to cycle through the changes.

The changelist display includes:
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Changelist Display

The avatar and userid of the user who made the change
The time the change was made
The common depot location containing all the files included in the change

Whenthe z1p command-line tool is available, Swarm can provide a ZIP archive containing all of
the files in a changelist.

Note
The Download .zip button does not appearif the Zip command-line tool is not available.
Similarly, the Download .zip button is disabled if the changelist contains only deleted files.

When you click the Download .zip button, Swarm performs the following steps:

1. Scan the changelist's files, to determine if you have permission to access their contents
(according to the Helix Server protections), and if the total file size is small enough to be
processed by Swarm.

2. Sync the file contents to the Swarm server from the Helix Server.
3. Create the ZIP archive by compressing the file content.
4. Start a download of the generated ZIP archive.

You might not see all of the above steps; Swarm caches the resulting ZIP archives so that
repeated requests to download the same changelist's files can skip the sync/compress steps
whenever possible.

If an error occurs while scanning, syncing, or compressing, Swarm indicates the error.

For information on the configuration for ZIP archives, see "Archives configuration" on page 290.

If the change was involved in a code review, a link to the review along with a View Review button.
The description of the change

A list of jobs that this change fixes, if any. You can add jobs and unlink jobs here.

The list of files included in the change, including any folders between the common depot location
and the file, and the file's version number.

A tab to review any comments made regarding the change, or any of its files.

Eachfile is presented in a diff display, showing you whether the file was added, modified, or deleted. For
text-based and image files, Swarm can display any changes made within the file. For changes with only a
single file, the diff display is the default; otherwise each file is listed. Click the filename to see the diff
display. See "Diffs" on the next page for more information.

The Request Review button indicates the current state of this change; no Review record has been
created. Clicking Request Review starts a code review for this change. For more information, see "Start
areview" on page 256.

Important
If your Helix Server is configured as a commit-edge deployment, and your normal connection is to an
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Diffs

edge server, Swarm refuses to start reviews for shelved changes that have not been promoted to the
commit server.

Within Swarm, this means that the Request Review button does not appear for unpromoted shelved
changes. Outside of Swarm, attempts to start reviews for unpromoted shelved changelists appear to
do nothing. Ask your Helix Server administrator for assistance if you cannot start a review.

An administrator of the Helix Server can automatically promote shelved changes to the commit server
by setting the configurable dm.shelve.promote to 1.

When a file in a changelist has one or more associated comments, an icon ™ appears near the far right of
the file's entry.

Diffs

When you view a changelist or code review, the associated files are presented as diffs, short for
differences, showing you how they have changed.

ki Files [ ™ Comments O History = Send All Notifications

v Base version for this review % | #1 by claire.brevia - 5 months ago - shelved in 11 = - = H X = =

#1: Change 11 shelved into //projects/mercury/main/src Bo 02 8o
£ main.c z e
) mercury h - e e

The review revision selectors are used to specify which revisions of a review you want to diff, they are
located in the Files tab above the list of files.

m Left dropdown selector: the base version for the review is selected by default, base is the
version of the file that was checked out of the depot before it was changed for this review. The
current version in the depot, sometimes called Head can be selected, if there are multiple
revisions of the review a specific revision can be selected.

m Right dropdown selector: the latest revision of the review is selected by default. If there are
multiple revisions of the review, a specific revisions of the review can be selected.

Tip

If areview consists of one or more Swarm-managed changelists. When comparing versions of a
review, Swarm is showing any differences between the selected versions, not the review author's
personal changelist. See "Internal representation” on page 237 for details.

The first row of buttons above the files allow you to (left to right):

=
=
—_—

& =
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Diffs

Tip

Show Comments button, toggles the display of comments to inline in files or only in the
Comments tab.

Show Diffs In-Line button, displays all diffs as inline.
Show Diffs Side-by-Side button, displays all diffs as side-by-side.
Toggle Show Whitespace button, toggles the display of whitespace for all files.

Toggle Ignore Whitespace button, toggles ignore whitespace in diffs. Normally, whitespace is
not ignored.

Collapse All button, collapses all files

Expand All button, expands all files. By default this button is disabled if there are more than 10
files in the review. For details, see Expand All Limit

The default states for the Show Comments, Show Diffs Side-by-Side, Toggle Show
Whitespace, and Toggle Ignore Whitespace buttons are set in your user settings, see User
Settings.

Each file is presented with an icon indicating whether the file was:

» EJ Added/Branched/Imported
L] Edited/lntegrated
u =Deleted

The file's presentation can be controlled with (left to right):

== . &L A e @

Comments in File icon, indicates that the file contains comments. Only displayed if the file
contains comments.

Show In-line button, which highlights line additions, modifications, and removals in a single pane.

Show Side-by-Side button, which highlights additions, modifications, and removals in two
panes, with the older version of the file on the left, and the newer version on the right.

Show Whitespace button, which makes whitespace characters more visible; spaces show up as
dots, tabs show up as arrows that point to a bar, and line endings show up as down-pointing
arrows.

Ignore Whitespace button, which toggles the highlighting of whitespace changes in a file, making
it easier to identify non-formatting changes. Normally, whitespace is not ignored.

Show all diffs button toggles between displaying all the diffs for the file and only the first few. The
limit of what are shown by default is configurable by the administrator (see Max Diffs) and defaults
to 1500 and if there are fewer than that then this button is hidden (edited and integrated files only).

156



Viewing a diff

m Show Full Context button toggles between displaying only the portions of the file that have
changed and the full file (edited and integrated files only).

m Open File button, displayed only for edited or integrated files, opens a new browser tab/window
display the full file (where possible), provide access to its history, and a button to download the
file.

m Mark file as read button, displayed only for code reviews, helps you (and others) keep track of
which files have been reviewed. This is particularly useful when a code review consists of many
files.

When clicked, the button color inverts and the associated file is visually muted, to make it easy to
distinguish read files from unread files:

admin.search.html#1 L o

If a file has been marked as read, click the button a second time to reset the status to unread.

Viewing a diff
When you view a diff, the changes are highlighted:

m Redindicates lines that have been removed
m Blue indicates lines that have been modified

m Green indicates lines that have been added
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Viewing a diff

R A K|~
151 151
152 # Initialize wvariables 152 # Initialize wvariables
153 # 153 #
154 # "default =" - set only if unset 154 # "default =" - set only if unset
155 155
156 if $(NT) { 0S = NT ; }
157
156 OSFULL = $(0S)$(0SPLAT)$(0DSVER) $(0S)$(0SPLAT) $(0: 152 OSFULL = $(0S)$(0SPLAT)$(0SVER) $(0S)$(0SPLAT) $(0S
157 159
158 # 166 #
159 # 0S5 specific variable settings 161 # 0S specific variable settings
1668 # 162 #
161 163
162 switch $(0S) 164 switch %(0S)
163 { 165 {
164 case AIX : LINKLIBS default = -lbsd ; 166 case AIX : LINKLIBS default = -lbsd ;
165 case DGUX : RANLIB default = ™" ; RELOCATE = 167 case DGUX : RANLIB default = "" ; RELOCATE =
165 case IRIX : RANLIB default = "" ;
166 case HPUX : RANLIE default = "" ; 169 case HPUX : RANLIE default = "" ;
167 INSTALL default = "" ; 176 INSTALL default = "" ;
162 case IRIX : RANLIB default = "" ;
169 INSTALL default = "" ;
1760 case MVS : RANLIBE default = "" ; RELOCATE = 171 case MVS : RANLIB default = "" ; RELOCATE =
171 case NEXT : AR default = libtool -o ;
172 RANLIB default = "" ;
173 case NCR : RANLIB default = "" ; 172 case NCR : RANLIB default = "" ;
174 INSTALL default = "" ; 173 INSTALL default = "" ;
175 case PTX : RANLIE default = "" ; 174 case PTX : RANLIE default = "" ;
176 case QNX : INSTALL default = "" ; 175 case QNX : INSTALL default = "" ;
177 case SCO : RANLIB default = "" ; 176 case SCO : RANLIB default = "" ;
v & A v 8 A
210 CCFLAGS default = -nosyspath 2089 CCFLAGS default = -nosyspath
211 C++ default = $(CC) ; 2160 C++ default = $(CC) ;
212 C++FLAGS default = -nosyspath ; 211 C++FLAGS default = -nosyspath ;
213 FORTRAN default = "" ; 212 FORTRAN default = "" ;
214 LIBDIR default = /boot/devel 213 LIBDIR default = /boot/devel
215 LINK default = mwld ; 214 LINK default = $(CC) ;
216 LINKFLAGS default = "" ;
217 LEX default = "" ; 215 LEX default = "" ;
218 MANDIR default = /boot/docun 216 MANDIR default = /boot/docun
219 NOARSCAN default = true ; 217 NOARSCAN default = true ;
220 RANLIBE default = "" ; 218 RANLIBE default = "" ;
221 STDHDRS default = /boot/deve 219 STDHDRS default = /boot/deve
v | & A v | & A
18384
1885 actions quietly updated piecemeal together RmTe
1886 {
1887 $(RM) $(=)
1888 1
18389
1890 actions Shell
1891 {
1892 copy $(>) $(<)
1893 1
1894 }
1895
1896
1897 # 1 #
1898 # Backwards compatibility with jam 1, where rules w 1772 # Backwards compatibility with jam 1, where rules w
1899 # 1773 #
v ¥ v ¥
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Viewing a diff

Show more context buttons

The diff presentation displays a concise view of where changes were made within a file, showing the
changed lines and only a few lines before and after the change. Sometimes, this concise view needs to
be expanded to fully understand the context of the change, use the Show More and Show All buttons to
display extra lines around the change:

Note

By default, the number of extra lines displayed when you click the Show More Lines Above and
Show More Lines Below buttons is 10. This setting can be changed by your Swarm administrator,
see "More context lines" on page 343.

. A Show All Lines to Start of File: Click to show all of the lines up to the start of the file. The
Show All Lines to Start of File button is only displayed for the first change in the file.

=~ Show More Lines for the Code Below: Click to show 10 more lines above the change, the
extra lines are displayed in the pane below the button.

o

=~ Show Entire Section: Click to show all of the lines between the changes that are above and
below the button, the two changes and the lines between them are displayed in a single pane.

= 7 Show More Lines for the Code Above: Click to show 10 more lines below the change, the
extra lines are displayed in the pane above the button.

. ¥ Show All Lines to End of File: Click to show all of the lines down to the end of the file. The
Show All Lines to End of File button is only displayed for the last change in the file.

Comments

Comments can be displayed within the body of a file and appear immediately below the line the
commenter targeted for comment. See "Comments" on page 161 for more details.

43 Swarm's search feature combines u:
. 44 searching, with full content inde:
steve.russell commanted 45 minutes ago = ™,
This needs discussion of the extra setup required to
enable this.
Reply - Edit - @
Add a Comment
45 Tool (previously known as P4Searc|

Note

The comment here icon M appears in the line number column whenever there is a comment. Click the
icon to display the comment and click the icon again to collapse the comment. This is useful when the
comment display is toggled off.
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Viewing a diff

Inline diff view

When viewing a diff in-line, the line numbers for the old version are first, the line numbers for the new
version are second, and they are followed by the file content. Some users find it easier to use this view to
locate an area that has changed, but they then switch to the side-by-side view to understand the change
better. Swarm maintains the scroll position, you do not lose your place in the file after toggling the diff

[E3
[+

un
ui
.

view.
@ Jambase#118
A~
151 151
152 152  # Initialize variables
153 53 #
154 54 # "default =" - set only if unset
155 55
156 +1f $(NT) { 0S5 = NT ; 1
- 157 +
156 158 OSFULL = $(0S)$(0SPLAT)$(0OSVER) $(0S)$S(OSPLAT) $(0S)S(0SVER) $(0S) ;
157 &0
158 0 #

Note

Press n on your keyboard to scroll to the next changed area within afile. Press p to scroll to the

previous change.

Per-file toolbar

When a diff contains multiple files, the changes can be taller than your browser window. Swarm keeps
the per-file toolbar in view for each file as you scroll, this means that you can identify the file and control
its presentation with the buttons on the right of the toolbar.

B jam h#36

Py ST r—

203

276 # define MAXSYM 1024 /* longest symbol in the environment */
277 # define MAXJPATH 1024 /* longest filename */

278

279 # define MAXJOBS 64
280 # define MAXARGC 32
281

282 # define CMDBUF 10248
283

284 /* Jam private definitions below. */
285

286 # define DEBUG_MAX
287

288 struct globs {

/* silently enforce -j limit */
/* words in $(JAMSHELL) */

/* size of command blocks */

1@
vy
<

Add a Comment

B jambase c#18

1 /* Generated by mkjambase from Jambase */
2 char *jambase[] = {
3 /* Jambase */

4 "OSFULL = S(0S)S(0SPLAT)S(0SVER) $(0S)$(0SPLAT) $(0S)S(0SVER) $(0S) ;\n",
5 "switch $(0S)\n",
5
7

LINKLIBS default = -lbsd ;\n",

240
241 # define MAXSYM

242 # define MAXJPATH 1024
243

244 # define MAXJOBS 64
245 # define MAXARGC 32
246

e

1024 /* longest symbol in the environment */
/* longest filename */

/* silently enforce -j limit */
/* words in $(JAMSHELL) */

247 /* Jam private definitions below. */
248

249 # define DEBUG_MAX
250

251 struct globs {

1@

v ¥

[E3
(]

1 /* Generated by mkjambase from Jambase */
2 char *jambase[] = {

3 /* Jambase */

4 "if $(NT) { OS = NT ; }\n",

5 "OSFULL = §(0S)S(0SPLAT)$(0SVER) $(0S)S(0SFLAT) S(0S)S(0SVER) $(0S) ;\n",
6 "switch $(0S)\n",

7 "It

o "case AIX : LINKLIBS default = -lbsd ;\n",
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Comments

Comments

Comments are the primary feedback mechanism provided by Swarm. Review comments can be flagged
as tasks for a lightweight workflow within a review that helps authors and reviewers prioritize review
feedback, see "Tasks" on page 163 for details. By default, comment notifications are delayed to allow
you to add or edit comments as you progress through a review without sending a notification for each
individual comment on the review. Comment notifications are rolled up into a single notification that you
can either leave to be sent automatically, or you can send manually, see "Comment notification delay" on
page 167.

You can also like comments, add links, add attachments, and add Emoji emoticons, see "Comment
features" on page 167 for details.

You can add comments to:

m A changelist, review, or job
m A changelist or review description
m Aline of atext file in a changelist, or review

= Afilein a changelist, or review

Access comments for a changelist, review, or job, by clicking the Comments tab. The number of open
(non-archived comments) is displayed in the tab. Hover your mouse pointer over the comment count, the
tooltip shows how many comments are archived. See "Archiving comments" on page 174 for details.

Adding comments

This section describes how to add comments.

Related comment features:

= Comment notification delay

= Reply to comment

m Emoji

m Links

= Attachments

s Markdown
Tip
You can use "@mention" on page 202 in comments. An @mention includes the specified user in the
review, and they will receive a notification whenever there is an update to the review.
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Editing comments

Commenting on a changelist, review or job

1. From the changelist, review, or job page: click Comments to view the Comments tab.
2. Addyour comment in the text area.
3. Click Post.

Commenting on a changelist or review description

1. From the changelist or review page description area: click Add a Comment or X Comments
(where X is the number of comments that already exist).

2. Addyour comment in the text area.

3. Click Post.
Tip
To hide the description comments, click X Comments (where X is the number of description
comments that exist). To display the comments again, click X Comments.

Commenting on a specific line in a file in a changelist or review

1. From the changelist or review page: click Files to view the Files tab.
2. Click on the line you want to comment on.

3. Add your comment in the text area.

4. Click Post.

Commenting on a file in a changelist or review

From the changelist or review page: click Files to view the Files tab.

If there are multiple files, click the file you want to comment on to expand its view.
Click the Add a Comment link in the footer of the file display.

Add your comment in the text area.

Click Post.

a M . Dd =

Editing comments

This section describes how to edit comments.

Related comment features:

= Comment notification delay

= Reply to comment
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Tasks

m Emoji
m Links
m Attachments

m  Markdown

Note
You can only edit comments that you have created.

1. Click the comment Edit link.
2. Edit the comment content, including adding new attachments or removing existing attachments.

When you remove an attachment, the attachment is marked for removal, the green bar for the
attachment is muted, and the X button is replaced with a Restore button s.

Tip
Click the Restore button = to the right of the attachment to keep the attachment on the
comment.

Attachments cannot be restored after the comment edit has been saved. In this case you must
edit the comment again and add the attachment to it.

3. Click Save to save the edited comment and remove any attachments marked for removal. The
comment timestamp is marked as (edited) to show that the comment has been changed. Swarm
sends a notification to everyone involved in the review, including the review author and the
reviewers, but not the editor of the comment.

Note
Swarm does not provide a mechanism to see older versions of edited comments.

Tasks

Flagging review comments as tasks is a lightweight workflow within a review that helps authors and
reviewers prioritize review feedback. Any comment on a code review can be flagged as a task, indicating
to the code review's author that the described issue needs to be addressed, and that the review is
unlikely to be approved without a fix.

Note
Changelist and Job comments cannot be flagged as tasks.
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Tasks

Flag a comment as a task

To flag a comment as a task, select the Flag as Task checkbox when posting a comment, or click the
Flag button in the upper right of an existing comment and select Flag as Task in the drop-down menu.

@ =

™ Flag as Task

Note
If you do not have permission to archive comments, you do not have permission to flag comments as

tasks. Anonymous users never have permission to archive comments, and can only view current task
states.

Set a task to Task Addressed or Not a Task

Once acomment is flagged as a task, it is considered to be an open task. Click the Red Flag button to
display a drop-down menu with the following options:

2 ™
" Task Addressed
™ Mot a Task

m Task Addressed: usually used by the author of the review to indicate that the issue has been
fixed.

m Not a Task: used to correct comments that have been flagged as tasks by mistake.

Verify a task, verify and archive a task, or reopen a task

A comment with a green check indicates that the task has been addressed. Click the Green Check
button to display a drop-down menu with the following options:

® E .
¥ Verify Task
& Verify and Archive

|* Reopen Task
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Tasks

m Verify Task: usually used by the author of the comment, or another reviewer, after confirming that
the issue is fixed.

m Verify and Archive: used to both indicate that the issue has been fixed, and to archive the
comment so that it is hidden from view. Archived tasks, whether they are open, addressed, or
verified, are not included in the task counts for the code review.

m Reopen Task: used if the issue needs further work after it has been marked as addressed.

Reopen a task

A comment with a blue double-check indicates that the task has been verified. Click the Blue Double-
check to display a drop-down menu with the following option:

® =2 v

™ Reopen Task

m Reopen Task: used if the issue needs further work post-verification, or if verification was made
by mistake.

Task list

A summary of the number and status of comments flagged as tasks is displayed below the code review
description. Archived comments that are flagged as tasks are not included in the summary.

11 «0 w0
Click the Task list button i= to display a dialog listing all tasks associated with the review:

Tasks X
A | Reporter Name L] o v
Status Reporter Description
Open steve_russell Mot very descriptive.
Open alex.randolph lagree, can you add more detail please.

Addressed alexrandolph Spotted a spelling mistake, the first word in the introductory paragra. . .

Cancel

Within the Tasks dialog, you can filter the tasks by the reporter (the userid of the user who created the
task), and/or by task state:
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Tasks

m Click the Red Flag button to display only open tasks (comments that need to be addressed).

m Click the Green Check Mark button to display only addressed tasks (comments that have been
addressed).

m Click the Blue Double-check Mark button to display only verified tasks (comments that have
been addressed and verified).

Note
Archived tasks do not appear in the Tasks dialog.

To view a particular task, select the task in the Tasks dialog, and click the View button. Alternately you
can double-click on the task in the Tasks dialog. The Tasks dialog closes and Swarm adjusts the review
display so that the chosen task is in view.

Approve a Review with open tasks

Flagging a comment as a task provides a visual indication that there is an identified issue that needs to
be addressed before the review can be approved, see "Set a task to Task Addressed or Not a Task" on
page 164.

Note

If Swarm is configured to prevent approval of reviews with open tasks and a review has open tasks,
the Approve, and Approve and Commit options will not be available for the review. This option is
configured by an administrator, see "Prevent Approve for reviews with open tasks" on page 339.

To approve, or approve and commit a review with open tasks, you must address the tasks first and
then set them to Task Addressed, or Not a Task, see "Set a task to Task Addressed or Not a Task"
on page 164 for details.

If you Approve or, Approve and Commit a review that has open tasks with Swarm, a warning
message is displayed in the Update Review dialog. The warning is only advisory, either click Cancel
and address the open tasks or click Approve to approve the review. Archived open tasks will not trigger
the warning message.
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Comment features

Update Review
Warning! There are 2 open tasks on this review

Optionally, provide a comment

Comment features

Comment notification delay

By default, comment notifications are delayed to allow reviewers to add or edit comments as they
progress through a review without sending a notification for each individual comment on the review.
Comment notifications are rolled up into a single notification and sent either manually by the reviewer, or
automatically after the notification delay time has been exceeded.

The delay countdown is reset each time the reviewer adds or edits a comment on the review, by default
the notification delay time is set to 30 minutes.

m |f you are commenting on more than one review, each of the reviews that you are commenting on
has its own notification delay countdown that only applies to the comments that you make on that
review.

m [f another reviewer is making comments on the same review as you, that reviewer has their own
notification delay timer for that review.

= |f you manually send a delayed comment notification, the notification will only contain the
comments that you made on that review.
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Comment features

Tip
The comment notification delay does not delay the posting of the comments, only the comment
notification is delayed.

Note
Comment notifications are only delayed for comments on reviews. Comments on commits or jobs

produce notifications immediately.

Note
The notification delay time is a global configuration setting configured by the Swarm administrator,
see Comment notification delay.

Manually send the comment notification immediately:

1. Add or edit your comment as normal.

2. Click the Post and Notify (X) button to the right of the comment box.
Where (X) is the number of delayed comment notifications in the queue waiting to be sent, this
number does not include the current comment you are working on.

Tip
m If you forget to click the Post and Notify (X) button, click the Send All Notifications
button below your avatar on the review page to send all of the notification for the review
immediately.

= Only the comments that you have made on this review are rolled up into the notification
that is sent when you click Post and Notify (X) or Send All Notifications.

Reply to comments

By default, you can reply to comments, replies are displayed in a thread below the parent comment.
Comment thread depth is set to 4 by default, this means you can have up to 4 levels of replies for a parent
comment. The Reply link is not displayed for replies at or above the maximum thread depth set for
Swarm. If the parent comment is archived, replies are archived with the parent, see "Archiving
comments" on page 174.

Note

Comment replies can be disabled, and the thread depth can be increased or reduced by a Swarm
administrator, see "Comment threading" on page 297.
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Comment features

Tip
If the thread depth is reduced by a Swarm administrator, earlier replies at a deeper level will continue
to be displayed but you cannot reply to them.

To reply to acomment:

1. Click on the Reply link below the comment you are replying to.
2. Addyourcomment in the text area.
3. Click Post.

K Files ™ Comments [} © History ® Send All Notifications

+This is a test file for things that need testing. [ E| |

-

alex.randolph (revision 1) (on pathunix.c, line 45) commented 4 months ago
Unnecessary white space, should be cleaned up.

Reply - ¥
steve.russell (revision 1) (on pathunix.c, line 45) replied about 23 hours ago & |~
| agree, will look into this as soon as possible. Do you want to flag it as a task?
Reply - Edit - ¥
!* paula.boyle (on pathunix_c, line 45) replied about 21 hoursago ® ™.
| have flagged this as a task for you.
Reply - 1%
o steve.russell (on pathunix_c, line 45) replied 13 minutes ago & =
Thanks
Reply - Edit - ¥
o alex.randolph (on pathunix_c, line 45) replied 2 minutes ago ® ™,
Thanks, can you have this done by the end of the day?
Reply - 1%
o steve.russell (on pathunix_c, line 45) replied less than a minute ago & =

No problem Alex, all done now.

Reply - Edit - ¥

Emoji

Swarm comments support Emaji short-hand; when you save a comment, emoticon text like zsmile:

is displayed as: &. Hover your mouse over an Emoji emoticon to see a tooltip displaying the text short-
hand for the emoticon:
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Comment features

frr
L=

For more information on Emoji, see Emoji on Wikipedia. Emoji emoticons are listed in the Emoji Cheat
Sheet.

Links in comments

Whenever you include a URL in a comment, it is automatically made into a link. If the link points to an
image, or a YouTube video, that resource is displayed at the end of the comment.

+<html>

o +<head>
+=<title>=Testing Manipulation of CSS Precedence with Javascript=/title>
+

+<script type="text/javascript" src="jquery-1.3.2.min.js"></script>

jack.boone (revision 1) (on test-00_txt, line 4) commented 29 minutes ago

Do we want to use this version of JQuery? The latest version can be found here: http://jquery.com

Reply -

) jack.boone commented 4 minutes ago
L, The Helix Swarm Overview: https://www youtube com/watch ?v=8fWNZ qojycl

Helix Swarm Overview [

3 C | [ swormyreviews/ 12393/ - =

Talkhouse Joerie R

Review 12393
2 | changed value for broken bolt =
e d Job

+

Comment attachments

Arbitrary files can be attached to comments. This is useful for sharing documents that are helpful in code
reviews, such as screenshots of error conditions, reference code, etc.

Note
Swarm must be configured to enable comment attachments. Once the configuration is complete, the
comment area will include the following text Drop files here to attach them.

To attach a file to an open comment:
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Comment features

1. Drag the file from your file browser and drop it on the comment area.

Multiple files can be attached to a comment, either one at a time, or by dragging a group of files.
Folders cannot be attached to comments.

2. The upload to Swarm starts immediately and progress is displayed below the comment.
m Blue Progress Bar: the upload to Swarm is in progress.
m Green File Bar: upload complete.

3. If you attach a file to the comment by mistake, you can remove it by clicking the X button on the
Green File Bar.

4. Click Post.

The filename and file size is displayed in the comment for each attached file, click on the filename to view
the file.

When comments are viewed in the Comments tab, image previews are displayed for the attached
images.

Note
Image previews are only displayed in the Comments tab, they are not displayed when a comment is
viewed in the Files tab.

. jack.boone commented 32 minutes ago (edited) (=L
: L How about this for the image on the cover of the report?

B IMG_20171209_142459 jpg (2.2 MB)
Reply - @

Liking comments

As an authenticated user, you can like a comment by clicking the muted heart icon beneath the comment

about 16 hours ago
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Mark comments as read

When you like a comment, a notification is sent to the author of the comment , and the heart icon
changes to red to indicate that you have liked the comment 220Ut 16 hours 200 - 1 % The number of likes
the comment has is displayed next to the heart icon. Hover your mouse pointer over the number of likes
to display the usernames of everyone that has liked the comment:

allison_claybome, paula_boyle,

claire_brevia

2daysago -3 "
Click the heart icon again to unlike a comment.

Note
You cannot like/unlike a comment that has been archived.

Comment context

When comments are added to files in a review, on lines that have been changed, Swarm records several
lines of context before the line receiving the comment. This helps makes sense of the comments should
later changes remove those lines.

116 - val = swarm.project.team.addMember(this.$element) !== false && this.$element.val('');
123 + val = swarm.project.team.addMember(this) !== false && this.$element.val('');
[ _EE 1

5 & = M.

. - addvember: function(element) {
- var member = ${element}).val();
+ addMember: function(typeahead) {
+ var element = $(typeahead.$element),

allison.claybourne ccmment=d ab.
Selementwill already be ajguery object,

Reply - Edit

hour ago

an hour ag
you shouldn't needto wrapit.

3 jack.boone replied about an hour ago & |~
You are right, thanks. We did it before as well but | assumed it was because it was not clear whether the element
param passed 1o addMember{) was already a jquery object.

Reply - Edit - 1 @

Add a Comment

Each comment associated with that line has a record of the context, but only the first comment displays
that context.

Mark comments as read

When you mark a comment as read, the comment is rolled up into a single line to save space and make it
easier for you to find comments you have not read. The read flag is remembered independently for each
user.

Mark a single comment as read:
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Mark comments as unread

1. Click the Mark comment as read button & at the top right of a posted comment.

2. The comment is rolled up into a single line to save space.

bruno commented 38 minutes ago (edited) B ™~

Note
Marking a parent comment as read will not mark the child comments as read.

Mark all of the comments on a review as read:

1. Click the Mark all comments read button in the review heading.

2. All of the comments in the review are rolled up into single lines to save space.

super commented 5 minutes ago B ™,
super (revision 1) (on pathunix_c, line 45) commented 4 minutes ago B
bruno commented less than a minute ago = I~
Tip
Mark all comments read will mark all the comments as read including the description
comments.

Mark comments as unread

Marking a comment as unread expands the comment so that you can view the comment content. If a
comment is marked as read and the comment changes, Swarm will automatically clear the read flag so
that you can see that the comment has changed. Changes that automatically mark a comment as unread
are:

= Comment text is edited

m  Comment attachments are added or removed
s Comment is marked as a task

m Task is reopened

m Comment or task is unarchived
Mark a single comment as unread:

1. Click the Mark comment as unread button " to the right of the comment.

2. The comment content is expanded.
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Archiving comments

Note
Marking a parent comment as unread will not mark the child comments as unread.

Mark all of the comments on a review as unread:
1. Click the Mark all comments unread button in the review heading.

2. The content of all of the comments in the review are expanded.

Tip
Mark all comments unread will expand the content of all the comments including the
description comments.

Archiving comments

As a code review progresses, comments made on earlier versions of a file might become less useful.
Archiving these comments tidies up the comment view and makes it easier to find the more important
comments.

The Archive button El is only available for top level comments, if a comment has replies they are
archived with the parent comment.

To archive a comment:
= Click the Archive button = at the top right of a posted comment.

Archived comments are hidden from view, the number of archived comments that exist for the review is
displayed in the archived comments button at the top of the Comments tab.

k Files M Comments O® History

2 archived comments

Click on the archived comments button to toggle the archive comment display on and off.

B Files M Comments @ History

2 archived comments

Please run this past QA before release

&
s

v

e :
d Thanks
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Restore comments

Restore comments

Archived comments can be restored. If archived comments have replies, the replies are also restored.

To restore archived comments:

1. Click the archived comments button at the top of the Comments tab to display all of the
archived comments.

B Files " Comments © History

2 archived comments

Please run this past QA before release

S

v

Fa, .
& Thanks

2. Find the comment you want to restore.

3. Click the Restore button # in the top right of the comment to restore it.

Users
Swarm's users are based on the users configured in the Helix Server.

= "Viewing your user profile" below
m "Viewing another user's profile" on page 182

= "Viewing another user's profile when you have admin or super user privileges" on page 183

Viewing your user profile

Display your own user profile when you are logged in by clicking on your userid at the top-right of the main
toolbar and selecting Profile.

(-‘I allison_claybome =

About Swarm

Log out
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Viewing your user profile

The user profile page displays your avatar, your full name, your email address, an Unfollow all projects
and users for your-username button, a list of users following your activity, the users or projects that
you are following, and the list of projects of which you are an owner or member, including an eye icon (4»)
beside any private projects you belong to.

allison.clayborne EActivity  #EShelves  /# Settings ™ Notifications Reviews Commits Comments  Jobs 3\

allison.clayborne requested review 185 for jplugin:main about a month ago
These browsers are no longer supported by the product and the code
should be removed.

Add a comment

allison.clayborne requested review 135 for jplugin:main about a month ago
Tidying up some of the code to fix some edge conditions.

Also putting some

support for future features in place. #review @@triage

® @

Add a comment

2 1 3

FOLLOWERS FOLLOWING PROJECTS allison.clayborne committed change 134 into jplugin:main about a month ago

Tidying up some of the code to fix some edge conditions.
Also putting some
FULL NAME support for future features in place. #review @@iriage

Allison Clayborne

&

Add a comment
EMAIL ADDRESS

allison.dlaybome@nowhere xxjzzj.com allison.clayborne requested review 133 for jplugin:main about a month ago

Added setter for the buildParent flag so we can modifier it later.

Unfollow all projects and users
forallison.claybome

Add a comment

®
A allison.clayborne committed change 132 into jplugin:main about a month ago
@ Added setter for the buildParent flag so we can modifier it later.
FOLLOWERS Add a comment
o ‘s A allison.clayborne committed change 6 2 months ago
@ Imported |Plugin project into repository.
FOLLOWING Add a comment
!i.i I
PROJECTS
JPlugin
Owner, Member
Test Data
Following
Mercury
Following

Unfollow all projects and users for yourself

When you are viewing your own user profile, you can unfollow all projects and users that you are
following.

Note
This action cannot be undone.
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Viewing your user profile

1. Click the Unfollow all projects and users for your-username button.

2. Click OK when the confirmation dialog is displayed to complete the unfollow action.

3. You will no longer be following any projects or users.

Activity tab

Click the Activity tab to display the activity stream for events you have created.

iE Activity = Shelves # Settings B Notifications Reviews Commits Comments  Jobs A

A allison.clayborne requested review 185 for jplugin-main
These browsers are no longer supported by the product and the code
should be removed.

Add a comment

allison.clayborne requested review 135 for jplugin-main
Tidying up some of the code to fix some edge conditions.
Also putting some

support for future features in place. #review @@triage

&>

Add a comment

allison.clayborne committed change 134 into jplugin:main
Tidying up some of the code to fix some edge conditions.
Also putting some

support for future features in place. #review @@triage

&>

Add a comment
allison.clayborne requested review 133 for jplugin-main
Added setter for the buildParent flag so we can modifier it later.
Add a comment
allison.clayborne committed change 132 into jplugin:main
Added setter for the buildParent flag so we can modifier it later.
Add a comment

allison.clayborne committed change 6
Imported JPlugin project into repository.

> ® @

Add a comment

Shelves tab

Click the Shelves tab to display alist of your shelved changelists.
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iE Activity ~ iE Shelves = # Settings = Notifications

Change Description Created iy

1380317 #review-1380318 Update the coverage of My Reviews 4 days ago @ View Review
to cover the new look/behaviour. @ph...

1379450 Update the phone numbers listed in Swarm's contact 5 days ago Request Review
page to match those (a...

1378653 #review-1378654 Remove language indicating that 7 days ago @ View Review
Swarm is at an early stage. @pmclary s...

1378432 #review-1378433 Add coverage of the new p4 -> 7 days ago @ View Review
auto_create url configuration item, whic...

1371898 #review-1371899 Update the admin configuration to 26 days ago @ View Review
capture the change in project settings...

1371895 #review-1371896 Remove the note fro the JIRA 26 days ago @ View Review
integration page about manual configuration...

1371884 #review-1371886 Update delayed notifications 26 days ago @ View Review
description to make it clear that the checkb...

1357393  #review-1357327 My tweaks to Jenny's review. 2 months ago =] View Review

A shelved changelist is a pending changelist that has a copy of one or more files from within the
changelist stored on the server. Shelved files are not versioned. If you update the shelved files, the
update replaces any existing files on the changelist's shelf.

Note
Swarm can use multiple shelved changes to record the history of reviews. See "Internal

representation" on page 237 for details.

Swarm uses shelved changelists as the basis of its code review feature. However, not all shelved
changelists are reviews. Users may shelve files for other reasons, including ensuring that the Helix
Server has a copy of work in progress, or as a way to move temporary work from one workspace to
another.

Click Request Review to start a Swarm review for any shelved changelist that is not already involved in
areview.

Click View Review to view the Swarm review associated with shelved changelists when a review has
already started.

Important
By default, when you delete files from a shelved changelist, the files are not removed from the
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associated review.

However, Swarm can be configured to remove files from a review when they are deleted from an
associated shelf, see "Process shelf file delete when" on page 339. To delete a shelved changelist
without removing all of the shelved files from the associated review, see "Deleting shelves" on
page 263.

Settings tab

The Settings tab allows you to configure how diffs are initially displayed when you view them, and how
time is displayed by Swarm.

Note
Defaults for these options are configured by the Swarm administrator, see Users. The defaults set by
the Swarm administrator are used until you change your settings.

iE Activity 8 Shelves ~ # Settings ™ Notifications
Profile Settings C Reset to default
Reviews

Sets default values for how diffs are displayed on all reviews.

Show comments in files =]
View diffs side-by-side =2
Show space and newline characters (]

Ignore whitespace when calculating differences o
Time Display
Sets how you would like to display time across Swarm._

Display the time in Timestamp r

Save Cancel

Toggle the Reviews settings to control how diffs are initially displayed on changelists and reviews by
default.

Choose the Time Display settings to configure how time is displayed by Swarm. You can configure
Swarm to display timestamps based on your local machine browser time, or by how long ago events
happened.
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Tip
If timestamp is selected, the date format used by Swarm matches the date format configuration of the
local machine browser.

Click the Save button to save the settings. Click Reset to default to reset the settings back to system
defaults.

Notifications tab

The Notifications tab allows you to configure which notifications you receive when events occur within
Swarm. This allows you to limit the number of emails you receive to just those you are interested in. The
settings apply across all projects.

Note
Defaults for these options are configured by the Swarm administrator. Your Swarm administrator may
force some of these options to on or off, see "Global settings" on page 322.
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£ Activity  #EShelves  /#Settings = Notifications

Adjust when notifications are sent to you about reviews that you're associated with (as an author, reviewer, project member or moderator).

Email me when: G Reset to default

Checkall )

| change the state of a review (]

I am the author, and

areview is requested 7]
files in the review are updated ]
tests on the review have finished 7]
avote is cast on a review 7]
the state of the review changes ]
areview or change is committed 7]
acomment is made on the review ¥
a comment on the review is updated =]
Someone likes one of my comments 7]

I am a member, and
areview is requested =]

areview or change is committed [

lam a reviewer, and

files in the review are updated 7]
tests on the review have finished [
a vote is cast on a review 7]
the state of the review changes 7]
someane joins or leaves the review [
areview or change is committed =]
a comment Is made on the review 7}
a comment on the review is updated 7]

| am a moderator, and

files in the review are updated =]
tests on the review have finished 7]
areview or change is committed 7]

Save Cancel

Toggle naotifications for each event on or off to control whether you receive an email when that event
occurs.

Click the Save button to save the settings. Click Reset to default to reset the settings back to system
defaults.
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Viewing another user's profile

View the profile pages of other users displayed anywhere in Swarm by clicking on their avatar, userid, or
by visiting the URL: https://myswarm.url/users/userid.

Note
When viewing another user's profile page you can see the user's Settings tab but you cannot make
changes toiit.

Note
Currently, Swarm does not provide an overall list of users.

Follow or unfollow the user

= If you are not following the user: click the Follow button below the user's avatar to start
following the user.

= [f you are following the user: click the Unfollow button below the user's avatar to stop
following the user.
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alex.randolph

o 1 2

FOLLOWERS FOLLOWING PROJECTS

FULL NAME
Alex Randelph

EMAIL ADDRESS
alex_randolph@nowhere xxjzzj.com

FOLLOWING
2
PROJECTS

Test Data

Member

Mercury

Member

£ Activity

iEShelves  #Settings 3 Notifications Reviews Commits Comments

alex.randolph commented on review 240 (client.cc, line 5) for mercury:dev
| agree with @claire_brevia

W 7 comments

alex.randolph edited a comment on review 113 (test-17 txt, line 2)
Thanks, can you have this done by the end of the day?

W 5 comments

alex.randolph commented on review 113 (test-17.txt, line 2)
@steve_russell Thanks, can you have this done by the end of the day?

W 6 comments

alex.randolph made their vote required on review 236 for mercury-main
Need to be able to lookup a user id based on its username.

MNeed to cope with the situation where an alias is returned instead,

and go find therealu. ..

Addacomment

alex.randolph cleared their vote on review 236 for mercury:main
Need to be able to lookup a user id based on its username.

Need to cope with the situation where an alias is returned instead,

and gofindtherealu. ..

Adda comment

alex.randolph voted up review 236 for mercury-main
Need to be able to lookup a user id based on its username.

Need to cope with the situation where an alias is returned instead,

and gofind therealu. ..

Adda comment

Jobs R\

[

[

5daysago

months ago

months ago

months ago

Viewing another user's profile when you have admin or super

user privileges

View the profile pages of other users displayed anywhere in Swarm by clicking on their avatar, userid, or
by visiting the URL: https://myswarm.url/users/userid.

Unfollow all projects and users for another user

When a user has been removed from the Helix Server but they are still following projects and users, it is
useful to be able to remove all of their follows. This helps to keep the project and user follower lists up to

date.
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Warning
This action cannot be undone.

Click the Unfollow all projects and users for username button located below the user's email
address.

Click OK when the confirmation dialog is displayed to complete the unfollow action.

The user will no longer be following any projects or users.

alex.randolph E Activity B Shelves  #Settings ™ Notifications  Reviews Commits Comments Jobs N

alex.randolph commented on review 113 (test-17 txt, line 2) 13 days ago
@steve._russell Thanks, can you have this done by the end of the day?
0 'I 2 W 6 comments

FOLLOWERS FOLLOWING  PROJECTS

FULL NAME

alex.randolph commented on review 240 (client.cc, line 5) for mercury:dev 5days ago
| agree with @claire brevia

W 7 comments

alex.randolph edited a comment on review 113 (test-17.txt, line 2) 12 days ago
Thanks, can you have this done by the end of the day?

W 5 comments

alex.randolph made their vote required on review 236 for mercury:main 2 months ago
Need to be able to lookup a user id based on its username.

Need to cope with the situation where an alias is returned instead,

Alex Randelph

alex.randolph@nowheresodzzj.com

Unfollow all Projects and Users
for alex.randolph

EMAIL ADDRESS and go find therealu. ..

Add a comment

alex.randolph cleared their vote on review 236 for mercury:main 2 months ago
Need to be able to lockup a user id based on its username.

Need to cope with the situation where an alias is returned instead,

Groups

Groups are a feature of Helix Server that makes it easier to manage permissions for users.

It is important to be aware of certain aspects of Helix Server groups:

Groups can have both users and sub-groups. A user that is a member of a sub-group is also a
member of the parent group.

Groups have owners, but owners are not members of their groups. A group owner can be added as
a member of a group.

Groups can be created by users with super privileges in Helix Server (p4d). If p4d is at version
2012.1 or newer, users with admin privileges can also add groups.

Groups can be edited by their owners, or by users with super privileges in Helix Server.
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= Groups have a separate namespace from users; you can have a user named fish thatis a
member of a group named i sh.

m  Groups can be project moderators
m  Groups can be reviewers, see Review display and @ @ mention for details.

= Youcan @@ment1ion agroup in a code review comment to ensure the mentioned group receives

notifications of code review events. This also creates a link that displays the group's details when
clicked. See @ @mention for details.

m  Groups cannot be project owners.

More information on adding, editing, and removing groups is included in the "Groups" on page 212
chapter.

Listing groups

Begin browsing groups by clicking the Groups link in the main toolbar.

GROUPS HELP

Groups

Q | Keywords Search

Name Description Owners Members
triage Triage team. s a B
docs Docs team o B
swarm-support Swarm support team % B
swarm-group Swarm group [ 1]

For each group, the group's name, description, list of owner avatars, and a membership count (which has
a darker background when you are a member). Click on a group name to display details for that group.

The groups listing is sorted by multiple criteria:

m  Groups that you own, or belong to, are listed first. A thicker row border indicates where your group
ownership/membership ends; you are not an owner/member of any group below the thicker border.

m  Groups are then sorted by name.

You can search available groups by entering some text in the Search field and clicking Search. Any
group names or descriptions that match the entered text are displayed.
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OBS GROUPS HELP

Groups

Q | sw Search

Name Description Owners Members
swarm-support Swarm support team & B
swarm-group Swarm group [ 1]

If you have super privileges in Helix Server (P4D), or have admin privileges in P4D version 2012.1 or
newer, Swarm displays the Add Group button. Click Add Group to add a new group.

Note

If your Helix Server has a large number of groups, the time required to display the list of groups might
be notable.

Viewing a group

View a specific group by clicking on a linked group name, or by visiting the URL:
https://myswarm.url/groups/group-id

When Swarm displays a group, the presentation is similar to:
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Docs team
OWNER MEMBERS
EMAIL ADDRESS

docs.team@nowhere.xxjzzj.com

OWMERS

MEMBERS

020

iZ Reviews

Reviews Commits Comments

steve.russell requested review 245 for test-data-data
Adding comment

Add a comment
steve.russell requested review 243 for test-data:data
Tweak to the test data for the new firmware.

Add a comment
steve.russell committed change 242 into test-data:data
Tweak to the test data for the new firmware.

Add a comment
steve.russell committed change 241

Created candidate branch for the plugin, so that we know what is ready to
be released to the public as part of our continuous integration.

Add a comment
steve.russell requested review 240 for mercury:dev
Adding in basic client api for getting client information.
Add a comment
steve.russell committed change 239 into mercury:dev
Adding in basic client api for getting client information.

Add a comment

The information presented in the group display includes:

m |nthe left sidebar:

« The group's name.

« Thegroup's avatar, if it has one.

« The group's description, if it has one.

« The count of the group's owners and members.

« The group's email address, if it has one

« Theavatars of the group's owners.

o The avatars of the group's members.

= Any events generated by a group member is associated with the group, and appears in the right-

hand area as an activity stream.

Jobs RN

about 24 hours ago

adayago

adayago

2 daysago

2 daysago

2 daysago

Click the Reviews link in the group toolbar to display the review list associated with the group, which
includes all reviews authored by any of the group's members.
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Projects

A Swarm project is made up of a group of Helix Server users who are working together on one or more
codelines within the Helix Server. A project's definition includes one or more branches of code, and
optionally a job filter, automated test integration, and automated deployment. This section provides an
introduction to the interactions users have with projects. See the "Projects" on page 220 chapter for
details on managing projects.

Projects are listed on the Swarm home page below the project dropdown menu. The first time you log-in
to Swarm you will see a list of the projects you own or are a member of. Logged-in users can choose to
display all projects or just the projects they are an owner or member of by clicking on the dropdown above
the projects list:

Tip
m The dropdown menu selection is sticky, the last selection you made will be displayed when
you return to the home page.

= Anonymous users see a list of all of the public projects, the dropdown menu is not available to
anonymous Users.

My Projects ~
| Al Projects

My Projects

m All Projects: lists all of the available projects.

m My Projects: lists all of the projects that you are an owner of or a member of.
My Projects ~ +

% jPlugin

A |ava plugin for continuous integration.

Mercury [ 4 |

Mercury project for code management.

Test Data

Tip
= |f you are an owner of a project, the Project Owner icon ¢ is displayed next to the project
name in the project list.
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= The number in the icon to the right of the project name displays the total number of members
for the project.

Viewing a project
View a project by doing one of the following:
m Click on the project name in the projects list on the Swarm Home page.

m Click on the project name or branch identifier in an activity stream.

» Visitthe URL: https://myswarm.url/projects/project-name

Overview tab
The project Overview tab shows a description of the project.
Important
The project's Overview tab is only displayed if there is a README . md in the project's mainline.

The README . md file can contain Markdown text, allowing a formatted description of the project to
be provided. See "Markdown in projects" on page 209 for a description of the type of formatting that is
supported. See "Mainline branch identification" on page 319 for details on how to configure the
mainline of a project.
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Plugin Overview Activity Reviews Files Commits Jobs

About

A Java plugin for continuous
integration.

3 1 2

MEMBERS FOLLOWER BRANCHES

OWMERS

2
MODERATORS

F ]
MEMBERS
240
F‘OLLOW ERS
o
BRANCHES

MAIN
CANDIDATE

P4 Plugin

Jenkins plugin for a Perforce Helix Versioning Engine (P4D).

Contents

* Release notes
* Setup guide
* Notes page

* |enkins page

Requirements

* Jenkins 1.642.3 or greater.
* Helix Versioning Engine 2012.1 or greater.
* Minimum Perforce Protection of open for the Jenkins user.

s Review Build feature requires Swarm 2014 .2 or greater.

Install

1. Open |enkins in a browser; e g_ http-//jenkins_host-8080
2. Browse to 'Manage Jenkins’ —> '"Manage Plugins’ and Select the 'Available' tab.
3. Find the "P4 Plugin’ or use the Filter if needed
4_Check the box and press the 'Install without restart’ button
If you are unable to find the plugin, you may need to refresh the Update site.
1. Select the "Advanced’ tab (under "Manage Plugins’)

2_ Press the 'Check now' button at the bottom of the page.

The following information is displayed in the project sidebar:

m A short description of the project

= A Follow button, click to follow the project. This button is not available if you are a member of the

project.

m Alist of project owners

m A list of project moderators

= Alist of project members

= Alist of project followers

m A list of the branches defined for the project

Activity tab

The project Activity tab shows the activity stream for the project
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JPlugin Overview Activity Reviews Files Commits Jobs

About Activity Reviews Commits Comments Jobs AN

allison.clayborne requested review 185 for main 2 months ago
These browsers are no longer supported by the product and the code
should be removed.

A Java plugin for continuous
integration.

== ]
3 1 2

MEMBERS FOLLOWER BRAMCHES

Add acomment

allison.clayborne requested review 135 for main 2 months ago
Tidying up some of the code to fix some edge conditions.

Also putting some

support for future features in place. #review @@triage

I

Add acomment

OWMERS

b allison.clayborne committed change 134 into main 2 months ago
Tidying up some of the code to fix some edge conditions.

Also putting some

>

MODERATORS support for future features in place. #review @@triage
@ Add a comment
A allison.clayborne requested review 133 for main 2 months ago
MEMBERS @ Added setter for the buildParent flag so we can modifier it later.
a E ! o Add a comment
A allison.clayborne committed change 132 into main 2 months ago
FOLLOWERS @ Added setter for the buildParent flag so we can modifier it later.
% Add a comment
steve.russell approved review 9 for main 2 months ago
BRAMNCHES Added in check to make sure that we are not setting a null review.
MAIN There have been problems with random null reviews, and this should help to
trackd. ..
CANDIDATE

Add a comment

The following information is displayed in the project sidebar:

m A short description of the project

= A Follow button, click to follow the project. This button is not available if you are a member of the
project.

m Alist of project owners

m  Alist of project moderators
m  Alist of project members

m Alist of project followers

= Alist of the branches defined for the project

Reviews tab

The project Reviews tab shows allist of code reviews specific to the project.

191



Viewing a project

JPlugin Overview Activity Reviews Files Commits Jobs

Opened Closed [l

VAl LAl | SO ® £ b ® A A v 4 . . n Q | Search
ID & Description Branches Created ~ 5 = L VA4
185 6‘ These browsers are no longer supported by the product main 2monthsago @
and the code should be removed.
135 # Tidying up some of the code to fix some edge conditions.  main 2monthsago @
Also putting some support for f. . .
133 5 Added setter for the buildParent flag so we can modifierit  main 2monthsago @

later.
For more details on browsing, filtering, and searching reviews, see "Reviews list" on page 241.

Files tab

The project Files tab shows a list of files for the project, starting with a folder view representing each
branch. Branches are designated with the branch icon 'd

JPlugin Overview Activity Reviews Files Commits Jobs

//

& Browse  © Commits n T Show Deleted Files
Name Modified Size

P main

P candidate

The project's main branch, identified by using a name such as main, mainline, master, trunk, is sorted to
the top of the list of branches and appears in bold. The list of names can be configured, see "Mainline
branch identification" on page 319 for details.

For more information on browsing files, see "Files" on page 140.

Commits tab

The project Commits tab shows a list of changes made to the project.
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JPlugin Qverview Activity Reviews Files Commits Jobs

//

™ Browse  ® Commits N | | Range X | User

Change User Description Committed

241 steve.russell Created candidate branch for the plugin, so that we know what is ready to be 18 minutes ago
releasedto. ..

134 allison.clayborne Tidying up some of the code to fix some edge conditions. Also putting some 2 months ago
support for f. ..

132 allison.clayborne  Added setter for the buildParent flag so we can modifier it later. #review-133 2 monthsago

8 paula.boyle Added in check to make sure that we are not setting a null review. There have been 2 months ago
proble. ..

6 allison.clayborne  Imported JPlugin project into repository. 2 monthsago

For more details on history browsing, see "Commits" on page 146.

Jobs tab

The project Jobs tab shows a list of jobs associated with the project.

Important
The Jobs tab is only displayed when the project configuration includes a job filter. See "Add a project"

on page 220 for details.

J Plu gin Overview Activity Reviews Files Commits Jobs
Q | Query Search o
Job Status Owned By Reported By Description Modified Date
job086341 Fixed kboyd Enable "require_login" by default. This is due to the way the new Groups 37 minutes ago

feature interacts with anon...

job086335 Open padtguser [doc] Update coverage/mentions of require_login to note that it is now about 4 hours ago
enabled by default. Thisr...

For more details on browsing and searching jobs, see "Jobs" on page 148.
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Private projects

Private projects, introduced in Swarm 2016.2, provide a way to make specific projects and their activity
less visible to Swarm users. When a project is made private, only the projects owners, moderators, and
members, plus users with super privileges in the Helix Server, can see the project, its activity streams,
and ongoing reviews.

If you are logged in as an owner, moderator, or member of a private Swarm project, that project appears
on the Swarm home page with an eye icon to indicate that it is private and has limited visibility:

All Projects ~ +

4> A private project 1
Do not share the contents of this project with anyone else.

Similarly, the eye icon appears beside the project's title when viewing the project. When you hover your
mouse over the eye icon, a tooltip appears indicating that this project is indeed private.

Caveats

The following are important caveats regarding private projects:

= While Swarm can mask the existence of projects, their activity, and reviews, Swarm honors each
user's access to files within the Helix Server. This means that users that have access to the files
in a private project's branches can browse to those branch paths within the depot and see the files
and any committed changes.

= [f you need to prevent access to important files, your Helix Server administrator is required to
manage the protections table accordingly. For details, see Authorizing Access in the Helix
Versioning Engine Administrator Guide: Fundamentals.

m |tis possible for a user to start a review that touches files that belong to a private project. If the
user is not a member, owner, or moderator of the private project, or does not have super privileges
in the Helix Server, they cannot participate in the review.

m |f auseris not a member, owner, or moderator of a private project, or does not have super
privileges in the Helix Server, and they are added as a review participant (via an "@mention" on
page 202 or by editing a review's participants) to a review containing files within the private
project's branches, that user cannot participate in the review: the user cannot see the review, its
files, or comments. Due to limitations in how Swarm sends email notifications, such users could
still receive notifications for reviews they cannot participate in.

m Notifications usually include links and mentions of the associated projects. Notifications involving
private projects are filtered to remove any references to those private projects.
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Notifications

Notifications

Provided you have entered a working email address for your userid in Helix Server, Swarm sends email
notifications to you when various events take place. The table below shows the notifications sent if all of
the project, group, and user notifications are enabled, this is the default behavior.

Note
The system-wide default notifications can be changed by the system owner. See "Global settings" on

page 322 for details.

Tip
Many of the notifications can be disabled, this allows project, group, and user notifications to be
customized to limit the number and type of notifications sent.

m Project notifications are configured on the project settings tab.
= Group natifications are configured on the group Notifications tab.

m User notifications are configured on the user Notifications tab.

Legend:
A = Author PM = Project member or ¥ =role user/group receives
project member group notification
R = Reviewer or PF = Project follower % = role user/group does not
reviewer group receive notification
M = Moderator or AF = Author follower @ = role not included for this
moderator group event

GM = Group member CA = Comment author

Notification sent to one of these roles...

Event

by A R M GM PM PF

you?
A review is x v v v v v x @
committed in 3 1
Swarm

195



Notifications

Notification sent to one of these roles...

A R M GM PM PF

A review is x X 4 v v x @
committed outside

of Swarm

A change is ® X @ v J v V1 1 @
committed outside 3

of Swarm (see "(1) 4
Committed change

notifications" on

page 198)

Areview isstarted @ ¢ v v v 4 v X x @
(see "(2) Review 3 2
start notifications"

on page 199)

NN

—_

A reviewer casts a v v
vote

RN
x

4 X % xo

4 X X x @

A review's state X v
changes

A review's x v v %X v x x x @
reviewers are 5
changed

M
%

Areview'sfilesare ¢ v
updated

A review's x v v v x x x @
automated tests

have finished (see

"(7) Tests have

finished" on

page 200)

Areview's x X X X X x x x @
description is
changed

M
%
P
x
x
%
Y
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Notification sent to one of these roles...

A R M GM PM PF

Areview comment % v v %X v X X% x x
is created (see 5

"Comment 6
notification delay"

on page 167).

Areview comment % v v X 4 X X% b x
is edited (see 5

"Comment 6
notification delay”

on page 167).

A committed x v @ % 4 x x x @5

change comment
is created

A committed X v @ %X 4 X X x @6
change comment
is edited

Someone joins or X v v X ¢ X X b @
leaves a review S

Someone likes a x X X X X x x b 4 5

comment you
wrote

You like a v X X x X x x
comment you x x

wrote

Any custom modules added to Swarm may also send notifications.
Important

Email delivery for events related to restricted changes is disabled by default. See "Restricted
Changes" on page 347 for details on how to enable restricted change notifications.
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@mention notifications

Users: @mention

Using an @mention in a review, changelist, or comment causes the referenced userid to receive a
notification and be included in any future notifications regarding the associated file or review.

When a comment is added to a job, Swarm sends a notification to users listed in user fields in the job,
users @mentioned in the job description, and the authors of any associated changes.

Note

Typically, you would not receive a notification when you @mention yourself. @mentions themselves
do not trigger notifications; they inform who receives notifications. See "notify_self" on page 308 for
details on how to enable self notification.

Groups: @@mention

Using an @ @mention in a review, changelist, or comment causes the referenced groupid members to
receive a notification and be included in any future notifications regarding the associated file or review.

When a comment is added to a job, Swarm sends a notification to groups listed in group fields in the job,
groups @@ mentioned in the job description, and the authors of any associated changes.

Note
m Group mailing list enabled: notifications are sent to the group email address.

m Group mailing list disabled: notifications are sent to the group members individual email
addresses.

(1) Committed change notifications

Notifications for committed changes are sent by default, but can be disabled or require users to opt-in.
Please see the notification configuration and adding a project for more details.

When committed change notifications are configured for opt-in, you need to copy the configuration's
special depot path to the Reviews : field in your user spec within Helix Server. Once you have done so,
Swarm can send you committed change notifications for any change that matches a depot path specified
inthe Reviews: field.

Update Reviews with p4

1. Begin editing your user spec:

$ p4 user
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(2) Review start notifications

2. Editthe Reviews: field to include the special depot path, plus any other paths you want to
receive notifications for.

3. Save the spec.

Update Reviews with P4V

1. Select Connection > Edit Current User.

2. Editthe Reviews: field to include the special depot path, plus any other paths you want to
receive notifications for.

3. Click OK.

(2) Review start notifications

By default, notifications are sent when a review is started, but can be disabled for a project, group, or
user.

Note
If a user or group is added as a reviewer when a new review is created, the reviewer will be notified

that the review has been started. This initial notification cannot be muted.

(3) Moderator notifications

Moderators and moderator groups are associated with specific project branches. Moderators receive
notifications for reviews and commits against the branches they are associated with.

(4) Group member notifications

Groups can be members of a project, moderators of a project branch, and reviewers of a review. The
notifications that group members receive will depend on, the role the group has and the group notification
settings that are configured for that group. Notifications received by group members also depend on
whether the group has a group mailing list enabled, in this case additional notification settings are
available. See Group mailing list enabled below for details.

Group mailing list disabled

Group members can be notified when a member of the group starts a review. Group members can also be
notified when a change is committed by, or on behalf of, a changelist owner who is also a member of the
group. These two notifications can be individually selected as required. See "Add a group" on page 212
for details.

Notifications are sent to the group members individual email addresses.
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(5) Disable notifications

Group mailing list enabled

Group members can be notified when a member of the group starts a review. Group members can also be
notified when a change is committed by, or on behalf of, a changelist owner who is also a member of the
group. These two notifications can be individually selected as required.

Additional notifications are available if the group mailing list address is enabled. See "Add a group" on
page 212 for details.

Notifications are sent to the group email address.

(5) Disable notifications

By default, notifications for events in a review are sent to all reviewers. Reviewers can disable
notifications during a review to avoid further email notifications. Once notifications are disabled for a
reviewer, they can be re-enabled when they are specifically @mentioned; reviewers can disable
notifications again after they have been re-enabled. See "Disable naotifications" on page 253 for details.

(6) Comment author notifications

By default, notifications are not sent to comment authors, but Swarm can be configured to send
notifications of comments to comment authors. See "notify _self" on page 308 for details.

(7) Tests have finished

By default, notifications are sent when:

m  Automated tests have failed for a review.

m The first time automated tests pass for a review after a test failure for that review.

Log in/Log out

When you are not logged into Swarm, certain features are unavailable to you, such as providing
comments to changes or reviews, adding projects, and more.

Log in to Swarm

1. Click the Log in link found at the right of the main toolbar.

2. Typeinyour username and password, appropriate for the Helix Server that Swarm is configured to
use.
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Log out of Swarm

3. Select the Remember Me check box if you prefer to stay logged in between browser restarts.

Note
The Helix Server can enforce maximum login times. You may become logged out even if

Remember Me is selected. Swarm administrators can change the maximum login time, see
"Sessions" on page 345 for details.

4. Click the Login button.

Note
If second factor authentication (2FA) is configured for your Helix Server, complete your

additional MFA steps to log in to Swarm.

Log out of Swarm

1. Click your userid, found at the right of the main toolbar.
2. Select Log out from the drop-down menu.

Note
If second factor authentication (2FA) is configured for your Helix Server, logging out of Swarm

will not invalidate your MFA status. If you log back in to Swarm while your MFA status is still
valid, you will not be prompted to complete the additional MFA log in steps.

require_login
By default, Swarm requires users to login, which prevents anonymous users from accessing a Helix
Server via Swarm. Users who have not logged in see a login page immediately when visiting Swarm:
The steps to log in are identical to using the Login dialog.
Swarm administrators can disable require_login to allow anonymous users to see commits, reviews, etc.
Note
service and operator users are not permitted to login.

See User types in the Helix Versioning Engine Administrator Guide: Fundamentals .
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Notable minor features

Notable minor features

Quick URLs

Many developers like to type the least amount of information to locate the data they're looking for. Swarm
tries to assist by handling URLSs intelligently. If you visit a URL like:

https://myswarm.url/identifier

Swarm attempts to locate identifier as areview, changelist, depot path, project, job, user, group,
depot name, and Git Fusion SHA1 (or fragment). If you visit the URL

https://myswarm.url /123, Swarm redirects to
https://myswarm.url/changes/123, provided that changelist 123 exists. If you visit
the URLhttps://myswarm.url/bob, Swarm tries each of the following URLs and redirects to
the first match:

https://myswarm.url/changes/bob
https://myswarm.url/files/bob
https://myswarm.url/projects/bob
https://myswarm.url/jobs/bob
https://myswarm.url/users/bob
https://myswarm.url/groups/bob

If you enter an identifier that does not exist for any type of resource, Swarm displays a Page Not
Found error.

Note
Changelist identifiers must be numeric, so there could never be a changelist called bob.

Note
Git Fusion SHA1 identifiers (or a fragment of one) work when the SHA1 refers to a single changelist. If

the SHA1 refers to more than one changelist, which can occur for Git branches, Swarm reports a 404
error.

@mention

When you write a changelist description, job description, comment, or review, use @mention to refer to
projects, changelists, jobs, and users. Use @@menton to refer to groups. Swarm automatically
creates a link for each @mention and @ @mention, so it's easy to navigate to the specified resource. For
example, when you include @job12345 in a comment, Swarm turns that text into a link that, when
clicked, displays the Jobs page for job12345.
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@mention

Note
For jobs, the @ character is optional: Swarm creates job links for any text that looks like a job
identifier, such as Job012345.

Similarly, for changes and reviews, the @ character is optional: Swarm creates change links for
change 1234, orreview links for review 2345.

When you start a code review, including a user @mention, or a group @@mention in the changelist
description automatically makes them reviewers for that code review. During a code review, including a
user @mention or group @@mention in acomment causes the mentioned user or group to receive
notifications of code review events, even if they are not a member of your project or following you or your
project.

Additional option for a user @mention:

= @*mention: include an asterisk (*) before the userid to make the user a required reviewer. See
"Required reviewers" on page 273 for details.

Additional options for a group @@mention:

= @@*mention: include an asterisk * before the groupid to make the group a required reviewer,
All votes required. See "Required reviewers" on page 273 for details.

= @@!ment1ion: include an exclamation mark ! before the groupid to make the group a required
reviewer, One vote required. See "Required reviewers" on page 273 for details.

Note
= Group mailing list enabled: notifications are sent to the group email address.

= Group mailing list disabled: notifications are sent to the group members individual email
addresses.
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Search

Search

PROJECTS
Swarm Beautiful code review for your. ..
[ USERS
swarm Swarm Admin
GROUPS
SWarm-group SWarm groug
swarm-support Swarm support team
FILES
swarm_integration //PAV/swarm_int. _.

Swarm_Intearation //PAV/Swarm_In._.

Swarm can search for users, groups, projects, and file paths. Enter keywords or path elements into the
search field, which appears at the right of the Swarm toolbar, to display any matching results.

Navigate the results with the 1 (up arrow) or | (down arrow) keys, and display the details for the result by
pressing Enter. Or, click a search result with your mouse.

Full-content searching is only available if your Swarm administrator installs the Helix Server Search Tool.
See "Search" on page 343 for details.

Q swarm code review

No results (yet._.)

Swarm updates the search results as you type. Some results should appear within a second or two. You
may have to wait a few seconds for final results to be incorporated into the results list. When Swarm
does not yet have any results, it indicates such.

JIRA integration
Swarm ships with a JIRA module that can:

m create links to JIRA when Swarm displays JIRA issue identifiers in changelists, comments, jobs,
reviews, etc.
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Avatars

m add links within JIRA back to Swarm, for JIRA issues associated with reviews or committed
changes. These links reflect the current status of associated code reviews.

By default, the JIRA module is disabled. To enable JIRA integration, see "Enabling the JIRA module" on
page 284.

Avatars

Each event in an activity stream includes an avatar, an image that represents the user responsible for the
event. Avatars help to visually tie together various events and personalize the history presented in the
stream.

Based on the email address entered in a user's or group's Helix Server account, Swarm attempts to fetch
an avatar from gravatar.com. Swarm selects an avatar from its collection of default avatars if an avatar is
not returned from gravatar.com.

ARG

Hover your mouse over an avatar to display the fullname of the user or group.

Following

Whenever you see a Follow button, for example when you are viewing a project page or user profile,
clicking the button causes Swarm to send you notifications whenever there is activity generated by the
current resource.

This is useful if, in the case of a project, you are not a project member but want to know what's happening
in the project. Or, in the case of a user, you want to see what activity that user generates.

To stop receiving naotifications, visit the project page or user profile and click the Unfollow button.

Time

Swarm typically displays the time of an event, such as when a file was created, as about X units ago.
Hover your mouse pointer over a time display to see a tooltip displaying the exact date and time of the
event.

Keyboard shortcuts
Swarm provides the following keyboard shortcuts:

= n-While viewing "Diffs" on page 155, pressing n scrolls to the next difference.
= p-While viewing "Diffs" on page 155, pressing p scrolls to the previous difference.
m ESC - While viewing a dialog, pressing ESC closes the dialog.

While entering text into a text area, pressing ESC stops text entry.
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About Swarm

About Swarm

You can discover the version of Swarm you are using:

1. Loginto Swarm.
2. Click your userid, found at the right of the main toolbar, and select About Swarm.

A dialog appears displaying the Swarm version.

Custom error pages

If Swarm encounters an error during processing, such as when a "Quick URLs" on page 202 is used that
points to a non-existent resource, Swarm displays a custom error page.

Short links

Swarm provides a short link feature that creates shorter URLs than normal to make sharing specific
views within Swarm easier. It is also possible to register or configure an alternate, shorter hostname to
have even shorter URLs. See "Short links" on page 354 for details.

Conceptually, this is identical to http://tinyurl.com, or the Twitter feature http://t.co, but is restricted to
Swarm URLs on a hostname you control.

Swarm displays a bookmark button when viewing files or folders in the depot.

Click the button to display a popup containing the short link. Press CTRL+C (on Windows and Linux), or
Command+C (on Mac OSX), to copy the short link. You can then paste the short link anywhere you'd
like to share the current file or folder view in Swarm.

Mobile browser compatibility

Swarm is intended to be used from any modern desktop browser, mobile browsers are not supported.

Markdown

It is possible to use Markdown within Swarm to add text styles to comments and project overview pages.
It is not supported in reviews.
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Markdown in comments

Markdown in comments

#1: Change 114 committed into //depot/dev/paula/doctest Bo D1 80

Test.java#l -

B owoN R

X e @

s
* Simple Hello wWorld test
)

steve.russell commentad 12 minutes ago [cE=_1
There is no copyright or other identifying information in the file comment. Please add at least:

= Standard company copyright line.
= Author name.
= More detailed explanation of the purpose of the file.

See our style guide for more details.

Reply - Edit - 9
Add a Comment
public class Test {
public static woid main(string[] args) {

System.out.println({"Hello World");
T

Add a Comment

The supported set of Markdown styles in review comments is limited to inline styles, so headers and
other structural syntax are ignored.
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bold and italics can be specified with **boT1d** or *italics*.

Unordered lists can be specified with asterisk (*) markers. Plus (+) and minus (=) signs also
work:

* This

* That

o
W

Another
Ordered lists can be specified with numbered markers:
1. First

2. Second
3. Third

Hypertext links can be specified with [Link text](http://address/page). If you don't need to add
anchor text, then a URL in the text without any markup is linkified.

You can mark inline text as code using ‘backticks'.



Markdown in comments

= You can also mark blocks of code using three backticks on aline, like:

var text = "Some code text";
alert(text);

Markdown is only supported in comments, not in the review description.

The following example shows all of the above syntax in a single example, with both the source and the
final result.

*Comments* can include **Markdown** text, which allows basic styles to be
applied to the text.

You can have unordered lists, like this:
* A Tine
* Another Tine
* A sub Tist
* Again
* Back again

or ordered lists:
First
Second

3. Third

It is possible to mark text as code { like: this } or to define a block
of text as code:

var i = 1;

var j = 10;

for (i =1; j !=1; i++) {
print i * j;

You can also [create hyper 1links](Chttp://www.perforce.com) which point to
other places.
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Markdown in projects

Comments can include Markdown text, which allows basic styles to be applied to the text.

o steve.russell (revision 1) (on Jambase, line 157) commented 5 minutes ago

You can have unordered lists, like this:

* A line

= Another line
o A sub list
< Again

= Back again

Or ordered lists:

1. First
2. Second
3. Third

It is possible to mark text as code { like: this } orto define a block of text as code:

var 1 = 1;
var j = 16;
for (1=1; j '=1; i++) {

print i * j;

b
‘You can also create hyper links which point to other places.

Reply - Edit - ¥

Markdown in projects

Project pages can have a README . md file in the root of their MAIN branch, which if present will be

displayed on the project's overview page.

If you need to change which branch is considered MAIN, and therefore from where the README . md is

read from, see "Mainline branch identification" on page 319.

Note

By default, Markdown content is displayed but is limited to prevent the execution of raw HTML and
JavaScript content. Markdown support can be configured to disabled orunrestricted

mode, see "Project readme" on page 328 for details.
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Markdown in projects

JPlugin Overview Activity Reviews Files Commits Jobs

About

_ _ P4 Plugin
A Java plugin for continuous

integration. |enkins plugin for a Perforce Helix Versioning Engine (P4D).

EEECTEEEE  Contents
* Release notes

3 -I 2 * Setup guide

MEMBERS FOLLOWER BRAMCHES
* Motes page

* Jenkins page

OWRNERS .
s Requirements
* Jenkins 1.642.3 or greater.
MODERATORS » Helix Versioning Engine 2012.1 or greater.
w * Minimum Perforce Protection of open for the Jenkins user.
* Review Build feature requires Swarm 2014.2 or greater.
MEMBERS

6. @o Install

1. Open Jenkins in a browser; e.g. http://jenkins_host:8080

FOLLOWERS 2. Browse to "Manage Jenkins’ —-> '"Manage Plugins’ and Select the 'Available' tab.
% 3. Find the 'P4 Plugin’ or use the Filter if needed
r 4_Check the box and press the 'Install without restart’ button
BRANCHES If you are unable to find the plugin, you may need to refresh the Update site.
MAIN 1. Select the "Advanced’ tab (under 'Manage Plugins’)
CANDIDATE 2_ Press the 'Check now' button at the bottom of the page.

As well as the Markdown syntax that is supported in comments and described above, the README
pages support a more extensive range of syntax, the most notable of which are described below. For a
more thorough list of syntax, see the Markdown cheatsheet.

m Headers can be defined using hash (#) marks.

# Main heading
## Sub heading
### Lesser heading

= Images can be added as well. You can either provide the full URL, or use arelative URL to
reference something in Swarm.

I[alt text](https://p4swarm/view/depot/www/dev/images/jamgraph-
jam.gif "Title Text")
Ifalt text](/view/depot/www/dev/images/jamgraph-jam.gif "Title Text")
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Markdown in projects

m Tables are supported by using pipe (|) separators between columns and colons (:) for justification.

| Tables | Look | Like this |

| Left | right: | :center: |
m |tis also possible to blockquote paragraphs using the greater than symbol (>).

> Blockquotes can be displayed like this, using the
> the greater than sign at the start of the line.

Normal text resumes here.
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5| Groups

5 | Groups

Groups are a feature of Helix Server that makes it easier to manage permissions for users. Swarm can
use groups to coordinate review activities and responsibilities. This chapter covers how to manage
groups in Swarm, including how to:

= "Add a group" below
= "Edit a group" on page 219
m "Delete a group" on page 219

See "Groups" on page 184 for an introduction to Swarm groups.

Add a group

Important

You must have super privileges in Helix Server (p4d), or have admin privileges in p4d version
2012.1 or later, to create a group. If you do not have sufficient permissions, Swarm does not display
the Add Group button.
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Add a group

1.

Click the Groups link in the main toolbar to display the groups listing page.

2. Click the + Add Group button.

213

The Add Group Settings tab is displayed:

Add Group

# Settings M Notifications

MName Name

Description Description

Owners | L | Add an Owner

Members A | Add a User or Subgroup

‘ Save | Cancel

Provide a name for the group.
Optional: provide a description.
Optional: specify an owner. This field auto-suggests users within Helix Server as you type.

Once specified, modifying the group's definition is restricted to group owners and users with super
privileges in Helix Server.

If you do not specify an owner, you must specify at least one member (below).

Optional: specify group members. This field auto-suggests projects, groups, and users within
Helix Server as you type (up to a combined limit of 20 entries).

If you specify a project, the project's members become members of the group. If you specify a
group, that group becomes a sub-group of your new group, and all of its members (and members of
any of its sub-groups) become members of your new group.

If you do not specify any members, you must specify at least one owner (above).



Add a group

7. Younow have two options, either:

m Click Save to finish adding the group. By default group members will be emailed when a
new review is requested.

Note

The Save button is disabled if any required fields are empty.

or

m Optional: configure email notifications for the group in the Add Group, Notifications tab.
See the next step for details.
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Add a group

8. Optional: click the Notifications tab to configure group email notifications.

Add Group

# Settings ™ Notifications

] Use mailing list instead of notifying by individual group member’s emails (must add email address)

Group mailing list address

Email Notifications |« Email members when a new review is requested
[ Email members when a change is committed

Adjust when notifications are sent to group members (use mailing list address to enable).

Email group members when: GReset to defauit

Check all

The group is a member of a project, and

a review is started in the project

a review or change is committed
The group is a reviewer on a review, and

files in the review are updated

tests on the review have finished

a vote is cast on a review

the state of the review changes

someone joins or leaves the review

a review or change is committed

a comment is made on the review

a comment on the review is updated
The group is a moderator on a project, and

files in the review are updated

tests on the review have finished

a review or change is committed

| Save | Cancel
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Add a group

9. Optional: add a group mailing list address by selecting Use mailing list instead of notifying
by individual group member's emails (must add email address) and entering a valid group
email address.

Note
= Group mailing list enabled: notifications are sent to the group email address.

m Group mailing list disabled: notifications are sent to the group members individual
email addresses.

The format of the email address is validated as you type.

agroup@example.c 0

agroup@E@example.com o

10. Group members can be notified when a member of the group starts a review. Group members can
be notified when a change is committed by, or on behalf of, a changelist owner who is also a
member of this group. These settings are always available even if the group mailing list is not
enabled.

Select which actions send a notification to the group:

= Email members when a review is requested: \When any member of this group creates a
review, this group will be notified.

= Email members when a change is committed: When a change is committed into
Perforce, if the owner of the changelist is a member of this group, this group will be notified.

Tip
When a user commits a changelist in Swarm, it is committed on behalf of the changelist
owner. If the changelist owner is a member of this group, this group will be notified.

Note

Members of your group may receive notification emails even if group notifications are disabled
as they may be members of a project, or follow a project or user, or Swarm's review daemon
functionality may be enabled. See Notifications for details.

216



Add a group

11.

217

Group notification settings allow you to configure which notifications are sent to the group mailing
list when events occur within Swarm (the group mailing list must be enabled). This allows you to
limit the number of emails sent to the group mailing list. These settings apply across all projects.

Note
The following group notification settings are only available if the group mailing list address is
configured.

Note

Defaults for these options are configured by the Swarm administrator, and they may force
some of these options to on or off. See "Global settings" on page 322 for how this is
configured.



Add a group

Adjust when notifications are sent to group members.

Email group members when: CReset to default

Checkall )

The group is a member of a project, and
a review is started in the project 7]l

a review or change is committed ]

The group is a reviewer on a review, and

files in the review are updated [
tests on the review have finished ]
a vote is cast on a review ]
the state of the review changes [
someone joins or leaves the review [
a review or change is committed ]
a comment is made on the review ]
a comment on the review is updated [

The group is a moderator on a project, and

files in the review are updated 2]
tests on the review have finished [«
a review or change is committed 73]

Toggle notifications for each event on or off to control whether the group receives an email when
that event occurs.

Clicking Reset to default resets the options back to system defaults.
12. Click Save.

Note
The Save button is disabled if any required fields are empty.
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Edit a group

Edit a group

Important
You must be an owner of a group, or be a user with super privileges in Helix Server, to edit a group.

. Visit the group page you want to edit.

Click the Settings tab for the group to edit group details. If you do not have permission to edit a
group, this tab does not appear.

Edit group details as required. See "Add a group" on page 212 for more details.

Click the Notifications tab for the group to edit group notifications. If you do not have permission
to edit a group, this tab does not appear.

Edit group notifications as required. See "Add a group" on page 212 for more details.
Click Save.

Note
When a group is edited, the list of associated reviews is not immediately updated to match any
changes in membership. The association with a review does not change until the review is updated.

Delete a group

Important
You must be an owner of a group, or be a user with super privileges in Helix Server, to delete a group.

219

Visit the group page you want to delete.

Click the Settings tab for the group. If you do not have permission to edit a group, this tab does
not appear.

Click Delete.
A tooltip is displayed to confirm that you want to delete this group.

Click Delete to confirm.



6 | Projects

6 | Projects

A Swarm project is a group of Helix Server users who are working together on a specific codebase,
defined by one or more branches of code, along with a job filter, and automated test integration. This
chapter covers Swarm's project management capabilities, including how to:

= "Add a project" below
= "Edit a project" on page 229
= "Membership" on page 229

m "Delete a project" on page 233

See "Projects" on page 188 for an introduction to Swarm projects.

Add a project
1. Onthe Swarm home page, click the + icon at the top-right of the projects sidebar.
Note
The ability to add projects can be limited to administrators only, or limited to members of

specific groups. When limited, users who are not administrators, or a member of the specified
group, will not see the + icon at the top-right of the projects sidebar.

The Add Project page is displayed:
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Add a project

Add Project

Name

Description

Owners
Members

Default Reviewers

Private
Branches
Job Filter

Email Notifications

Automated Tests

Automated Deployment

2. Provide a name for the project.

3. Optional: provide a description.
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| MName

Description

[} Only Owners and Administrators can edit the project

i §

a Member

A | Add a Default Reviewer

[ Only Moderators, Members and Owners can see the project

+ Add Branch

¢ Email members and moderators when a new review is requested

¥ Email members, moderators and followers when a change is committed

| Enable

| Enable




Add a project

4. Optionally select the Only Owners and Administrators can edit the project checkbox. \When
checked, afield is displayed allowing you to add a new owner. The field auto-suggests users
within Helix Server as you type.

Note
You cannot specify a group as an owner.

Once specified, modifying the project's definition is restricted to project owners and administrators
(users with admin-level or super-level privileges in Helix Server).

5. Specify at least one team member. This field auto-suggests projects, groups, and users within
Helix Server as you type (up to a combined limit of 20 entries).

Important
During project creation, if you do not have admin privileges and you do not add yourself as a

member or as an owner, you cannot edit this project's configuration later.

See "Membership" on page 229 for more details.
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Add a project

6. Optional: specify Default Reviewers for the project.
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This field auto-suggests users, and groups within Helix Server as you type (up to a combined limit
of 20 entries). Click on the user or group to add them as a default reviewer. Each time a new
review is created, the default reviewers will be added to the review.

m Users: click the staricon to the left of the userid to toggle whether their vote is required or
not. A solid star means that their vote is required to approve a review, whereas the outlined
star means that their vote is optional.

m  Groups: click the staricon to the left of the groupid , and select whether the group is a
required reviewer (one vote), a required reviewer (all votes), or an optional reviewer. A solid
star means that all group member votes are required to approve a review, a solid star with a
1 inside means at least one group member must vote up and no group members vote down
to approve areview, and the outlined star means that the group vote is optional.

Click the X icon to the right of the userid or groupid to remove that default reviewer from the default
reviewers list.

Important
When a review is part of multiple projects/project branches:

m The default reviewer lists for all of the projects and project branches the review is part of
are combined and added to the review.

m [f a default reviewer has different reviewer options set on projects and project branches
that the review is part of, the strictest reviewer option is used for the review.

Example: A review is created and it is part of Project A, Project B, and Project
Branch b.

Project A: default reviewer X is an Optional reviewer
Project B: default reviewer X is an Optional reviewer
Project Branch b: default reviewer X is a Required reviewer

Result: default reviewer X is added to the review as a Required
reviewer

Note

If users or groups are @mentioned in a new changelist description that includes #review,
they will be added to the review as reviewers. If any of these reviewers are already specified
as default reviewers they will not be added to the review again, the reviewer's most restrictive
reviewer option is used for the review.



Add a project

Note
If a default reviewer is deleted from Helix Server they will not be added to new reviews.

7. Optional: click the Private checkbox to make this project private. Private projects and their
associated reviews are only visible to project owners, moderators, and members, plus users with
super privileges in Helix Server.

For more information, see "Private projects" on page 194.
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8. Optional: click + Add Branch to display the branch drop-down dialog.

Mame

| Branch Name

Paths

lldepot/path/to/branch/...

Default Reviewers

X | Add a Default Reviewer

[ Only Moderators can approve or reject reviews

a. Entera short Name for your branch.
b. Enter one or more branch paths in the Paths field, one per line.

Note
Each branch path should be expressed in depot syntax. Wildcards should not be used;

the only exception is the branch path can end with the Helix Server wildcard ...
For example: //depot/main/swarm/...

For more information, see the File Specifications chapter of the P4 Command Reference
guide.
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Add a project

c. Optional: specify Default Reviewers for the project branch.

This field auto-suggests users, and groups within Helix Server as you type (up to a combined
limit of 20 entries). Click on the user or group to add them as a default reviewer. Each time a
new review is created, the default reviewers will be added to the review.

m Users: click the staricon to the left of the userid to toggle whether their vote is
required or not. A solid star means that their vote is required to approve a review,
whereas the outlined star means that their vote is optional.

m  Groups: click the staricon to the left of the groupid , and select whether the group is a
required reviewer (one vote), a required reviewer (all votes), or an optional reviewer. A
solid star means that all group member votes are required to approve a review, a solid
star with a 1 inside means at least one group member must vote up and no group
members vote down to approve a review, and the outlined star means that the group
vote is optional.

Click the Xicon to the right of the userid or groupid to remove that default reviewer from the
default reviewers list.

Important
When a review is part of multiple projects/project branches:

m The default reviewer lists for all of the projects and project branches the review is
part of are combined and added to the review.

m [f a default reviewer has different reviewer options set on projects and project
branches that the review is part of, the strictest reviewer option is used for the
review.

Example: A review is created and it is part of Project A, Project B, and
Project Branch b.

Project A: default reviewer X is an Optional reviewer
Project B: default reviewer X is an Optional reviewer
Project Branch b: default reviewer X is a Required reviewer

Result: default reviewer X is added to the review as a
Required reviewer

Note

If users or groups are @mentioned in a new changelist description that includes
#review, they will be added to the review as reviewers. If any of these reviewers are
already specified as default reviewers they will not be added to the review again, the
reviewer's most restrictive reviewer option is used for the review.
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Note
If a default reviewer is deleted from Helix Server they will not be added to new reviews.

d. Optional: check the Only Moderators can approve or reject reviews checkbox. When
checked, afield is displayed allowing you to add a new moderator. The field auto-suggests
groups and users within Helix Server as you type.

If a group is specified as a moderator, all of the members of that group have the same
moderator privileges for that project branch as if they were added individually.

Once the branch specification is complete and the project has been saved, changing the
state of any review associated with this moderated branch is restricted as follows:

Only moderators can approve or reject the review. Moderators can also transition a
review to any other state.

The review's author, when not a moderator, can change the review's state to Needs
Review, Needs Revision, Archived, and can attach committed changelists.

Normally, the review's author cannot change the review's state to Approved or
Rejected on moderated branches. However, authors that are also moderators have
moderator privileges, and may approve or reject their own review.

Whendisable_self_approve is enabled, authors who are moderators (or
even users with admin privileges) cannot approve their own reviews.

Project members can change the review's state to Needs Review or Needs
Revision, and can attach committed changelists. Project members cannot change
the review's state to Approved, Rejected, or Archived.

Users that are not project members, moderators, or the review's author cannot
transition the review's state.

For the review's author and project members, if a review is not in one of their
permitted states, for example if the review's state is Rejected, they cannot transition
the review to another state.

These restrictions have no effect on who can start a review.

e. Click the Done button to accept your branch specification.

Once the branch definition has completed, if any moderators were specified, the number of
moderators for that branch is displayed in the list of branches:
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10.

11.

Branches Design ~ | 2 Moderators
Main ~ | 2 Moderators
Candidate ~ | 3 Moderators

+ Add Branch

Optional: specify a job filter. The job filter allows you to specify criteria that are used to associate
jobs with projects. For example, entering Subsystem=ProjectA associates jobs whose
subsystem field is set to ProjectA with the current project.

Note
This job filter is simpler than the filters available in other Helix Server clients. The filter must be

expressed as Tield=value pairs; bare keywords are not permitted. The asterisk for
wildcard matching is permitted, but no other filter expression syntax is permitted.

By default project members and moderators are notified when a new review is started. Project
members, moderators, and followers are notified when a change is committed.

Select which actions send a notification:

= Email members and moderators when a new review is requested: When a new
review is requested for the project, all project members and moderators of the project are
added to the email notification list.

= Email members, moderators and followers when a change is committed: When a
change is committed for the project, all project members, project moderators and project
followers of this project are added to the email notification list.

Note
m When a group is a project member or project moderator, all of the members of that group

are notified using the same logic as for individual project members and moderators.

= Any "@mention" on page 202 users and groups, or users and groups who are explicitly
added to a review or changelist, will receive notifications even if new review/committed
review notifications are disabled.

Optional: click the Enable checkbox beside Automated Tests to display the automated tests
configuration fields.

Specify a URL that triggers a test execution. Use the special arguments described in the dialog to
help compose a URL that informs your test suite with important details. For more details, see
"How can | integrate my test suite to inform review acceptance or rejection?" on page 37
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12.

Optional: click the Enable checkbox beside Automated Deployment to display the automated
deployment configuration fields.

Specify a URL that triggers a deployment of the project's code. Use the special arguments
described in the dialog to help compose a URL that informs your deployment program with
important details. For more details, see "How can | automatically deploy code within a review?" on
page 42

13. Click Save.
Note
The Save button is disabled if any required fields are empty.
Important
It is possible to create a project that you cannot edit. This can happen if you have specified
owners but not yourself as an owner, or if you have not specified yourself as a member. Swarm
can detect some (but not all) such situations when you save a project; when it does detect
such a situation, a warning dialog is displayed.
If you see this dialog, click Continue to save the project without your ownership/membership,
or click Cancel within the dialog to continue editing the project. The project page's Save and
Cancel buttons are disabled while this dialog is visible.
Edit a project

1. Visit the project page you want to edit.

2. Click Settings in the project's toolbar.

3. Edit the project's details as required. See "Add a project” on page 220 for more details.

4. Click Save.

Note

By default, any member of a project can edit the project's configuration. Administrators can configure
Swarm to prevent changes to the project's name and branch definition(s). See "Projects" on page 326
for details.

Membership

Membership in a Swarm project identifies users as belonging to the project, making them part of the

team.

The are only a few notable differences between project members and non-members:
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: Non- S
Difference Member Member Description
"Notifications" on v x Members receive project notifications; non-
page 195 members do not.
"Avatars" on v X The project's home page features member's
page 205 avatars.
"States" on v x Members can transition code review states;
page 278 non-members cannot.

There are two ways to become a member of a project in Swarm:
1. Add a project and make yourself a member.

2. Ask amember of an existing project to add you as a member.

Note
If the project has any owners specified, you need to ask a project owner to add you as a
member.

Note
Users with super privileges in Helix Server can always adjust the settings for any project, including
adjusting membership.

Add a member

If you are an owner of a project, or a member of a project without specified owners:

1. Visit the project page that needs the new member.

2. Click Settings in the project's toolbar.
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3. The Members text field lets you specify a Swarm project, Helix Server group, or Helix Server user
to add to the members for this project. The field auto-suggests projectids, groupids, and userids by
matching what you have typed so far against the list of users in the Helix Server.

When you specify a project or group, all of the members of that project or group become members
of this project. Swarm does not display all of the individual users, but it does provide a visual
separation: project or group names are displayed first, with a darker blue background.

Members L | Add a Member

Groups:
Individuals:

allison_clay % J jack boon %

When you hover your mouse over a member project or group, a tooltip appears displaying up to
100 of the userids of the project's or group's users.

4. Click Save.

Remove a member

If you are an owner of a project, or a member of a project without specified owners:

1. Visit the project page that has a member you want to remove.
2. Click Settings in the project's toolbar.

Known members of the project are displayed beneath the Members text field, with a medium blue
button representing projects or groups and a light blue button representing individual users.

Click the X next to the project id, group id, or userid you want to remove.
4. Click Save.
Warning

You are able to remove your own membership or ownership. Doing so could prevent you from
managing the project.

Owners

A project owneris a Helix Server user that controls the configuration for a project. An owner does not
need to be a member of a project, but once Only Owners and Super Users can edit the project has
been set, only an owner or user with super privileges in Helix Server can edit any project settings.
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Moderators

A project moderator is a user assigned to moderate reviews for a specific branch associated with a
project. See how to specify moderators.

When Only Moderators can approve or reject reviews is set for a project branch, changing the state
of any review associated with the moderated branch is restricted as follows:

= Only moderators can approve or reject the review. Moderators can also transition a review to any
other state.

m Thereview's author, when she is not a moderator, can change the review's state to Needs
Review, Needs Revision, Archived, and can attach committed changelists.

Normally, the review's author cannot change the review's state to Approved or Rejected on
moderated branches. However, authors that are also moderators have moderator privileges, and
may approve or reject their own review.

Whendisable_self_approve is enabled, authors who are moderators (or even users with
admin privileges) cannot approve their own reviews.

m Project members can change the review's state to Needs Review or Needs Revision, and can
attach committed changelists. Project members cannot change the review's state to Approved,
Rejected, or Archived.

m Users that are not project members, moderators, or the review's author cannot transition the
review's state.

m Forthe review's author and project members, if a review is not in one of their permitted states, for
example if the review's state is Rejected, they cannot transition the review to another state.

These restrictions have no effect on who can start a review.

Default reviewers

User and group default reviewers can be set for individual projects and project branches. Each time a
new review is created in the project or project branch, the default reviewers will be added to the review.
See projects and project branches for adding default reviewers.

m A user can be set as a required reviewer or an optional reviewer.

m A group can be set as a required reviewer (one vote), a required reviewer (all votes), or an optional
reviewer.

Important
When a review is part of multiple projects/project branches:

m The default reviewer lists for all of the projects and project branches the review is part of are
combined and added to the review.
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m |f a default reviewer has different reviewer options set on projects and project branches that the

review is part of, the strictest reviewer option is used for the review.

Example: A review is created and it is part of Project A, Project B, and Project
Branch b.

Project A: default reviewer X is an Optional reviewer
Project B: default reviewer X is an Optional reviewer
Project Branch b: default reviewer X is a Required reviewer

Result: default reviewer X is added to the review as a Required reviewer

Note

If users or groups are @mentioned in a new changelist description that includes #rev-iew, they will
be added to the review as reviewers. If any of these reviewers are already specified as default
reviewers they will not be added to the review again, the reviewer's most restrictive reviewer option is
used for the review.

Note
If a default reviewer is deleted from Helix Server they will not be added to new reviews.

Delete a project

Note

m Users with super or admin privileges in Helix Server can delete projects.
m Project owners can delete projects that they own.

m |f a project has no owners, any member of the project can delete the project.

When you delete a project:
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The deleted project is removed from the Swarm project list on the dashboard, and from project
searches.

The deleted project is removed from the profile page of the project owners, members, moderators,
and followers.

The project name is removed from the Project column on the "Reviews list" on page 241 page.

Reviews that belong to the deleted project are not changed. The open and closed reviews remain
accessible, their review states, comments, and tasks can be modified as normal.

Reviews that belong to the deleted project, the project branch name link in the review heading is
replaced with a link to the common depot location that contains the files included in the review.



Delete a project

Note
The deleted project name cannot be reused for a new project. This behavior is not case sensitive, this
means that if you delete a project called Project B you cannot create a new project called project b.

Use the following steps to delete a project:

1. Visit the project page you want to remove.
2. Click Settings in the project's toolbar.
3. Click Delete.
A tooltip appears to confirm whether you want to delete this project.

4. Click Delete to confirm.
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7 | Code reviews

A code review is a process in which other developers can see your code and provide feedback that can
suggest ways to improve the code's structure, performance, maintainability, and interaction with other
code.

Benefits

Some of the benefits of code review are:

m Enforcing coding standards: code reviews can catch code that does not meet your team's coding
standards. This improves the readability and consistency of your codebase.

m Knowledge and experience sharing: your team can help you learn to code better. This is
particularly useful for developers new to the team.

m Early defect detection: small errors can be caught before they become problems later on.

m Code sharing: code reviews spread knowledge of the current codebase, which helps both with
maintaining a mental model of the overall project, as well as defending against developer
absences.

m Better personal review: knowing that someone might catch a simple coding error often increases
the review developers perform of their own code.

Swarm attempts to provide these benefits without adding onerous overhead for developers.

Facilities

Swarm provides the following code review facilities. In the list, the term author refers to the person who
creates a change to be reviewed, reviewer refers to any authenticated Swarm user performing code
review tasks, and required reviewer refers to a reviewer whose up-vote is required before a review can be
approved.

m Authors can request reviews, and can designate reviewers and required reviewers.
m Reviewers can start a code review on existing changes.

m Reviewers can add themselves to a review to indicate that they are participating in the review and
sharing responsibility for the review.

m Reviewers can add comments to a changelist, to a specific file in a changelist, or to a specific line
in a file, using Markdown text.

m Reviewers can vote on a review, to indicate their approval or disapproval.
m Required reviewers can prevent a review from becoming approved until they up-vote the review.

m Projects with assigned moderators limit review approval to one of the moderators.
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m Reviewers can mark changes as needing revision, approved, rejected, or to be archived for future
consideration.

m Reviewers can commit approved changes if necessary.

Advisory nature

Currently, Swarm's default code review workflow would best be described as advisory. Swarm provides
only a few mechanisms to structure or restrict code review workflows, such as:

m A required reviewer, which is any user designated by a review author, project member or
moderator, or is any authenticated user that joins a review and makes their vote required, can
prevent reviews from being approved until they up-vote the review. See "Required reviewers" on
page 273 for details.

m Branch moderators, when configured for one or more branches in a project, prevent reviews from
being approved (or rejected) without their involvement. See "Add a project" on page 220 for details.

= Administrators can optionally enable triggers in the Helix Server that can enforce that submitted
changes are associated with approved reviews, and can enable strict matching of the contents of
a changelist to the contents of an associated, approved code review. See "Helix Server
configuration for Swarm" on page 97 and "Trigger options" on page 358 for details.

m Administrators can optionally configure Swarm to prevent reviews with open tasks being approved
or, approved and committed, see "Prevent Approve for reviews with open tasks" on page 339.

Agile development teams should find sufficient capability within Swarm to make code reviews a regular
part of their workflow. Swarm's development team has been using it regularly during development of
Swarm. If you have ideas and suggestions for improvement, please contact us.

Models

There are three code review models: pre-commit, post-commit, and the Git Fusion model. Which model
you use for code reviews with Swarm is up to you.

Pre-commit model

The pre-commit model is possible due to Helix Server's shelving feature. Shelving enables you to
temporarily make copies of your files available to other users without committing the changes into the
depot. Shelving can be a very handy way for developers to create a backup, or to handle local workspace
changes that might otherwise lose work in progress, without having to commit code that might
destabilize a codebase.

Swarm uses the shelving feature in Helix Server to manage code reviews. Shelving allows reviewers to
easily acquire a copy of the code to be reviewed, and allows updates to the reviewed code prior to
submission.

For more information on shelving, see Shelve Changelists in Helix Versioning Engine User Guide.
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Post-commit model

Post-commit model

The post-commit model can be used if your team's development processes preclude the use of shelving.
Code must be committed to the Helix Server before code review can begin, which reduces the
opportunity to fix problems before, for example, a continuous integration system notices problems.
However, code reviews can be started for any existing code regardless of how long it has been
committed.

Git Fusion model

Perforce Git Fusion provides repo management for Git repositories, and provides workflows that enable
Git and Helix Server users to collaborate on the same projects using their preferred tools.

The Git Fusion model is similar to the pre-commit model; changes in your local repo can be pushed for
review to a named Helix Server branch in the Git fusion repo configuration, making your proposed
changes available so that others can review and comment on them prior to committing them to the target
branch. Git Fusion and Swarm work together to create a review branch and container for the pre-commit
collaboration.

The Git Fusion model has several limitations that you should be aware of:

m The target branch for Git Fusion-created reviews must be a fully populated branch, and must be
listed in the repo-specific Git Fusion configuration.

See Setting up Repos in the Git Fusion Guide for details on converting a lightweight branch into a
fully populated Helix Server branch.

m Reviews created with Git Fusion can only be updated from Git Fusion.

= You cannot clean up history and then push your changes to the same review. If you perform a Git
rebase, you should push your changes as a new review.

m A Git Fusion review does not currently display the individual task branch commits that make up
the review. Only the merged commit diffs are shown.

For more information on Git Fusion, see the Git Fusion Guide.

Internal representation

Swarm-managed changelists

A code review consists of one or more shelved changelists that Swarm manages. A shelved changelist
is a pending changelist that has a snapshot of its files on a shelf associated with the changelist.

When a review is started, Swarm creates a new changelist that becomes the review changelist. What
happens afterwards varies:

m [f the review contains uncommitted work (the pre-commit model), Swarm copies the shelved files
from the user's changelist that initiated the review into the review's changelist.
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Internal representation

= Any time that a user's changelist associated with the review has its shelved files updated, Swarm
copies the shelved files into its review changelist and creates an archive changelist. An archive
changelist is no different from any other pending changelist with shelved files, but it allows Swarm
to provide versioning and diffs within a review.

m |f the head version of a review is committed (the post-commit model), the review's changelist is
emptied of files.

The review's changelist is never actually committed; this allows the review to be opened later with
additional shelved changes.

Important
Swarm’s managed review changelists should only be deleted if you are uninstalling Swarm.

Swarm's review changelists maintain the history of a review and all of its feedback. The deletion of a
Swarm shelved changelist causes instability and potentially data loss, and represents a scenario that
can be very challenging to recover from, even with the engagement of Perforce consultants.

You can display a list of all of the Swarm-managed changelists using the p4 changelists
command:

$ p4 changelists -u swarm

Change 1212285 on 2015/07/31 by swarm@swarm-96017af4-5615-9819-7af1-
6fclfa537214 *pending* 'Add requirements and instructions'

Change 1212284 on 2015/07/31 by swarm@swarm-96017af4-5615-9819-7af1-
6fclfa537214 *pending* 'Add requirements and instructions'

swarm is the userid with admin-level privileges within the Helix Server that Swarm is configured to
use. Use the appropriate userid when you run the p4 changelists command.

Swarm-managed workspaces

Whenever Swarm creates a changelist for a review, it uses a client workspace (or just workspace)
associated with the configured Helix Server userid that has admin privileges. Whenever a user commits
a change via Swarm's user interface, Swarm uses a workspace associated with that user.

To learn more about workspaces, see Helix Server as a version control implementation in the Solutions
Overview: Helix Version Control System Guide.

The workspaces that Swarm creates and uses live in the SWARM_ROOT/data/clients folder.

Inside the clients folder, Swarm maintains a user-specific folder that contains any workspace folders that
may be required. Each user-specific folder is named by converting their Helix Server userid into
hexadecimal to avoid any characters that would be problematic in the filesystem, such as slashes,

accents, UTF-8 characters, etc. For example, the folder for the user steve.russell would be named
73746576652e72757373656¢6¢C
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Internal representation

Within the user-specific folder are the folders that become the root of each workspace. Each of these
folders is named with a globally-unique identifier (GUID) prefixed with Swarm-, for example swarm-
438d482b-1f107-9a35-c06c-86ac68136b00. Accompanying each folder is a lock file with

the same name plus the .lock extension. Finally, the user-specific clients folder contains a management
lock file called manage . Tock

Here is an example of the folder structure:

SWARM_ROOT/
data/
clients/
73746576652e72757373656¢c6¢/
manage. lock
swarm-438d482b-f107-9a35-c06c-86ac68136b00/
swarm-438d482b-f107-9a35-c06c-86ac68136b00. Tock
swarm-8388362a-233d-0cb9-3e90-895eaaa99f6c/
swarm-8388362a-233d-0cb9-3e90-895eaaa99f6c. Tock
7061756c612e6261796c65/
manage. Tock
swarm-da7de4b4-0ecb-12c8-1b35-f3e32bb18033/
swarm-da7de4b4-0ecb-12c8-1b35-f3e32bb18033. Tock

Here are the steps Swarm takes when it needs to use a client:

1. Convert the current connection's userid to hexadecimal.

2. Check to see whether a user-specific folder exists within SWARM_ROOT/data/cl1ients;if
not, create the folder.
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Internal representation

3. Within the user-specific folder, loop over any existing workspace folders and attempt to lock each
in turn:

If alock is acquired skip to the next step. Otherwise, perform the following procedure.
Create workspace procedure:
a. Check if the max number of clients for the current user has been reached:
m [f so, wait a short amount of time (50 milliseconds), and start step 3 again.
m If not, proceed to the next step.
b. Takealock onmanage. lock.
c. Check if the max number of clients for the current user has been reached:

» If so, release the manage . Tock, wait a short amount of time (50 milliseconds), and
start step 3 again.

m If not, proceed to the next step.
d. Create a new workspace folder using a GUID-based filename, and take a lock on the folder.
e. Releasethemanage. lock lock.
4. Perform the necessary file operations using the locked workspace folder.

5. Revert the file content within the workspace folder to avoid having constantly growing disk space
use.

Note
There may occasionally be stray files left; Swarm is not aggressive about cleaning up.

6. Swarm releases the lock on the workspace folder.

Most users should only require 1-2 workspaces, and those are only required if they commit from Swarm.
The admin user that Swarm is configured to use should only use one workspace per configured worker.

By default, the number of workspaces that could be active at any given instant is two times the number of
configured workers. Since the default worker count is three, Swarm would use at most six workspaces
simultaneously.

If the workspace limit is reached, further file processing is blocked until a workspace becomes available.
Potentially, this means that users could encounter timeouts. Configuring Swarm to use more workers
could solve that issue.

Removal considerations

Administrators might wish to remove Swarm-managed workspaces. There are a few considerations that
should be assessed prior to removal:

m |deally, you should stop the web server (taking Swarm out of service) before removing a Swarm-
managed workspace from the Swarm server; this eliminates the risk of removing a workspace
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that is in use.
If you do not stop the web server first, Swarm may encounter an error during a submit.

m Removal of a Swarm-managed workspace folder does not remove the client spec from the Helix
Server. Unless the client spec is removed, that workspace effectively becomes orphaned.
Orphaned clients are, of themselves, not a big concern as the storage and performance impact is
negligible.

m Removal of a Swarm-managed workspace's corresponding client spec in the Helix Server can be
done. However, you should never remove a client spec that has associated shelved files.

Usually, the only client specs that should have associated shelved files belong to the admin
account that Swarm is configured to use. All other workspaces that may exist for other users are
primarily used for submitting changes, and so should not have shelved files associated.

Reviews list
The code review list helps you keep track of code reviews that:

m Have been requested and are awaiting review
= Are underway

m Have been accepted, rejected, or archived

To see all available reviews, click the Reviews link in the main toolbar.

The Reviews page lists open and closed reviews for all projects in the Helix Server.

Reviews

Opened [EJ = Closed

M Al Projects ~ F AR | SO ® £ & E A A v 4 .- e n Q  Sear
ID L Description Project Created ~ @ R/O ® LIy
234 o Updating tests for test-19.txt, test-data-data 26 days ago ® ] &
232 o Updating tests for test-18._txt, test-data-data 26 days ago ® Iy A
230 o Updating tests for test-17.ixt, test-data-data 26 days ago ® ] &

The Opened and Closed tabs display:

= Opened tab: displays a list of all code reviews that have started, are being reviewed, are awaiting
revisions, or need to be committed.

m Closed tab: displays alist of all code reviews that have been approved and committed, rejected,
or archived.

Each review displays the following information:
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I
w
®

77 * Adding admin files to documentation. #review @@!docs 28 days ago

0/1

m Thereview id

m The avatar of the review's author

m Thereview's description

m The associated project's name and branch

m When the review was created or when the review was last updated depending on the Result
order button setting.

When review results are older than 24 hours they are displayed in numerical order within each day.
Created

rested

Last activity

To change the sort order, click the Result order button and select Created or Last activity from
the dropdown menu:

» Created: Reviews sorted by when they were created
« Last activity: Reviews sorted by when they were last updated
Note
« If the Result order button is not displayed reviews are sorted by when they were created.

» Result order button display is a global setting controlled by the Swarm administrator.
See "Reviews filter" on page 335 for details.

= Anicon indicating the current review state
= Anicon indicating the review type. This can be Pre-commit or Post-commit.
= Anicon indicating the test suite state

m A counter for the number of open (non-archived) comments that are associated with the review.
Hover your mouse over the comment count to display a tooltip showing the number of archived
comments associated with the review.

= Anindicator showing the number of up votes and down votes

Note
Hover your mouse over any of the icons to see tooltips.

"Projects" on page 188 and "Groups" on page 184 have their own review lists that display reviews
created by their members.
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Filtering reviews

Filtering reviews
The following filtering options are available for code reviews:

m Project: a dropdown menu that lets you filter which reviews to display based on project:
M My Projects =

All Projects
My Projects

Project

Commons
Frodo

Git Fusion
Helix Training
P4PHP

Swarm

o All Projects: all reviews are displayed for all projects.

o My Projects: all reviews for all of the projects you are participating in, as a member, owner,
moderator, or follower.

» Project Search: An auto-complete search field that allows you to choose one of the projects
defined in Helix Server. Once specified, only reviews for the selected project are displayed.
Click the X button to remove a projectid after it has been specified.

« Select Project: selecting a project name displays only reviews for that project.
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m Users: a dropdown menu that lets you filter which reviews to display based on user involvement:
L Al~

All Beviews
Feviews |'ve Authorad
Feviews |'m Participating In

Reviews |'ve Authored Or Am Farticipating In

Authored By

« All Reviews: displays all reviews.
« Reviews I've Authored: displays reviews that you have authored.

» Reviews I'm Participating In: displays reviews that you are a reviewer of, but not an author
of.

« Review I've Authored Or Am Participating In: displays reviews that you have authored,
or are a reviewer of.

« Specific User: An auto-complete search field that allows you to choose one of the user
accounts defined in the Helix Server. Once specified, only reviews authored by the user are
displayed. Click the X button to remove a userid after it has been specified.

When you select one of the available options, the list of options updates to match the currently
selected filter, and the Users dropdown indicates the current filter: All, Author, Participant, or
userid.

m Reviewer presence, (Opened tab only):
 SEEE

» Has Reviewers: displays reviews that have one or more reviewers.
« No Reviewers: displays reviews that have no reviewers.

= Review state, (Opened tab only):
® 7 &

« Needs review: the review's changes need to be reviewed.

« Needs revision: the review's changes have been reviews, but further revisions are required
before the review can be accepted.

« Approved: the review's changes have been approved, and should be committed.
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= Review state, (Closed tab only):
Lo P

« Approved: the review's changes have been approved, and should be committed.
. Rejected: thereview's changes have been rejected.
« Archived: thereview's changes have been put aside.

m Test status:
E A

» Tests pass: when automated tests are enabled for the associated project, and the test suite
execution succeeds, Swarm updates the review accordingly.

« Tests fail: similar to the Tests pass state, except that the test suite execution has failed.
Check with your test suite to determine why the tests failed.

m Vote status:
A v 4

« Voted up: | have voted the review up.
« Voted down: | have voted the review down.
« Not voted: | am a participant but have not voted on the review.

Filters for voting only apply to reviews which you are a participant of. Commenting on or
voting on a review will automatically add you as a participant. If you leave the review after
commenting on it, then this review will not be included in the list.

= Comment status:
m m

« Has comments: | have commented on the review.
« Does not have comments: | have not commented on the review.

Filters for commenting only apply to reviews which you are a participant of. Commenting on
or voting on a review will automatically add you as a participant. If you leave the review after
commenting on it, then this review will not be included in the list.

m Bookmark: review filters can be remembered by bookmarking the page, and this icon acts as a
reminder of that.

m Search term: where review descriptions match your search string.
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Review display

Q, | Search

Swarm updates the URL in your browser to reflect filtering options. This makes it easy to bookmark or
share review list URLs. Swarm maintains the current filtering if you click on a review link and then use
your browser's back button to return to the review list.

Review display

During a code review, reviewers spend most of their time using the review interface:

JPlugin Activity Reviews Files Commits Settings

Review 135

Review requested 6 months ago for main, committed & months age in 134 & Mearkall comments read Mark all comments unread & AddChange | B8 Downlozd 2p A

Tidying up some of the code to fix some of the edge conditions.

Also putting some support for future features in place. #review @@triage

Add a Comment

+ Addjob

Tasks &= Reviewers # Groups:  Individuals:

m0v0 Y0 AOVO W .
T G ré @

ki Files @] ™ Comments [@)  © History i Send All Notifications

v Base version for this review % | #1 by allison claybome - 5 months ago - committed in 134 % L = = . & = =
#1: Change 134 committed into //projects/jplugin/main/src/main/java/org/jenkinsci/plugins/p4/browsers G5 Bo Bo
@ FishEyeBrowser java#2 z @

B OpenGrokBrowser java#?2
B P4Browser java#2

@ P4AWebBrowser java#2

e e e @
9 8 o @

B swarmBrowser java#2

Tip: Use|n |and @ to cycle through the changes.

The review interface is very similar to the changelist interface; and provides largely the same
functionality, but has several notable differences that are described in the following sections.

Add Change button

Once a review has been started you can add a changelist to the review. It can be useful to add
changelists to an existing review. For example, if follow up changes are made to files in a review or if you
need to group a number of changelists under a single review.

The Add Change button in the review heading is used to add a changelist to an existing review:
‘ Review requested 6 months ago for main, committed 6 months ago in 134 & Markall comments read Mark all comments unread & AddChange | B8 Downlosd zip ES

Tidying up some of the code to fix some of the edge conditions. ./

Also putting some support for future features in place. #review @@triage
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Deployment status

The options available in the Add Change dropdown menu depend on whether the review is pre-commit
or post-commit:

m Pre-commit reviews:

« Append Pending Changelist: when you add a pending changelist to a review, the files in
the changelist are appended to the existing files in the review, see "Append a pending
changelist to a review" on page 266.

» Replace with Pending Changelist: when you add a pending changelist to a review, all of
the files in the review are replaced with the files in the changelist you are adding to the
review, see "Replace review with a pending changelist" on page 268.

» Replace with Committed Changelist: when you add a committed changelist to a review,
all of the files in the review are replaced with the files in the changelist you are adding to the
review, see "Replace review with a committed changelist" on page 270.

Note
If you replace a pre-commit review with a committed changelist, the new version of the
review will be a post-commit review.

m Post-commit reviews:

« Replace with Pending Changelist: when you add a pending changelist to a review, all of
the files in the review are replaced with the files in the changelist you are adding to the
review, see "Replace review with a pending changelist" on page 268.

Note
If you replace a post-commit review with a pending changelist, the new version of the
review will be a pre-commit review.

» Replace with Committed Changelist: when you add a committed changelist to a review,
all of the files in the review are replaced with the files in the changelist you are adding to the
review, see "Replace review with a committed changelist" on page 270.

Deployment status

When automated deployment has been configured for a project, the deployment success A or failure

is indicated in the review's heading. If your deployment program can provide a URL that provides
details of the deployment, the indicator becomes linked; click the indicator to see the deployment results.
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Test status

Test status

&

When continuous integration has been configured for a project, test success or failure E is
indicated in the review's heading. If your continuous integration tests can provide a URL that provides
details of a test run, the indicator becomes linked; click the indicator to see the test details.

When you hover your mouse over the test status indicator, Swarm indicates the test status and how long
ago that status was achieved.

Review state

The Request Review button is replaced with the review state drop-down button that indicates the
review's current disposition. See "States" on page 278 for more information.

Edit description

An Edit Description icon rd appears in the review's description, which allows you to update the
description to reflect any updates have been made during the review.

Tasks

Comments can be flagged as tasks, for more details on working with tasks see Tasks.

Note

If Swarm is configured to prevent approval of reviews with open tasks and a review has open tasks,
the Approve, and Approve and Commit options will not be available for the review. This option is
configured by an administrator, see "Prevent Approve for reviews with open tasks" on page 339.

To approve, or approve and commit a review with open tasks, you must address the tasks first and
then set them to Task Addressed, or Not a Task, see "Set a task to Task Addressed or Not a Task"
on page 164 for details.

A summary of the number and status of comments flagged as tasks is displayed below the code review
description. Archived comments that are flagged as tasks are not included in the summary.

Tasks =
W1l «0 w0
Click the Task list button i= to display a dialog listing all tasks associated with the review:
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Tasks X
X | Reporter Name | v ¥
Status Reporter Description
Open steve russell Mot very descriptive.
Open alex.randolph lagree, can you add more detail please.

Addressed alex.randolph Spotted a spelling mistake, the first word in the introductory paragra. . .

Cancel

Within the Tasks dialog, you can filter the tasks by the reporter (the userid of the user who created the
task), and/or by task state:

m Click the Red Flag button to display only open tasks (comments that need to be addressed).

m Click the Green Check Mark button to display only addressed tasks (comments that have been
addressed).

m Click the Blue Double-check Mark button to display only verified tasks (comments that have
been addressed and verified).

Note
Archived tasks do not appear in the Tasks dialog.

To view a particular task, select the task in the Tasks dialog, and click the View button. Alternately you
can double-click on the task in the Tasks dialog. The Tasks dialog closes and Swarm adjusts the review
display so that the chosen task is in view.

Reviewers

A Reviewers area appears below the review's description whenever a review has one or more reviewers,
oryou are logged in.

Reviewers # Groups: Individuals:
TS 928 ©
®rd

This area includes, from left to right, the edit reviewers button L the current up and down vote counts,
the avatars of current reviewer groups, and the avatars of the current reviewers.
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Reviewers

Note

By default, reviewer group members are not displayed in the /ndividuals area of the reviews page
when they interact with a review (vote, comment, update, commit, archive, etc.). This avoids
overloading the Individuals area with individual avatars if you have large reviewer groups.

An exception to this behavior is when a member of a reviewer group is also an individual required
reviewer, in this case their avatar will be displayed in the Individuals area.

See "Expand group reviewers" on page 342 for details on displaying reviewer group members when
they interact with a review.

Group reviewer

If you are a member of a group that is a reviewer on the review, click your individual avatar to vote on the
review. See the "Individual reviewer" on the next page table for details. Your vote is registered for the
group, and is also displayed on your individual avatar. Click on the group avatar to see how individual
members have voted on the review:

¥ Make votes optional
¥ \Make one vote required
* Make all votes required

& Withdraw group from review

Members:

chartone~ Ylucas v

Exempt (review owner):

You must be the review author, a project member, a project moderator, or a user with super privileges to
change the group settings:

= Make votes optional:

« If any group member votes down the review, the group avatar displays a badge indicating
that the group has voted down the review.
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« If at least one group member votes up the review and no members of the group vote down
the review, the group avatar displays a badge indicating that the group has voted up the
review.

m Make one vote required: Indicated by a star badge with a 1 over the group avatar.

« If any group member votes down the review, the group avatar displays a badge indicating
that the group has voted down the review.

« If at least one group member votes up the review and no members of the group vote down
the review, the group avatar displays a badge indicating that the group has voted up the
review. See Required reviewers for details.

m Make all votes required: Indicated by a star badge over the group avatar.

« If any group member votes down the review, the group avatar displays a badge indicating
that the group has voted down the review.

« If all the group members vote up the review and no members of the group vote down the
review, the group avatar displays a badge indicating that the group has voted up the review.
See Required reviewers for details.

m Withdraw group from review: Removes the group from the review.

Individual reviewer

When an individual reviewer has voted on a review, their avatar displays a badge indicating whether they
voted up or down. Required reviewers have a star badge over their avatar.

If you are logged in and viewing a review you did not author, your avatar appears to the right of any other
reviewers and its appearance varies according to the following conditions:
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When you are not yet a reviewer, or you are
a member of a reviewer group who has not
yet voted: Clicking your avatar presents a menu
allowing you to vote up or down and thereby
become an individual reviewer, or simply join the
review as an individual reviewer without voting.

When a member of a reviewer group votes they
automatically become an individual reviewer as

well.
‘o T

A Yaote Up

| W Note Down

| + |oin Review

When you are an individual reviewer who
has not yet voted: No badge appears on your
avatar and clicking your avatar presents a menu
allowing you to vote up or down, change
whether your individual vote is required or not, or
leave the review.

If you are also a member of a reviewer group and
you click Leave Review, you will remain a
member of the reviewer group.

A Vaote Up

¥ Vote Down

* (ake my Vote Required
& Disable Notifications

X | czve Review
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Disable notifications

When you are an individual reviewer who
has voted, or a member of a reviewer group
who has voted: Your avatar displays a badge
indicating your vote. Clicking your avatar
presents a menu allowing you to clear or change
your vote, change whether your individual vote is
required or not, or leave the review.

If you are also a member of a reviewer group and
you click Leave Review, your vote is cleared
but you will remain a member of the reviewer

group.
‘ 'O

= ClearVoe

¥ Yote Down

* ake my Vote Required
#® Disable Notifications

X | cave Review

When you are a required reviewer, or a
member of reviewer group that requires all
votes: Your avatar displays a star badge
indicating that the review cannot be approved
until you vote up. Clicking your avatar presents
a menu allowing you to change your vote, make
your vote optional, or leave the review.

If you are also a member of a reviewer group and
you click Leave Review, you will remain a
member of the reviewer group. Make my Vote
Optional is not available for members of "all
votes required" reviewer groups.

©

A ote Up

¥ Vote Down

# Make my Vote Optional
# Disable Notifications

X | cave Review

When a review is updated, if the review's list of files, file content, or file-types changes, any votes cast
on the review become stale. The vote counts are reset, and the vote indicators become muted.

If you hover your mouse over a reviewer with a stale vote, a tooltip appears displaying the userid, how
they voted, and on which version of the review; each version is represented as a point on the "Select

review revisions to view" on the facing page.

Note

Stale vote handling is not supported for Git-created reviews.

Disable notifications

When you become a review participant, by joining the review or being @mentioned in a comment or in the
review's description, you receive notifications for any events associated with the review. If you find that
the notifications become more of a burden than benefit and you wish to continue being a review

participant, you can disable notifications:

1. Click your avatar in the reviewers area to display your reviewer options.

2. Click Disable Notifications.
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Changing the review author

Once notifications are disabled, you no longer receive notifications. However, if you are @mentioned in a
subsequent review comment, you do receive a notification for that comment; regular notifications remain
disabled. This approach ensures that you don't miss anything that other reviewers or the review author
deems important.

Changing the review author

If the configuration option to allow users to change the author of a review is enabled, then an extra icon is
displayed to the left of the Tasks and Reviewers icons. By default this option is disabled, talk to your
Swarm Administrator if you require this feature.

Tasks i= Author# '3‘-‘ Reviewers # Groups: Individuals:
™0 0 %0 ~ A1 w0 ﬂ' \ * *;
réd @

If the edit author button £ is displayed, clicking the edit button will open a dialog that allows the author of
this review to be changed. This is useful if the original author is no longer available, or ownership has
passed to a different developer.

Select review revisions to view

- -

A Base wversion for this review = #1 by allison.clayborne - 5 months ago - committed in 132 3

The review revision selectors are used to specify which revisions of a review you want to diff, they are
located in the Files tab above the list of files.

m Left dropdown selector: the base version for the review is selected by default, base is the
version of the file that was checked out of the depot before it was changed for this review. The
current version in the depot, sometimes called Head can be selected, if there are multiple
revisions of the review a specific revision can be selected.

= Right dropdown selector: the latest revision of the review is selected by default. If there are
multiple revisions of the review, a specific revisions of the review can be selected.
Tip
If a review consists of one or more Swarm-managed changelists. When comparing versions of a

review, Swarm is showing any differences between the selected versions, not the review author's
personal changelist. See "Internal representation" on page 237 for details.

For information on viewing diffs, see "Diffs" on page 155.
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File listing

Filter comments button

Forinvolved reviews that have many revisions and many comments, it can sometimes be difficult to
determine whether the points expressed in comments have been addressed. To help with such

situations, click the Filter comments button to limit the displayed comments to the current
review version.

File listing
The file listing header displays:

#3: Change 753398 shelved into //depot/main/swarm/collateral/sphinx/administration

m The current version of the files in the review.
m  Which changelist contains a shelved copy of the review's files.

m  The common path for all of the files in the review.

In diff mode, the file listing header displays:
#2-3: Changes between shelf 753759 and shelf 753398 into /depot/main/swarm/collateral/sphinx/administration
m  Which two versions of the review's files are being compared.

m  Which changelists contain the files being compared.

m  The common path for all of the files in both versions of the review.

History tab

The History tab presents a list of the events that affect this review, including:
KFiles @) ™ Commens [ ©History

paula.boyle updated description of review 135 revision 2} for jplugin‘main

42 minutes ago

alex.randolph cleared their vote on review 135 (revision 2) for jplugin:main

about an hour ago
alex.randolph updated description of review 135 for jplugin:main
13 daysago

alex.randolph updated description of review 135 for jplugin:main

13 daysago



Mark file as read

m  When the review was started

= When a new reviewer joins the review

m When the review's state changes

m  When the review's files are updated

m  When a reviewer votes on the review

= When someone comments on the review, or one of its files

m When tests pass or fail, provided continuous integration is configured

Mark file as read

Beside each file in a review is a Mark file as read button had , which help you keep track of which files
you have reviewed. The read flag is remembered independently for each user. If the content of a file is
changed in an update to the review, the read flag automatically clears. This is particularly useful when a
code review consists of many files.

When clicked, the button color inverts and the associated file is visually muted, to make it easy to
distinguish read files from unread files:

admin.search.html#1 L o

If a file has been marked as read, click the button a second time to reset the status to unread.

Identifying reviews created with Git Fusion

Git Fusion-initiated reviews include the Git logo beside the main review identifier. This indicator is
important because Helix Server users cannot update Git Fusion-initiated reviews.

Review 773273 ©

Activities
This section describes the major activities that affect code reviews, including starting a review, updating
areview, and fetching a review's files.

Start a review

To start a code review, choose one of the following approaches:

Important
If your Helix Server is configured as a commit-edge deployment, and your normal connection is to an
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Start a review

edge server, Swarm refuses to start reviews for shelved changes that have not been promoted to the
commit server.

Within Swarm, this means that the Request Review button does not appear for unpromoted shelved
changes. Outside of Swarm, attempts to start reviews for unpromoted shelved changelists appear to
do nothing. Ask your Helix Server administrator for assistance if you cannot start a review.

An administrator of the Helix Server can automatically promote shelved changes to the commit server
by setting the configurable dm.shelve.promotetol.

= When you use Swarm to view a shelved or submitted changelist, click the Request Review
button to request a review of that changelist.

Requesting a review on a shelved changelist uses the pre-commit model and requesting a review
on a submitted changelist uses the post-commit model.

Note
To view a shelved or submitted changelist, use a Quick URL. For example, if your change is
54321, visit the URL: https://myswarm.url/54321
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Start a review

m  When you are about to shelve or submit files:

1.

Include #review within your changelist (separated from other text with whitespace, or on
a separate line).

Once the review begins, Swarm replaces #review with #review-12345, where
12345 is the review's identifier.

Note
The #review keyword is customizable. For details, see "Review keyword" on
page 331.

At this time, you can add reviewers to the code review by using @mention for users, and
@@mention for groups in the changelist description for each desired reviewer.

If your @mention or@@mention includes an asterisk (*) before the userid or groupid,
for example @*userid, that user or all of the group members become required reviewers.
If your @@mention includes an exclamation mark (1) before the groupid, for example
@@!groupid, the members of that group become required reviewers but only one
member of the group is required to vote. See "Required reviewers" on page 273 for details.

3. Complete your shelve or submit operation.

Warning
If you shelve a changelist and subsequently edit the description to include #review, a
review is not started. You must re-shelve the files after adding #review.

Tip

You can also start a Swarm review with P4V, P4VS, and P4Eclipse. See below for details:

o P4V: see the Swarm integration features section of the P4V User Guide.
« P4VS: see the Managing files chapter of the P4VS User Guide.

« P4Eclipse: see the Reviewing changes chapter of the P4Eclipse User Guide.
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Update a review

m  When you are using Git Fusion, you can start a review by pushing your changes to a target branch
using the following command:
$ git push origin taskl:review/master/new

taskl is the name of the current Git task branch, and master is the target branch that the
proposed changes are intended for.

Important
The target branch must be mapped to a named Helix Server branch in the Git Fusion repo

configuration.

See the Converting a lightweight branch into a fully-populated branch section of the Git Fusion
Guide for details.

When the command completes, the output indicates the review 1idthat has been created:

remote: Perforce: Swarm review assigned: review/master/1234
where 1234 is the review id that was just created.
For more information on Git Fusion, see the Git Fusion Guide.

Note
If you are using P4V and its Swarm integration, and you encounter the error HOSt

requires authentication, ask your Helix Versioning Engine administrator for
assistance. See "P4V Authentication" on page 298 for details.

Update a review
To update a code review, use one of the following approaches:

m For a pre-commit review that you authored:
1. Edit thefiles
2. Shelve thefiles

You can repeat these steps as many times as necessary.
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Update a review

m Fora post-commit review, or a review where you are not the author:

1.
2.
3.

4.

Fetch the review's files into a new changelist
Edit the files

Update the changelist's description to include #review-12345 (separated from other
text with whitespace, or on a separate line)

Shelve the changelist's files

Once these steps are complete, further updates involve editing the files, and then shelving the
changelist's files.

Warning

If you use an invalid review identifier, it will appear that nothing happens. Swarm is currently
unable to notify you of this situation. If the review has not been correctly updated, use the Add
Change button in the Swarm review heading to add the changelist to the review, see "Add a
changelist to a review" on page 265.
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Update a review

m  When you are working with Git Fusion:

Important
You can only update Git Fusion-initiated reviews using Git Fusion.

In the following example, the current Git task branch is taskl, the target branch is master, the

review id is 1234, the Git Fusion hostname is gfserver, and the remote repo name is p4gf_
repo.

1. Fetchthe review's head version:

$ git fetch --prune origin
From gfserver:p4gf_repo

* [new_branch] review/master/1234 ->
origin/review/master/1234
x [deleted] (none) -> origin/review/dev/new

The ——prune option lets the local Git repo delete the unwanted
review/master/new reference created by the initial git push origin
taskl:review/master/newcommand.

2. Check out the review's head version:

$ git checkout review/master/1234

Edit the files as required.
4. Add the edited files to the index of files, in preparation for the next commit.

There are several ways to do this. For example, to add all modified files to the index, run:
$ git add -A

5. Commit the files in Git:
$ git conmit -m "made some changes"

6. Push the Git changes to the review:

$ git push origin review/master/1234
Note

If you get review feedback that is better expressed as a Git rebase and cleaned up
history, you can make your changes and push them as a new review.

You cannot clean up history and then push your changes to the same review.

For more information on Git Fusion, see the Git Fusion Guide.
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Fetch areview's files

Fetch a review's files
First, determine the changelist containing the review's files:

1. Visit the review's page.

2. The current review version's changelist appears in the file list heading:

#3: Change 697707 shelved into //depot/main/swarm

In this example, the changelist is 697707 . You use the identified changelist in place of shelved
changelist below.

3. Decide whether you will use P4, P4V, or Git Fusion to fetch the files, and follow the instructions in
the appropriate section below.

Using P4
1. Forashelved changelist, use a command-line shell and type:
$ p4 unshelve -s shelved changelist
2. Foracommitted changelist, use a command-line shell and type:

$ p4 sync @committed changelist

Note
Your client's view mappings need to include the changelist's path.

Using P4V
For a shelved changelist:

Select Search > Go To.

Change the select box to Pending Changelist.
Type in the shelved changelist number and click OK.
Select the files in the Shelved Files area.
Right-click and select Unshelve.

Click Unshelve.

o o M 0 N =

For a committed changelist:

1. Select Search > Go To.
2. Change the select box to Submitted Changelist.
3. Type in the submitted changelist number and click OK.
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Deleting shelves

4. Select the files in the Files area.
5. Right-click and select Get this Revision.
6. Click Close.

Using Git Fusion
In the following example, the current local task branch is taskl, the target branch is master, the
review id is 1234, the Git Fusion hostname is gfserver, and the remote repo name is p4gf_repo.

1. Fetchthereview's head version:

$ git fetch --prune origin

From gfserver:p4gf_repo

* [new_branch] review/master/1234 ->
origin/review/master/1234

x [deleted] (none) -> origin/review/dev/new

The ——prune option lets the local Git repo delete the unwanted review/master/new
reference created by the initial git push origin taskl:review/master/new
command.

2. Check out the review's head version:

$ git checkout review/master/1234

Important
You can only update Git Fusion-initiated reviews using Git Fusion.

For more information on Git Fusion, see the Git Fusion Guide.

Deleting shelves

If you have a number of unused shelves, you can delete them if you want to tidy up your workspace.

Important
By default, when you delete files from a shelved changelist, the files are not removed from the

associated review.

However, Swarm can be configured to remove files from a review when they are deleted from an
associated shelf, see "Process shelf file delete when" on page 339.

To delete a shelf from a changelist without removing the shelved files from the associated review, use P4
or P4V to delete the entire shelf in one operation as described below. This enables you to delete a
shelved changelist in your workspace without affecting the associated Swarm review even if Swarm is
configured to remove files from a review when they are deleted from a shelf.
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Edit reviewers

Using P4
To delete a shelved changelist without removing the files from the associated review:

1. Use acommand-line shell and type:

$ p4 shelve -d -c changelist

Important
Do not delete the files from the shelf individually. Deleting the entire shelf ensures that files are

not removed from an associated review even if Swarm is configured to do so.

2. The shelved files are deleted from the pending changelist.

Using P4V

To delete a shelved changelist without removing the files from the associated review:

1. In P4V, right-click on the pending changelist.
2. Select Delete Shelved Files.

Important
Do not delete the files from the shelf individually. Deleting the entire shelf ensures that files are

not removed from an associated review even if Swarm is configured to do so.

3. The shelved files are deleted from the pending changelist.

Edit reviewers

A review author, or users with admin or super privileges are always able to edit the reviewers for a review.
Reviewers are always able to join or leave reviews, or to change whether their vote is required or optional.

Additionally, the following individuals may edit reviewers:

m |f the review is moderated, the moderators.
m |f the review is part of a project, but not moderated, all project members.

m |f the review is not part of a project, any authenticated user.

To edit reviewers for a review:
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Add a changelist to a review

1. Navigate to a review.

2. Click the edit reviewers button L which appears just to the left of reviewer avatars.
The Reviewers dialog is displayed.

Reviewers X

X | Reviewer Name

GGroups:
¥ triage x

Individuals:

Save Close

3. Add orremove reviewers, or change the vote requirement.

Use the reviewer search field to find users and groups by name, userid, groupid. The field auto-
completes as you type, click on the user or group to add to the review.

m  Groups: click the staricon to the left of the groupid , and select whether the group is a
required reviewer (one vote), a required reviewer (all votes), or an optional reviewer. A solid
star means that all group member votes are required to approve a review, a solid star with a
1inside means at least one group member must vote up and no group members vote down
to approve areview, and the outlined star means that the group vote is optional.

m Users: click the staricon to the left of the userid to toggle whether their vote is required or
not. A solid star means that their vote is required to approve a review, whereas the outlined
star means that their vote is optional.

Click the X icon to the right of the userid or groupid to remove that reviewer from the review.
4. Click the Save button to save any changes made.

Add a changelist to a review

Once areview has been started you can add a changelist to the review. It can be useful to add
changelists to an existing review. For example, if follow up changes are made to files in a review or if you
need to group a number of changelists under a single review.

The Add Change button in the review heading is used to add a changelist to an existing review:
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Append a pending changelist to a review

Also putting some support for future features in place. ¥review @@triage

‘ Review requested & months ago for main, committed & months ago in 134 & Mark all comments read Mark all comments unread & AddChange | B8 Dowrlozd zip A
@ Tidying up some of the code to fix some of the edge conditions. £

The options available in the Add Change dropdown menu depend on whether the review is pre-commit
or post-commit:

m Pre-commit reviews:

« Append Pending Changelist: when you add a pending changelist to a review, the files in
the changelist are appended to the existing files in the review, see "Append a pending
changelist to a review" below.

« Replace with Pending Changelist: when you add a pending changelist to a review, all of
the files in the review are replaced with the files in the changelist you are adding to the
review, see "Replace review with a pending changelist" on page 268.

» Replace with Committed Changelist: when you add a committed changelist to a review,
all of the files in the review are replaced with the files in the changelist you are adding to the
review, see "Replace review with a committed changelist" on page 270.

Note
If you replace a pre-commit review with a committed changelist, the new version of the
review will be a post-commit review.

m Post-commit reviews:

« Replace with Pending Changelist: when you add a pending changelist to a review, all of
the files in the review are replaced with the files in the changelist you are adding to the
review, see "Replace review with a pending changelist" on page 268.

Note
If you replace a post-commit review with a pending changelist, the new version of the
review will be a pre-commit review.

» Replace with Committed Changelist: when you add a committed changelist to a review,
all of the files in the review are replaced with the files in the changelist you are adding to the
review, see "Replace review with a committed changelist" on page 270.

Append a pending changelist to a review

The Append Pending Changelist option is used to add a pending changelist to a pre-commit review.

Example:
= Original review contains the following files: A*1, B#2, C#1 D#1 and E#

= Changelist contains the following files: A#2, C#3 E# (marked for delete), and F#!
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Append a pending changelist to a review

= Appending the changelist to the original review generates a new revision of the review that
contains the following files: A#2, B#2, C#3, D#1, E#* (marked for delete), and F#"

Important
Committing a review with Swarm (recommended): Swarm automatically commits the files in the
approved revision of the review.

Committing a review outside of Swarm:

Before you commit the review:

1. Unshelve the review into the pending changelist associated with the review.

2. Reshelve the files in the pending changelist.

3. Commit the pending changelist.

4. This process ensures that all of the files in the approved revision of the review are committed.

Swarm can be configured to automatically check that the files being committed match the files
in the approved revision of the review, see the strict trigger option.

To append a changelist to a review:

1. Click Add Change from the review heading.

2. Select Append Pending Changelist from the dropdown menu and the append review dialog is
displayed with a list of recent pending changelists:
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Replace review with a pending changelist

Select a pending change to Append to the Review X

@ | Change

Arlinm R anmoc
A '~_-|'I-‘.'l % L]
= =

=

fidepot/dev/steve steve russell

242 steve.russell  Tweak to the test data for the new firmware
233 steverussell  Updating tests for test-19.txt

231 steve russell  Updating tests for test-18_txt

228 steve russell  Updating tests for test-17 txt

226 steve russell  Updating tests for test-16.txt

224 steverussell  Updating tests for test-15.txt

222 steve russell  Updating tests for test-14 txt

220 steve russell  Updating tests for test-13 _txt

218 steve russell  Updating tests for test-11.txt, #review-219
216 steverussell  Updating tests for test-10.txt, #Freview-217
214 steve russell  Updating tests for test-09 txt, #Freview-215 -

Enter the pending changelist number directly in the @ Change box, filter by depot path and user,
or select a changelist from the list of recent changelists.

Note

The changelist must not be part of another review, if it is Swarm will reject it.

Click Select to append the changelist to the review, double-click a changelist to do the same.

The changelist is appended to the review and the review version is updated.

Replace review with a pending changelist

The Replace with a Pending Changelist option is used to replace the files in a review with the files ina
pending changelist.
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Replace review with a pending changelist

Note
If you replace a post-commit review with a pending changelist, the new version of the review will be a
pre-commit review.

Example:
= Original review contains the following files: A#1, B#2, C*1 D#1 and E*
= Changelist contains the following files: A2, C#3 E# (marked for delete), and F#!

m Replacing the original review with the changelist generates a new revision of the review that
contains the following files: A#2, C*3 E# (marked for delete), and F#!

Tip
When you replace a review with a changelist, the base versions of the files in the new revision of the
review are the base versions of the files in the replacement changelist.

To replace the files in a review with the files in a changelist:

1. Click Add Change from the review heading.

2. Select Replace with a Pending Changelistfrom the dropdown menu and the replace review
dialog is displayed with a list of recent pending changelists:
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Replace review with a committed changelist

Select a pending change to Replace the Review X

@ | Change

Arlinm R anmoc
A '~_-|'I-‘.'l % L]
= =

=

fidepot/dev/steve steve russell

242 steve.russell  Tweak to the test data for the new firmware
233 steverussell  Updating tests for test-19.txt

231 steve russell  Updating tests for test-18_txt

228 steve russell  Updating tests for test-17 txt

226 steve russell  Updating tests for test-16.txt

224 steverussell  Updating tests for test-15.txt

222 steve russell  Updating tests for test-14 txt

220 steve russell  Updating tests for test-13 _txt

218 steve russell  Updating tests for test-11.txt, #review-219
216 steverussell  Updating tests for test-10.txt, #Freview-217
214 steve russell  Updating tests for test-09 txt, #Freview-215 -

Enter the pending changelist number directly in the @ Change box, filter by depot path and user,
or select a changelist from the list of recent changelists.

Note

The changelist must not be part of another review, if it is Swarm will reject it.

Click Select to replace the review with the changelist, double-click a changelist to do the same.

The changelist files replace the files in the review and the review version is updated.

Replace review with a committed changelist

The Replace with a Committed Changelist option is used to replace the files in a review with the files
in a committed changelist.
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Replace review with a committed changelist

Note
If you replace a pre-commit review with a committed changelist, the new version of the review will be
a post-commit review.

Example:
= Original review contains the following files: A#1, B#2, C*1 D#1 and E*
= Changelist contains the following files: A2, C#3 E# (marked for delete), and F#!
m Replacing the original review with the changelist generates a new revision of the review that

contains the following files: A#2, C*3 E# (marked for delete), and F#!

Tip
When you replace a review with a changelist, the base versions of the files in the new revision of the
review are the base versions of the files in the replacement changelist.

To replace the files in a review with the files in a changelist:

1. Click Add Change from the review heading.

2. Select Replace with a Committed Changelist from the dropdown menu and the replace review
dialog is displayed with a list of recent committed changelists:

Select a change to Replace the Review

llprojects/mercury/devisrc/api [ | | steve.russell
239 steve russell  Adding in basic client api for getting client information. #review-24 . . .
238 steve russell Branched the main line to both a new candidate and dev branch.

3. Enter the committed changelist number directly in the @ Change box, filter by depot path and
user, or select a changelist from the list of recent changelists.

Note
The changelist must not be part of another review, if it is Swarm will reject it.
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Responsibility

4. Click Select to replace the review with the changelist, double-click a changelist to do the same.

5. The changelist files replace the files in the review and the review version is updated.

Responsibility
Initially, code reviews have no reviewers.

User and group default reviewers can be set for individual projects and project branches. Each time a
new review is created in the project or project branch, the default reviewers will be added to the review.
See default reviewers for details.

Code review authors can designate users as reviewers by including an @mention for each desired
reviewer, and an @ *mention for each required reviewer. They can also designate groups as reviewers by
using @@ mention for each desired group reviewer, an @@ *mention for each required reviewer group (all
members required), and an @ @ !mention for each required reviewer group (one vote required). Code
review authors can also designate users or groups as reviewers by using the Edit Reviewers dialog
which allows reviewers to be added, removed, and to configure the reviewer type.

Other users can show their interest in participating in the code review by clicking their own avatar in the
Reviewers area of the code review and selecting Join review, or by commenting on a review or one of
its files. Once a user shows such interest, they are added to the review's list of reviewers and share in
the responsibility of performing the code review. Later on, reviewers can change whether their vote is
required or optional, or leave a review (perhaps to prevent further notifications).

Looking at a review list can help you determine which reviews have likely not been started, using the No
Reviewers filter. Once a review has reviewers, it is considered to be active and appears in the review list
with the state Has Reviewers.

Review participation is advisory by default, and is used to inform your team that a code review is being
conducted. The disposition of the review is reflected in the review's current state, the badges that may
appear over each reviewer's avatar, and any comments reviewers might add.

Moderators

A project moderator is a user assigned to moderate reviews for a specific branch associated with a
project.

When the Only Moderators can approve or reject reviews restriction is enabled for a project branch,
that branch is moderated. See Add a project for details on adding moderators to project branches.

Changing the state of any review associated with a moderated branch is restricted as follows:

= Only moderators can approve or reject the review. Moderators can also transition a review to any
other state.
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Required reviewers

m The review's author, when not a moderator, can change the review's state to Needs Review,
Needs Revision, Archived, and can attach committed changelists.

Normally, the review's author cannot change the review's state to Approved or Rejected on
moderated branches. However, authors that are also moderators have moderator privileges, and
may approve or reject their own review.

Whendisable_self_approve is enabled, authors who are moderators (or even users with
admin privileges) cannot approve their own reviews.

m Project members can change the review's state to Needs Review or Needs Revision, and can
attach committed changelists. Project members cannot change the review's state to Approved,
Rejected, or Archived.

m Users that are not project members, moderators, or the review's author cannot transition the
review's state.

m Forthe review's author and project members, if a review is not in one of their permitted states, for
example if the review's state is Rejected, they cannot transition the review to another state.

These restrictions have no effect on who can start a review.

Required reviewers

Reviews can optionally have required reviewers. When a review has required reviewers, the review
cannot be approved until all required reviewers and required reviewer groups have up-voted the review. If
the review is associated with a project that has assigned moderators, even the moderators cannot
approve the review without up-votes from all required reviewers (but they can reject the review).

When a group is a required reviewer, it can be set to operate in one of two ways:

= All votes required: all members of the group must up-vote the review to allow the review to be
approved.

= One vote required: at least one member of the group must up-vote the review to allow the review
to be approved. If any member of the group down-votes the review, the review cannot be
approved.

Required reviewers are expected to take greater care while performing a review than non-required
reviewers, as their votes affect whether a review can be approved or not.

To edit the reviewers for a review, and to change whether a reviewer is required or not, see "Edit
reviewers" on page 264.

Note
If areview involves a branch with assigned moderators, only a moderator can approve the review,
even if all required reviewers have up-voted the review.

See Add a project for details on adding moderators to project branches.
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Add yourself as a reviewer

Add yourself as a reviewer

. Visit the review's page.

Log in, if you have not already done so.

Click your avatar in the Reviewers area of the review display, which should be grayed out since
you are not yet a reviewer. A dropdown menu appears.

Select + Join Review. Alternatively, you can select # Vote Up or v Vote Down if you approve or
disapprove of the review, respectively; either will cast your vote and make you a reviewer.

Your avataris no longer grayed out, and you are now a reviewer.

Remove yourself as a reviewer

1.
2.
3.

4.

Visit the review's page.
Login, if you have not already done so.

Click your avatar in the Reviewers area of the review display, which should not be grayed out
since you are already a reviewer. A dropdown menu appears.

Select X Leave Review.

Your avatar is now grayed out, and you are no longer a reviewer.

Review workflow

There are many possible code review workflows. The section describes typical scenarios for a code
review that Swarm can handle.

Basic review workflow

This section describes a basic workflow when reviewing code with Swarm.

Another developer reviews your code

1.
2.

3.

You request a code review with a shelved change.

Another developer, Bill, sees the email notification from Swarm, clicks the review link in the email,
and begins looking at the diffs in the files belonging to the review. Curious about an
implementation detail, Bill clicks the line he's curious about and adds his query in a Swarm
comment.

You receive an email notification regarding Bill's query. His query prompts you to clarify the code,
say by renaming some variables and adding some better descriptive text in the surrounding code
comments. You then update the review with your changes.

274



Additional workflow tasks

Bill sees the email notification that you have updated the review. He checks out the change, likes
what he sees, and marks the review Approved.

You see the email notification that Bill has approved your review, so you commit your code.

You review another developer's code

. Another developer, Charlie, requests a code review with a shelved change.

You receive an email notification from Swarm, click the review link in the email, and begin looking
at the diffs in the files in the review. You don't like what you see, as Charlie has tried to fix a bug
using a technique you have already tried previously and know to be incorrect. You add comments
to the code that needs attention, flag your comments as tasks, and mark the review Needs
Revision.

Charlie receives an email notification regarding your review, but disagrees with you, and adds his
own comments justifying his implementation.

You receive an email notification regarding Charlie's comment. The technique is somewhat
complicated, so rather than attempt to describe how it is incorrect, you unshelve the review's code
to your own workspace, change Charlie's code, and shelve your changes. Swarm updates the
review with your new code.

Charlie receives an email notification regarding your updates to the review. He's still unconvinced,
but he unshelves your changes to try them in his local workspace. He finds that your
implementation works better, but sees a couple of areas where there could be improvements. He
reshelves his latest work to update the review.

You receive an email notification regarding Charlie's updates, check out his changes, and realize
that Charlie's work is now moot because the customer has revised his plans. You add a comment
to the review reporting that fact, and Reject the review.

Additional workflow tasks

This section describes additional workflow tasks that can be used with the basic workflow described

above.

Remove a file from a review

Important
Swarm must be configured to use this function, see "Process shelf file delete when" on page 339.

When configured, Swarm will automatically remove files from a review when they have been deleted
from an associated shelved changelist and the review is in a specified state. Typically Swarm is
configured to remove files from a review when the review state is Needs Review and Needs Revision
but not when it is any other state.

To remove a file from a review using P4V:
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Additional workflow tasks

Tip

Right-click the shelved file you want to remove from the review.
Select Delete, and click Yes when prompted to confirm the deletion.

The file is removed from the associated review if the review is in one of the states specified in the
Swarm configuration.

If you want to tidy up your workspace by deleting an unused shelf without removing the files from an
associated review, see "Deleting shelves" on page 263.

Revert the content of a review to match an earlier review revision

If the content of the latest revision of a review contains changes you want to rollback, oris created by
mistake, you can revert the review content to match an earlier revision of the review. This section
describes the process for reverting the content of a review.

Tip
m Reverting the content of a review increments the review revision, it does not change the review

revision to the revision you are reverting to.

m [t is good practice to update the review description, or add a comment, so that users know that

you have reverted the review with files from an earlier revision.

To revert the content of a review:

1.

o~ D

S

Find the changelist number for the review revision you want to revert to.

Tip
The changelist numbers in a review can be found using the review revision selector on the
review page, see Select review revisions to view.

Unshelve the changes from the changelist you found in the previous step.
Create a new changelist and shelve the changes into the new changelist.
Use Swarm to navigate to the review you want to revert.

Click Add Change in the review heading, and select Replace with Pending Changelist from
the dropdown list.

The Select a pending change to Replace the Review dialog is displayed.

Select the new changelist you shelved the files in and click Select.

8. The new changelist files replace the files in the review and the review revision is updated.
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Review creation, and modification outside of Swarm

Review creation, and modification outside of Swarm

You can create a review and add a changelist to a review from outside of Swarm by adding keywords to
the changelist description. The keyword is processed by Swarm when the changelist is shelved for
review, when files in a pending changelist that is associated with a review are reshelved, and when a
changelist is committed. For details on using a keyword to create a review and add a changelist to a
review, see "Create a review" on page 333 and "Add a changelist to a review" on page 333.

The following examples show how adding keywords to the changelist descriptions works in practice. In
each case, you are collaborating with other users to produce a single review in Swarm:

Basic workflow using #review, and #append in the changelist
description

1. You create a review with files A#1, B¥1, and C*! by using #rev1i ew in the changelist description.

2. Review-xxxx is created and #review is automatically replaced with #review-Xxxxx in the
changelist description.

3. User-2 appends their changelist that contains files C#2, D*1, and E*! to review-xxxx by using
#append-xxxXx in the changelist description.

= Review-xxxx now contains files A¥1, B¥!, C#2 D#1 and E#.

m  The default add mode for review-xxxx is now append because User-2 added the changelist
to the review using #append-XxxXx.

4. You edit files A*!, and B*! in your changelist so they become A#2, and B#2. The changelist
description still contains #review-xxxx.

5. You shelve your pending changelist which has #review-xxxX in the changelist description,
this appends the files to the review because that is the default add mode for review-xxxx.

» Review-xxxx now contains files A#2, B#2, C#2 D*1 and E#1.

Advanced workflow using #review, and #append in the changelist
description
1. You create a review with files A¥!, and B#! by using #revi ew in the changelist description.

2. Review-xxxx is created and #rev1iew is automatically replaced with #review-xxxx in the
changelist description.

3. User-2 appends their changelist that contains file C*1 to review-xxxx by using #append-xxxx
in the changelist description.

» Review-xxxx now contains files A#¥!, B#! C#1.

m The default add mode for review-xxxx is now append because User-2 added the changelist
to the review using #append-XxXxxX.
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States

4.

User-3 adds their changelist that contains files A#2_and D*! to review-xxxx by using #review-
XXXX in the changelist description. This appends the files to the review because that is the
default add mode for review-xxxx.

= Review-xxxx now contains files A#2, B!, C#1 and D#1.

You edit files A#2, and B! in your changelist so they become A*3, and B#2 and you add file E*1.
The changelist description still contains #review-XxxxXx.

You shelve your pending changelist which has #review-xxxXx in the changelist description,
this appends the files to the review because that is the default add mode for review-xxxx.

= Review-xxxx now contains files A#3, B#2, C#1 D#1 and E#.

Advanced workflow using #review, #append, and #replace in the
changelist description

1.
2.

You create a review with files A*!, and B*! by using #revi ew in the changelist description.

Review-xxxx is created and #revi ew is automatically replaced with #review-XxxxX in the
changelist description.

User-2 appends their changelist that contains file C*1 to review-xxxx by using #append-xxxx
in the changelist description.

» Review-xxxx now contains files A#¥!, B#! C#1.

m The default add mode for review-xxxx is now append because User-2 added the changelist
to the review using #append-XxxxXx.

User-3 replaces review-xxxx with their changelist that contains files A#2, and D*! to review-xxxx
by using #replace-XXXxX in the changelist description.

= Review-xxxx now contains files A#2, and D*1.

m The default add mode for review-xxxx is now replace because User-3 added the changelist
to the review using #replace-xxxx.

You edit files A#2, and B#! in your changelist so they become A#3, and B*2 and you add file E#!.
The changelist description still contains #review-Xxxxx.

You shelve your pending changelist which has #review-XxxX in the changelist description,
this replaces the files in the review because that is the default add mode for review-xxxx.

m Review-xxxx now contains files A#3, B#2, and E#1.

States

Reviews can be in one of several states. The biggest differentiator is whether the review's files have any
outstanding, uncommitted changes or not.

Whenever a review state changes, an email notification is sent to all review participants, including:
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Self-approval by review authors

m  The review author
m  Any user who comments on the review or its files
= Any user who has changed the review's state previously

= Any user who is @mentioned, or a member of a group that is @ @mentioned in the review's
description or comments.

Code reviews can be in one of the following states:

m Needs review: The review has started and the changes need to be reviewed.

m Needs revisions: The changes have been reviewed and the reviewer has indicated that further
revisions are required.

m Approved: The review has completed. The changes may need to be committed. If the changes
have been committed then this review will be Approved and closed, otherwise it will be Approved
and open. See the note below.

m Rejected: The review has completed. The changes are undesirable and should not be committed.

m Archived: The review has completed for now. However, it is neither rejected nor approved; it is
simply put aside in case it is needed in the future.

Note

By default, when an Approved review is committed or updated, Swarm changes the state to Needs
Review if the files have been modified since the review was approved. Files are considered modified
if the list of involved files changes, or if the file content or file-type changes.

If one or more files in a review has the filetype +k (ktext), this behavior is undesirable because the
files will appear to be modified when the Helix Server replaces RCS keywords with their current
values. See "Unapprove modified reviews" on page 361 to see how to disable this behavior.

Self-approval by review authors

By default, review authors can approve their own reviews. This behavior is based on Swarm's advisory
nature.

Self-approval by authors can be prohibited on a project-by-project basis by specifying moderators for
project branches (see "State change restrictions with moderation" below). However, authors who are
moderators can self-approve their own reviews.

Administrators can configure Swarm to prevent all self-approval by review authors. See "Disable self-
approval of reviews by authors" on page 338.

State change restrictions with moderation

Typically, any authenticated user can change the state of a review (remember that the review state is
merely advisory in most cases).
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Required reviewers

When the Only Moderators can approve or reject reviews restriction is enabled for a project branch,
that branch is moderated. See Add a project for details on adding moderators to project branches.

Changing the state of any review associated with a moderated branch is restricted as follows:

= Only moderators can approve or reject the review. Moderators can also transition a review to any
other state.

m Thereview's author, when not a moderator, can change the review's state to Needs Review,
Needs Revision, Archived, and can attach committed changelists.

Normally, the review's author cannot change the review's state to Approved or Rejected on
moderated branches. However, authors that are also moderators have moderator privileges, and
may approve or reject their own review.

Whendisable_self_approve is enabled, authors who are moderators (or even users with
admin privileges) cannot approve their own reviews.

m Project members can change the review's state to Needs Review or Needs Revision, and can
attach committed changelists. Project members cannot change the review's state to Approved,
Rejected, or Archived.

m Users that are not project members, moderators, or the review's author cannot transition the
review's state.

m Forthe review's author and project members, if a review is not in one of their permitted states, for
example if the review's state is Rejected, they cannot transition the review to another state.

These restrictions have no effect on who can start a review.

Required reviewers

Reviews can optionally have required reviewers. When a review has required reviewers, the review
cannot be approved until all required reviewers and required reviewer groups have up-voted the review. If
the review is associated with a project that has assigned moderators, even the moderators cannot
approve the review without up-votes from all required reviewers (but they can reject the review).

When a group is a required reviewer, it can be set to operate in one of two ways:

= All votes required: all members of the group must up-vote the review to allow the review to be
approved.

=  One vote required: at least one member of the group must up-vote the review to allow the review
to be approved. If any member of the group down-votes the review, the review cannot be
approved.

Required reviewers are expected to take greater care while performing a review than non-required
reviewers, as their votes affect whether a review can be approved or not.

To edit the reviewers for a review, and to change whether a reviewer is required or not, see "Edit
reviewers" on page 264.
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Approve and Commit

Note
If areview involves a branch with assigned moderators, only a moderator can approve the review,
even if all required reviewers have up-voted the review.

See Add a project for details on adding moderators to project branches.

Approve and Commit

Approve and Commit is available in the dropdown menu for unapproved reviews, this enables you to
approve and commit a review in a single step if required.

Note

By default, any authorized user can commit a review. Swarm can be configured to restrict this
behavior so that only the review author can commit the review, see "Disable commit" on page 347 for
details.

O D

& [|zads Review

Note

If Swarm is configured to prevent approval of reviews with open tasks and a review has open tasks,
the Approve, and Approve and Commit options will not be available for the review. This option is
configured by an administrator, see "Prevent Approve for reviews with open tasks" on page 339.

To approve, or approve and commit a review with open tasks, you must address the tasks first and
then set them to Task Addressed, or Not a Task, see "Set a task to Task Addressed or Not a Task"
on page 164 for details.

1. Select Approve and Commit from the dropdown menu.

2. The Commit Review dialog is displayed.
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Approve and Commit

Commit Review X

Use the new P4 Core package names for specifying dependencies.

Also update the copyright and release information on the meta files.

# job083648 fixed Need to rename the packages to be helix-insights rather than perforce-...

Job Status on Commit | Fixed ~ | [J Remove pending changelists [atslsl(el=%:= 13l Ko<l {1yl Cancel

Edit the review description if required.
Select which jobs should be associated with the review, and specify the job status on commit.

Select Remove pending changelists, Swarm will attempt to automatically clean up any
changelists left behind after the review has been committed, including removing any shelved files.
This option can be removed by an administrator, see "Review cleanup" on page 329 for details.

Click Approve and Commit to approve the review and commit the associated files.

Note
By default, Swarm records that you committed the review on behalf of the review's author.

This can be configured by an administrator to only credit the committer and not the review
author, see "Commit credit" on page 298 for details.
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8 | Integrations

Swarm integrates with a variety of other applications and processes to provide important functionality,
such as automated testing and deployment of code in reviews, issue tracking, and file previewing. This
chapter describes each of the integrations available with Swarm.

Included integrations:

s JIRA

m LibreOffice

m Automated Testing for Reviews

= Automated Deployment for Reviews
s P4V

JIRA

Swarm's JIRA integration allows code reviews and committed changes to be associated with JIRA
issues, making it easy to reference associated issues, and see the state of a code review or committed
change within JIRA.

To associate a code review with a JIRA issue, include a JIRA issue identifier in the review's description,
for example SW-1234. Swarm links to the JIRA issue and creates a link within the JIRA issue back to
the code review in Swarm. Multiple JIRA issues can be included in the changelist description.

As a code review progresses, Swarm updates each associated JIRA issue with the review's current
status.

Note

Swarm fetches JIRA project identifiers using a worker, once per the worker process' lifetime. See
"Worker configuration" on page 367. New JIRA projects will not auto-link to JIRA until the project
identifiers have been updated. By default, project identifiers are updated once every ten minutes.

Swarm can also be configured to add a link to a Perforce job within a JIRA issue. Perforce job links are
created when a new JIRA or job is created or updated. This gives you direct access to the Perforce job
from a link in the Issue Links section of the JIRA issue.

By default, JIRA module and Perforce job links are disabled.

See "Enabling the JIRA module" on the facing page and "Enabling Perforce job links in JIRA issues" on
the facing page for details on configuring these features.

For a summary of JIRA integration and Perforce job link workflow, see "JIRA integration and Perforce job
link workflow" on page 286.
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Prerequisites for JIRA integration and job links in JIRA

m The Perforce Defect Tracking Gateway (P4DTG) must be configured for Swarm, JIRA, and P4D,
see Installing and configuring the Perforce Defect Tracking Gateway in the Defect Tracking
Gateway Guide.

m The Swarm workers must be working, see "Worker status" on page 367.
m The JIRA module must be enabled, see "Enabling the JIRA module" below.

» To add Perforce job links to JIRA issues, job links must be enabled and the JIRA job_field
must be set, see "Enabling Perforce job links in JIRA issues" below.

Enabling the JIRA module

When enabled, the JIRA module links JIRA issues referenced in change descriptions, job descriptions,
comments, and reviews to your local JIRA service. By default, the JIRA module is not enabled.

To enable the JIRA module, add the following configuration block to your SWARM_
RooT/data/config.phpfile:

<?php
// this block should be a peer of 'p4'
'jira"' => array(
'host' = "', // URL for your installed JIRA web interface
'user' => "', // the username required for JIRA API access
'password' => '', // the password required for JIRA API access
'job_field' => '', // optional, if P4DTG is replicating JIRA issue IDs
// to a job field, Tist that field here
),
Note

If your JIRA web interface uses HTTPS, you may need to configure "HTTP client options" on
page 350 so that Swarm can connect successfully.

Enabling Perforce job links in JIRA issues

When a Perforce job is created, a link to that job is added to the associated JIRA issue. When PADTG
replication detects a change to an issue, such as description, status, etc. ajob link is added to the
associated JIRA issue if it does not already exist.

Important
If Swarm fails to add a Perforce job link to a JIRA issue because that JIRA issue does not exist, the
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Enabling Perforce job links in JIRA issues

I failure is logged by Swarm. Swarm will not try to add the job link to that JIRA issue again.

Note
If a Perforce job is updated and the DTG_DTISSUE field value is changed, a job link will be added to
the new JIRA issue. The Perforce job link will not be removed from the original JIRA issue.

Prerequisites for Perforce job links in JIRA issues:

m  The JIRA module must be enabled
= The JIRA job_f1ield must be set
m P4DTG must be configured

To enable Perforce job links in JIRA issues, add the following configuration block to your SWARM_
RooT/data/config.phpfile:
<?php

// this block should be a peer of 'p4'

'jira"' => array(

'host' => "', // URL for your installed JIRA web interface
'user' => "', // the username required for JIRA API access
'password' => '', // the password required for JIRA API access
'job_field' => '', // optional, if P4DTG is replicating JIRA issue IDs

// to a job field, Tist that field here
'"link_to_jobs' => false, // set to true to enable Perforce
job Tinks in JIRA, P4DTG and job_field required
'delay_job_1links' => 60, // delay in seconds, defaults to
60 seconds
),
Tink_to_jobs:

» false: disable Perforce job links in JIRA. The default setting is false.

m true: enable Perforce job links in JIRA.

delay_job_11nks: delay setin seconds. Sets the delay between a new JIRA or job being created
or updated, and Swarm adding the job link to the JIRA issue. This configurable is used to avoid a race
condition between JIRA and the Helix Server. By default deTay_job_11nks is set to 60 seconds, if
arace condition is experienced increase the delay time.
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JIRA integration and Perforce job link workflow

This section describes the workflow for JIRA integration and job links in JIRA issues when you request a
new Swarm review from P4V.

Tip

The process for adding a Perforce job and creating a review differs for the other clients but the Swarm
worker and Perforce Defect Tracking Gateway (P4DTG) workflow is the same.

. Create anew JIRA issue in your JIRA system.

P4DTG detects the new JIRA issue and creates a new Perforce job for that JIRA issue.

Add the new Perforce job to a pending changelist in P4V, see Add a job to a pending changelist in
the P4V User Guide.

Request a new Swarm review for the pending changelist in P4V, see Request a review in the P4V
User Guide.

P4V passes the review request to the Swarm worker queue.
The review request is processed by the next available Swarm worker, the new review is created.

Swarm checks its JIRA configuration. If the job_f1i e1d exists in the Perforce job, Swarm adds
alink to the new Perforce job in the Issue Links section of the JIRA issue.

To check that these steps have been completed and to view the links:

1.

o o~ w0 N

Open the new Swarm review, the associated Perforce jobs are displayed on the review page
below the review description.

Click the Perforce job link to open the job.

The Swarm review link is displayed on the job page below the job description.
Click the Details tab on the Perforce job page to view the DTG_DTISSUE field.
Click the JIRA link in the DTG_DTISSUE field to view the JIRA issue.

The Swarm review and Perforce job links are displayed in the Issue Links section of the JIRA
issue page.

LibreOffice

LibreOffice is a free power-packed open source personal productivity suite. When LibreOffice is installed
on the server hosting Swarm, Swarm automatically detects its presence and uses LibreOffice to prepare
PDF previews of a variety of file types, including:

= Word documents (. doc, .docx)

= PowerPoint presentations (. ppt, . pptXx)

m Excel spreadsheets (. x1s, .X1sX)
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Limitations

m Visio diagrams (. vsd)
= Rich-text files (. rtf).

S FILES Q S
SwarmMissionVisionValues.ppt #3
Il in-commons / SwarmMissionVisionValues.ppt

E View @ Commits n s Download .zip | & Download (1.41 ME)

Vision: To be the solution software teams
rave about because it helps them ship
quality software faster.

Mission: Combine the scalability of Perforce
with a natural workflow for both Git and
Perforce users in a delightful experience.

Values:

Depending on your server's platform and distribution, LibreOffice may be provided as multiple packages
and not all packages may be installed by default. If certain filetypes do not preview as expected in
Swarm, you may need to install these optional packages to include all of the file handling capabilities of
LibreOffice.

For more information on LibreOffice, see https://www.libreoffice.org.

Limitations
The LibreOffice integration has several limitations:

m Document previews in Swarm may appear different than on a desktop system if the document's
fonts are not installed on the server hosting Swarm and LibreOffice. In addition, LibreOffice has
some limitations rendering Microsoft Office file types, so LibreOffice-generated previews may
differ from what you see using Microsoft Office.

m Large files may require a notable amount of time to preview. Very large files may exhaust the
resources of the server hosting Swarm, causing the preview to fail and temporarily impacting
Swarm performance.
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Installation

m Swarm is currently not able to detect or show differences in LibreOffice-supported file types.

m LibreOffice cannot currently provide previews on a Mac OSX server hosting Swarm.

Installation

We recommend that you install LibreOffice from your OS distribution, via apt-get, yum, etc.
The minimal packages, and their transitive dependencies required for Swarm are:

= Tibreoffice-calc
Tibreoffice-draw

Tibreoffice-impress
libreoffice-writer
Tibreoffice-headless (CentOS/RHEL only)
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This section covers administration and configuration of Swarm.
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Archives configuration

Archives configuration

When the z1p command-line tool is available, Swarm allows users to download a ZIP archive of a file or
folder. You configure the archiving feature with the following configuration block in the SWARM_
RooT/data/config.phpfile:
<?php

// this block should be a peer of 'p4'

'archives' => array(

'max_input_size' => 512 * 1024 * 1024, // 512M (in bytes)
'archive_timeout' => 1800, // 30 minutes
'compression_level' => 1, // 0-9
'cache_lifetime' = 60 * 60 * 24, // 1 day

),

The max_1input_size key specifies the maximum file/folder content size that can be processed into
a ZIP archive. The default value permits up to 512 megabytes of content to be compressed. Smaller
values limit the amount of file/folder content but provide faster downloads; larger values can allow
increased scanning, syncing, compressing, and downloading times.

The archive_timeout key specifies the amount of time, in seconds, to allow Swarm to prepare the
ZIP archive for downloading. Shorter times can limit the practical size of a ZIP archive, depending on the
performance of your network and the filesystem hosting Swarm; even with a generous max_1input_
s1ize setting, if archive_timeout seconds have elapsed, the archive operation is terminated.

The compression_Tlevel key specifies the compression level to use, and must be within the range
0 to 9. 0 means no compression, 9 means maximum compression. As this value is increased, smaller
ZIP archives may result, but may require greater compression time. Swarm uses the default of 1, which
provides a reasonable tradeoff of fast compression times with light compression that can still result in an
archive notably smaller than the original file/folder content.

The cache_11 fetime key specifies the desired maximum age of cached ZIP archives. Increasing
the value increases the amount of time that ZIP archives exist in the cache, which can improve the user
experience for frequently downloaded files. However, ZIP archives can be quite large (depending on the
size of your depot within the Helix Server) and can require significant disk storage. Decreasing the value
can mitigate the amount of disk space required for the cache; the tradeoff is that frequently accessed ZIP
archives may need to be generated more frequently, which can have an impact on CPU and disk
resources.

Avatars

Swarm uses avatars, images that represent users and groups responsible for events in activity streams,
projects, reviews, etc.
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Avatars

Avatars are retrieved from an avatar provider; the default provider is gravatar.com. Swarm sends an
identifier to the avatar provider (for gravatar . com, an MD5 hash of the user's or group's email
address), and the provider returns the configured image (if one exists). If no avatar is defined with the
provider or the requests fails for any reason, Swarm selects an avatar from its internal collection.

You configure the avatar lookups with the avatars configuration block in the SWARM_
RooT/data/config.php file. Here is an example:
<?php
// this block should be a peer of 'p4'
'avatars' => array(
"http_url' => 'http://www.gravatar.com/avatar/{hash}?s={size}&d=
{default}"',
"https_url' => 'https://secure.gravatar.com/avatar/{hash}?s=
{size}&d={default}"',
),

Bothhttp_url and https_url specify URLs that should be used instead of the default
gravatar.comURLs. Swarm picks which URL to use based on the current request; for HTTPS
requests, Swarm picks the https_url1 URL. If the picked URL is not defined, Swarm will use
gravatar.com.

Several replacement values are available for inclusion in the URLs:

= {user}

The current Swarm userid, Perforce groupid, or empty string
= {email}

The current Swarm user's or group's email address, or empty string
= {hash}

The MD5 hash of the Swarm user's or group's email address, or

00000000000000000000000000000000 if no email address is configured
= {default}

The value blank for a transparent GIF (allowing users or groups without avatars to fallback to
Swarm's internal avatars) or the value mm for a mystery man used in circumstances where no user
or group identifier is known

s {size}

the size Swarm would like in pixels for both the width and height, without units, e.g. 64

The URL you specify must include one of {user}, {email}, or {hash} to properly select a user-
specific or group-specific avatar. The URL should include {s1ze} to assist Swarm's presentation.
{default} is not necessary, but helps provide a consistent avatar experience.
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Disable avatar lookups

g)? ggfault, gravatar.com serves only G-rated avatar images. If your Swarm users and groups wish to
use PG-, R-, or X-rated images, you need to configure the avatar lookup URLs with the appropriate
rating flag. For example, to allow avatars with G or PG ratings, the configuration would look like:
<?php
// this block should be a peer of 'p4'
'avatars' => array(
"http_url' => 'http://www.gravatar.com/avatar/{hash}?r=pg&s=
{size}&d={default}"',
"https_url' => 'https://secure.gravatar.com/avatar/
{hash}?r=pg&s={size}&d={default}"',
)

For more information on gravatar.com image requests, see:
https://en.gravatar.com/site/implement/images

Disable avatar lookups

If you wish to disable avatar lookups altogether and simply use Swarm's internal avatars, set each URL
to ' ' (empty string). For example:

<?php
// this block should be a peer of 'p4'
'avatars' => array(
"http_url' = "'"',

"https_url' => ,
),

Backups

Swarm stores all of the information it requires to operate within the Helix Server. This includes project
definitions, code reviews, comments, followers, and more. Code reviews are largely built on top of Helix
Server's shelving feature, and most other records are stored in custom counters called keys.

Therefore, the standard recommendations for backing up your Helix Server also apply when backing up
your Swarm data.

For more information, see "Backup and Recovery" in Helix Versioning Engine Administrator
Guide: Fundamentals.
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Changelist files limit

In addition, your Swarm configuration and any modifications you might make to the provided modules,
templates, CSS, JavaScript, etc. also need to be backed up. The SWARM_ROOT/data directory
contains the configuration, as well as temporary working files and browser session storage.

Changelist files limit

Changelists or reviews with many files present a challenge to Swarm; it can take a notable amount of
time for the file listing to reach Swarm from the Helix Server, and a notable amount of time to provide the
file listing HTML to a user's browser. When the file listing is many thousands of files, Swarm may run out
of memory. Increasing the amount of memory for Swarm can help, but the Swarm interface may work
slowly or not at all depending on the amount of memory available to the user's browser.

With the 2015.1 release, Swarm limits the number of files presented, even if a changelist or review
involves more files than the limit.

You can adjust the limit to suit your needs, by specifying a value formax_changelist_files in
the SWARM_R0OOT/data/config.phpfile:

<?php
'pd' => array(
'max_changelist_files' => 1000,
)

The default value of 1000 should suffice for most Swarm installations. Consider the effects of changing
this value:

m Problems in the Swarm Ul still exist with arbitrarily large values; there is likely no advantage to
using a value over 10000.
Performance will be better with Helix Server 2014.1 or later, as the file listing will be limited by
Helix Server.

= Smaller values can potentially interfere with reviews and reading changelists; the file limit may
cause interesting files in a changelist or review to no longer be displayed in Swarm.

Client integration

P4V and P4VS can now integrate with Swarm. To indicate how these applications should connect with
Swarm, Swarm sets the P4 . Swarm. URL property set in Helix Server. P4V and P4VS read this
property, and if set, they connect to the specified URL to make Swarm API calls. If the property is unset,
Swarm integration features are disabled.

When P4 . Swarm. URL is set, P4V provides the following integration features:

m Request a review: requests a review for pending or committed changelists.

m Update a review: updates a review from the current state of a pending changelist. This works for
changelists that are already associated with a review, or for unassociated changelists.
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= Open review in Swarm: opens the review associated with the selected changelist in your
system's default web browser.

m Review Id and State columns: adds Review Id and Review State columns to both the Pending
and Submitted tabs.
By default, the first Swarm worker auto-detects the URL it is running under and sets P4 . Swarm. URL
accordingly.

For customized Swarm installations, the auto-detected URL may not use the correct hostname or port. In
these scenarios, you can disable the URL auto-detection by editing the SWARM_
RooT/data/config.php file and setting the auto_register_url itemto false in the p4
configuration block. For example:
<?php
'pd' => array(
'auto_register_url' => false,

),
If you choose to disable this feature, you should manually set the P4 . Swarm. URL property in Helix

Server to the URL for your Swarm installation:
$ p4 property -a -n P4.Swarm.URL -v https://myswarm.url:port/
Replace https://myswarm.ur]l:port/ withthe URL for your Swarm installation.
Note

P4V uses an integration timeout, specified in the P4 . Swarm. Timeout property, to limit delays in
the P4V user interface. The default timeout is 10 seconds.

To change the integration timeout, run:

$ p4 property -a -n P4.Swarm.Timeout -v 10

Replace the 10 with the desired timeout in seconds. Increasing the timeout could cause notable
delays in the P4V user interface, and decreasing the timeout could cause sporadic integration failures
if Swarm's API responses take longer than the specified timeout.

Comment attachments

Swarm supports attaching arbitrary files to comments in code reviews and jobs.

To store files attached to comments, Swarm looks for a depot named // . swarm. As Swarm does not
create this depot, you need to create it, or specify another depot that the Swarm admin user can write to.

Tocreatea // . swarm depot, run the following as a user with admin-level privileges:

$ p4 depot .swarm

Ensure that the Swarm admin user can write to the // . swarm depot.
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For information on creating depots, see Working with depots in Helix Versioning Engine Administrator
Guide: Fundamentals.

Specifying a depot path for comment attachments, if you prefer not to use the default // . swarm depot,
is done with the depot_storage configuration block in the SWARM_ROOT/data/config. php file:

<?php
// this block should be a peer of 'p4'
'depot_storage' => array(
'base_path' => '//depot_name",
i

Replace depot_name with the depot where comment attachments should be stored. The Swarm
admin needs to be able to write to this depot.

You can limit the size of comment attachments with the attachments configuration block in the
SWARM_ROO0OT/data/config.phpfile:

<?php
// this block should be a peer of 'p4'
'attachments' => array(
'max_file_size' => 0, // the maximum file size to accept in bytes

),

Replace the 0 with the maximum file size in bytes that you want Swarm to accept for a comment
attachment. If the file size is exceeded, users will see an error.

Note

Be aware that PHP's upload_max_files1ize settingin SWARM_
RooT/public/.htaccess overrides max_f11e_s1ze (which overrides the setting in
PHP's php.in1i). You can only use max_f1i1e_s1ize to be more restrictive than the setting in
SWARM_R0OOT/public/.htaccess

The default for upload_max_fiTes1ize is 8M (8 megabytes). Increase this limit if your
commenters need to upload larger files.

You may also have to increase post_max_s1ize. post_max_s1ze should always be set larger
orequal toupload_max_filesize, and Swarm's max_fi1le_s1ize should always be either
unset, or set smaller or equal to upload_max_f1i1es1i ze, otherwise users will encounter
unexpected rejection of their comment attachments.

See Handling file uploads: Common Pitfalls for more details.

Comment mentions

Since 2017.1, it is possible to use @mentions in review comments. By default, @mentions will auto-
complete to all users in the system, but it is possible to fine tune this behaviour.
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Comments

You configure the behaviour of @mentions in comments with the mentions configuration block in the
SWARM_ROOT/data/config.php file. Here is an example:

<?php
'mentions' => array(
'mode' => 'global',
'usersBlacklist' => array('super', 'swarm-admin'),

),

= mode

This can be one of global, projects ordisabled, and controls the scope of the auto-
complete dropdown that is shown when the user starts typing an @mention in a comment. global
will display all users in the system, projects will only display project members in the auto-
complete list, and disab1ed means that no auto-complete drop down will be shown.

m usersBlacklist

Any users listed here will never appear in the drop down list of auto-suggested users when
@mentions are used.

Comments

This section provides information on how to delay comment notifications, and configure comment
threading.

Comment notification delay

By default, comment notifications are delayed to allow reviewers to add or edit comments as they
progress through a review without sending a notification for each individual comment on the review.
Comment natifications are rolled up into a single notification and sent either manually by the reviewer, or
automatically after the notification delay time has been exceeded.

The delay countdown is reset each time the reviewer adds or edits a comment on the review, by default
the notification delay time is set to 30 minutes.

= |f you are commenting on more than one review, each of the reviews that you are commenting on
has its own notification delay countdown that only applies to the comments that you make on that
review.

m |f another reviewer is making comments on the same review as you, that reviewer has their own
notification delay timer for that review.

= |f you manually send a delayed comment notification, the notification will only contain the
comments that you made on that review.
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Tip
The comment notification delay does not delay the posting of the comments, only the comment
notification is delayed.

Note
Comment notifications are only delayed for comments on reviews. Comments on commits or jobs

produce notifications immediately.

To change the comment notification delay time, update the SWARM_ROOT/data/config.phpfile
to include the following configuration item within the reviews block:

<?php
'comments' => array(
'notification_delay_time' => 1800, //Default to 30 minutes 1800
seconds
),

notification_delay_time: Specifies the comment notification delay time in seconds.

= Set to 0 to send the comment notification immediately the Post button is clicked.

» The default value if noti fication_delay_time is not specified is 1800 seconds (30
minutes).

Comment threading

By default, you can reply to comments, replies are displayed in a thread below the parent comment.
Comment thread depth is set to 4 by default, this means you can have up to 4 levels of replies for a parent
comment. The Reply link is not displayed for replies at or above the maximum thread depth set for
Swarm. If the parent comment is archived, replies are archived with the parent, see "Archiving
comments" on page 174. Comment threading depth is set by the max_depth configurable.

Tip
If the thread depth is reduced by a Swarm administrator, earlier replies at a deeper level will continue
to be displayed but you cannot reply to them.

To configure comment threading, update the SWARM_ROOT/data/config. php file toinclude the
following configuration item within the reviews block:

<?php
'comments' => array(
"threading' => array(
'max_depth' => 4, // default depth 4, to disable comment
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threading set to 0

)
max_depth: Specifies maximum depth of a comment thread.

= Set to 0 to disable comment threading.

= The default value if max_depth is not specified is 4.

Commit credit

When you use Swarm to commit a review, but you are not the review's author, Swarm gives credit to the
review author by default. Activity stream entries and email notifications include both the committer and
review author's details.

If you prefer Swarm's original behavior, which was to give credit only to the committer, you can do so by
editing the SWARM_R0OOT/data/conf1ig. php file and setting the commi t_credit_author
item to false in the reviews configuration block. For example:

<?php
// this block should be a peer of 'p4'

'reviews' => array(
'commit_credit_author' => false,

),

Commit-edge deployment

Swarm can connect to a Helix Server configured to use the commit-edge architecture, which is a specific
replication configuration that employs a commit server and one or more edge servers. This configuration
distributes the compute, storage, and network requirements for improved performance and geographic
distribution.

When Swarm is connected to a commit server, the first worker detects this situation and sets a key in the
Helix Server, P4 . Swarm. Comm1itURL, to an auto-detected URL. This allows any other Swarm
instances that may be connected to edge servers to share reviews amongst all edge servers.

For more information on Helix Server's commit-edge architecture, see the "Commit-edge Architecture
chapter" in the Helix Versioning Engine Administrator Guide: Multi-Site Deployment.

P4V Authentication

When using P4V's Swarm integration in a commit-edge deployment, users may encounter authentication
errors; such errors can result from incorrect configuration of login tickets in distributed environments.
Essentially, the problem is that while P4V is connected to an edge server, Swarm is connected to the
commit server, and the login tickets do not match.
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Commit timeout

If P4V users seethe error Host requires authentication, the solution we recommend
is to forward login requests to the commit server. This can be achieved by executing the following two
commands as a user with operator or super privileges in the Helix Server:

$p4 configure set auth.id=authid

$p4 configure set rpl.forward.login=1

Replace auth1id with the authentication identifier for your Helix Server.

For more information, see our Knowledge Base article Single Ticket Login in Distributed Environments,
and the p4 serverid command in the P4 Command Reference.

Commit timeout

When a code review contains many files, or large files, or both, committing the review within Swarm can
take some time. The default configuration, within the SWARM_R0OOT/data/config. phpfile:

<?php
// this block should be a peer of 'p4'
'reviews' => array(
'commit_timeout' => 1800, // 30 minutes
i

The commi t_timeout key is expressed in seconds. If a commit operation takes longer than this
limit, it is terminated. It is likely that a terminated commit requires administrator intervention to complete
the commit using another client.

Configuration overview

This section provides an overview of all the possible configuration blocks in the SWARM_
RooT/data/config.phpfile. Click on any link in the configuration overview below to see a
detailed description of that configurable.

Warning

While the syntax of this example is correct, it includes configuration values that cannot work. Ensure
that you adjust the configuration appropriately for your Swarm installation before using this example in
testing or production.

<?php
return array(
'activity' => array(
'ignored_users' => array(
'git-fusion-user',
'p4dtguser’,
'system',
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),
),

'archives' => array(

'max_input_size' > 512 * 1024 * 1024, // 512M (in bytes)

'archive_timeout' => 1800, // 30 minutes
'compression_level' => 1, // 0-9
'cache_lifetime' => 60 * 60 * 24, // 1 day

iy

'attachments' => array(
'max_file_size' => 0, // the maximum file size to accept in

bytes
i
'avatars' => array(
"http_url' => 'http://www.gravatar.com/avatar/{hash}?s=
{size}&d={default}"',
"https_url' => 'https://secure.gravatar.com/avatar/{hash}?s=
{size}&d={default}"',

),
'comments' => array(
'notification_delay_time' => 1800, //Default to 30 minutes
1800 seconds
"threading' => array(

'max_depth' => 4, // default depth 4, to disable comment
threading set to O
P
)
'depot_storage' => array(
'base_path' => '//depot_name',

i
'diffs' => array(
"max_diffs' => 1500,
),
'environment' => array(
'mode’ => 'production',
'hostname' => 'myswarm.hostname',

'external_url"' => null,
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'base_url' => null,
),
'files' => array(
'max_size' => 1048576,
'download_timeout' => 1800,
),
'groups' => array(
'super_only' => true,
),
'http_client_options' => array(
'timeout’ = 5,
"hosts' => array(Q),
),
'jira' => array(
'host' = '',
'user' = "',
'password' = "',
'job_field' = "',

'Tink_to_jobs' => false, // set to true to enable Perforce job
Tinks in JIRA, P4DTG and job_field required

'delay_job_1links' => 60, // delay in seconds, defaults to 60
seconds

),
‘log
'priority' => 5,

=> array(

iy
'mail' => array(
// 'recipients' => array('user@my.domain'),
'notify_self' => false,
"transport' => array(
'host' => 'my.mx.host',
),
),
'mentions' => array(
'mode' => 'global',
'usersBlacklist' => array('super', 'swarm-admin'),

301



Configuration overview

),

'notifications' => array(
"honor_p4_reviews' => false,
'opt_in_review_path' => '//depot/swarm',
'disable_change_emails' => false,

),
'p4' => array(
"port’ => 'my-helix-versioning-engine:1666",
'user' => 'admin_userid"',
'password' => 'admin user ticket or password',
'slow_command_logging' => array(
3,
10 => array('print', 'shelve', 'submit', 'sync',

'unshelve'),

),

'max_changelist_files' => 1000,

'auto_register_url' => true,

),

'projects' => array(
'mainlines' => array(

'main', 'mainline', 'master', 'trunk',
e
'add_admin_only' => false,
'add_groups_only' => array(Q),
'edit_name_admin_only' = false,
'edit_branches_admin_only' => false,
'readme_mode' => 'restricted’,
'sidebar_sort_field’ => 'name',
e
'queue' => array(
'workers' = 3 // defaults to 3
'worker_Tifetime' => 595, // defaults to 10 minutes (less
5 seconds)
'worker_task_timeout' => 1800, // defaults to 30 minutes
'worker_memory_Tlimit' => '1G', // defaults to 1 gigabyte
),
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'reviews' => array(
'patterns' => array(
'octothorpe' => array( // #review or #review-1234 with
surrounding whitespace/eol
'regex' => "/(?P<pre>(?:\s|M\(?D\#
(?P<keyword>review|append|replace) (?:-(?P<id>[0-9]+))?(?P<post>[.,!?:;)]1*
(?=\s|$))/i",
'spec' => '%preX#kkeyword%-%id¥kkpost%’,
"insert' => "%description%\n\n#review-%id%",
'strip' = '/A\s*\#(review|append|replace)(-[0-9]+)7
A\s+]$) | (\s+|M)\#(review|append|replace) (-[0-9]+)?\s*$/i",
iy

'leading-square' => array( // [review] or [review-
1234] at start
'regex' => "'/A(?P<pre>\s*)\
[(?P<keyword>review]|append|replace) (?:-(?P<id>[0-9]+))?\] (?P<post>\s*)/i"',
'spec' => '%preX%[%keyword¥%-%id¥%]%postk",
i

"trailing-square' => array( // [review] or [review-
1234] at end
'regex' => '"'/(?P<pre>\s*)\
[(?P<keyword>review|append|replace) (?:-(?P<id>[0-9]1+))?\]
(?P<post>\s*)?$/i",
'spec’ => '%pre%[%keyword%-%id%]%post%',
i

'filters' =>array(
'result_sorting' => true,
'date_field' => 'updated', // 'created' displays and sorts by
created date, 'updated' displays and sorts by last updated

D)
i
'commit_timeout' => 1800, // 30 minutes
'disable_commit' = true,
'disable_self_approve' => false,
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Tines

Tool

closed

'disable_approve_when_tasks_open' => false,

'process_shelf_delete_when' => array(),
'commit_credit_author' => true,
'ignored_users' => array(Q),
'unapprove_modified' => true,
'allow_author_change' = true,
'sync_descriptions' = true,
'expand_all_file_limit' = 10,
'expand_group_reviewers' = false,

'disable_tests_on_approve_commit' => false,

'more_context_1lines'

iy

'search' => array(
'maxTocktime’
'p4_search_host' => "'

),

'security’
'disable_system_info'

=> array(

=>10, // defaults to 10

=> 5000, // 5 seconds, in milliseconds
, // optional URL to Helix Search

=> false,

'email_restricted_changes' => false,

'emulate_ip_protections'
'https_port
'https_strict'
'https_strict_redirect’
'prevent_login'
'require_login'

),
'session' => array(

'cookie_lifetime'

'remembered_cookie_1ifetime'
'gc_maxT1ifetime'
'gc_divisor'

)

'short_links' => array(

=> true,
=> null,
=> false,
=> true,
=> array(Q),
=> true,

=> 0, // O=expire when browser
=> 60*60%24%30, // 30 days

=> 60%60%24*30, // 30 days
=> 100, // 100 user requests
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'hosthame' => 'myho.st',
'external_url' => "https://myho.st:port/sub-folder"',
P
'upgrade' => array(
'status_refresh_interval' => 10, //Refresh page every 10
seconds
'batch_size' => 1000, //Fetch 1000 reviews to Tower memory
usage
),

'users' => array(
'settings' => array(
'review_preferences' => array(

'show_comments_in_files' => true,
'view_diffs_side_by_side' => true,
'show_space_and_new_1line_characters' => false,
'ignore_whitespace' => false,

)
'time_preferences' => array(
'display' => 'Timeago', // Default to 'Timeago' but can
be set to 'Timestamp'

)
),
),
'xhprof' => array(
'sTow_time' = 3,
"ignored_routes' => array('download', 'imagick',
'Tibreoffice', 'worker'),
i
g
Note

The Swarm configuration file does not include PHP's standard closing tag (?>). This is intentional as it
prevents unintentional whitespace from being introduced into Swarm's output, which would interfere
with Swarm's ability to control HTTP headers. Debugging problems that result from unintentional
whitespace can be challenging, since the resulting behavior and error messages often appear to be
misleading.
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Diff configuration

Swarm's Diffs feature can be customized via the following config item.

max_diffs

If the number of diffs is greater than the configured maximum, then the list of diffs is truncated by default.
An option will be given to show all the diffs for that file.
'diffs' => array(
'max diffs' => 1500,
)

Email configuration

Swarm's email delivery is controlled by the mail configuration block in the SWARM_
RooT/data/config.php file. Here is an example:
<?php
// this block should be a peer of 'p4'
'mail' => array(
// 'sender' => 'swarm@my.domain', // defaults to
"notifications@hostname’
'transport' => array(

'name' => 'localhost', // name of SMTP host
'host' => '127.0.0.1'", // host/IP of SMTP host
'port' => 587, // SMTP host Tistening port
'connection_class' => 'plain', // 'smtp', 'plain', 'login',
'crammd5'’
'connection_config' => array( // include when auth required
to send
'username' => 'user', // user on SMTP host
'password' => 'pass', // password for user on SMTP
host
'ss]! = "tls’, // empty, 'tls', or 'ssl'
),
// override email deliveries and store all messages in this
path

// 'path' => '/var/spool/swarm',
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),

// override regular recipients; send email only to these addresses
// 'recipients' => array(

// 'userl@my.domain',
// 'user2@my.domain',
/7 ),

// send notifications of comments to comment authors?
'notify_self' => false,

// blind carbon-copy recipients
// 'use_bcc' => true,

// suppress reply-to header
// 'use_replyto' => false,
),

Note

Without any mail configuration in the SWARM_ROOT/data/config. php file, Swarm attempts
to send email according to PHP's configuration, found in the php . i ni file. By default, the
configuration in php . in1 relies on SendMail being installed.

Important
Email delivery for events related to restricted changes is disabled by default. See "Restricted
Changes" on page 347 for details on how to enable restricted change notifications.

Sender

The sender item within the mai 1 block specifies the sender email address that should be used for all
notification email messages. The default value is:

notifications@hostname

hostname is the name of the host running Swarm, or when specified with the "Environment" on
page 311 configuration.
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Transport

The transport block within themail block defines which mail server Swarm should use to send
email notifications. Most of the items in this block can be omitted, or included as needed. See the Zend
Framework's Mail Transport Configuration Options for a description of most fields and their default
values.

Swarm uses the custom path item to direct all email messages to a directory instead of attempting
delivery via SMTP. For details, see "Save all messages to disk" on the next page.

Recipients

The recipients item within themai 1 block allows you to specify a list of recipients that should
receive email notifications, overriding the normal recipients. This is useful if you need to debug mail
deliveries.
<?php
// this block should be a peer of 'p4'
'mail' => array(
'recipients' => array(
'userl@my.domain',
'user2@my.domain',
),
),

Any number of recipients can be defined. If the array is empty, email notifications are delivered to the
original recipients.

notify_self

The notify_self item withinthemai1 block specifies whether comment authors should receive an
email for their comments. The default value is false. When set to true, comment authors receive an
email notification for their own comments.

Use BCC

The use_bcc item within the mai 1 block allows you to address recipients using the Bcc email field.
Setting the value to true causes Swarm to use the BCC: field in notifications instead of the TO : field,
concealing the email addresses of all recipients.
<?php

// this block should be a peer of 'p4'

'mail' => array(
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Use Reply-To

'use_bcc' => true,

),

Use Reply-To

The use_rep1yto item within themai 1 block allows you to suppress populating the Reply-To email
field. Setting the value to false causes Swarm to omit the Reply-To: field in notifications; by
default, it is populated with the author's name and email address. When this field is true, users
receiving an email notification can simply reply to the email and their response will be addressed to the
author.

<?php
// this block should be a peer of 'p4'
'mail' => array(
'use_replyto' => false,

),

Save all messages to disk

For testing purposes, you may want to send all email to disk without attempting to send it to recipients.
Use the following configuration block to accomplish this:

<?php
// this block should be a peer of 'p4'
'mail' => array(
"transport' => array('path' => MAIL_PATH),
),

<MAIL_PATH> should be replaced with the absolute path where email messages should be written, the
mail transport will create a new file for each email message and write it to the path directory. This path
must already exist and be writable by the web server user.

Note
Use of the path item causes Swarm to ignore all other configuration within the transport block. This is
why path is commented out in the main example.

Email headers

Swarm sends out notification emails that contain custom headers which email programs can use for
automatic filtering. Emails also contain headers to ensure they are correctly threaded in email clients
which support doing so.
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All Swarm emails contain the following headers, which can be used to identify which Swarm server they
came from:

X-Swarm-Host: swarm.perforce.com
X-Swarm-version: SWARM/2017.1/1500036 (2017/03/27)
The exact values may differ according to the version of Swarm you are running, and its configuration.

If a notification is applicable to one or more projects, then each project will be listed in the X-Swarm-
Project header, which contains a list of one or more project names. Reviews may span multiple
projects, so in this case a single email is sent out with each project listed.

X-Swarm-Project: gemini, apollo
X-Swarm-Host: swarm.perforce.com
X-Swarm-version: SWARM/2017.1/1500036 (2017/03/27)

If one or more of the applicable projects is private, then two or more emails may be sent. In order for the
existance of the private project to be hidden from non-members, any email sent to them will not contain
references to the private project. Members of each private project will receive an email tailored to them
which contains references to that private project. The email to the non-private projects will not contain
references to any of the private projects in the X-Swarm-Project header.

For example, if a review spans three projects, called Gemini, Apol10,andU1tra, whereUltrais
a private project, then members of projects Gemini and Apo1 1o will receive an email with the
following headers:

X-Swarm-Project: gemini, apollo
X-Swarm-Host: swarm.perforce.com
X-Swarm-version: SWARM/2017.1/1500036 (2017/03/27)

Members of the UTtra project will receive an email with the following header:

X-Swarm-Project: ultra
X-Swarm-Host: swarm.perforce.com
X-Swarm-version: SWARM/2017.1/1500036 (2017/03/27)

This can result in users receiving two notification emails (if they are members of U1t ra and one of the
other two projects), but privacy for the private project is preserved.

Emoiji

By default, Swarm uses a font to provide Emoji images. Swarm can make use of Emoji images from the
Gemoji project. Gemoji provides support for more Emojis and works on more browsers and platforms
than the font Swarm normally uses.

Due tolicensing issues, Gemoji cannot be distributed with Swarm. You can use the Gemoji images after
following these steps:
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1. Download the latest release (currently 3.0.0) of the Gemoji project from their releases page.
2. Unpack the release archive into SWARM_ROOT/publ1ic/vendor.

After unpacking, you should see a new folder: SWARM_ROOT/pub1ic/vendor/gemoji-
3.0.0

3. 0. Orepresents the version of Gemoji, which may differ if you downloaded a different or newer
release.

3. Rename the new folder:

$ c¢d SWARM_ROOT/public/vendor
$ mv gemoji-3.0.0 gemoji
Replace 3. 0. 0in the above command if you have downloaded a different or newer release of
Gemoji.
4. Ensure that the new images are readable.
$ c¢d SWARM_ROOT/public/vendor
$ chmod -R +r gemoji

Swarm detects and uses Gemoji images automatically.

Environment
This section describes the environment configuration items available for Swarm:

= mode: whether Swarm operates in production or development mode.

m hostname: specifies the canonical hostname Swarm should use, such as in links to Swarm in
email notifications.

m external_url: specifies the canonical URL Swarm should use, such as in links to Swarm in email
notifications. Swarm can often auto-detect the correct URL, but use of external_ur1 might
be necessary in complex web hosting environments.

m base_url: specifies the folder name Swarm is installed within when Swarm is not installed in the
web server's document root.

Add the following configuration block to the SWARM_R0OOT/data/config.php file:

<?php
// this block should be a peer of 'p4'
'environment' => array(
'mode’ => 'development', // defaults to 'production'
'hostname' => 'myswarm.hostname', // defaults to requested
hostname
'external_url"' => null, // defaults to null

311


https://github.com/github/gemoji
https://github.com/github/gemoji/releases

mode

'base_url"' => null, // defaults to null
),

mode

By default, Swarm operates in production mode. When mode is set to development, Swarm
displays greater error detail in the browser. Also, Swarm switches from including aggregated and minified
JavaScript and CSS to requesting each JavaScript and CSS resource for all active modules. The default
value is production. Any value other than development is assumed to mean production.

development mode makes it easier to discover problems and to identify their source, but also incurs
additional browser overhead due to many more JavaScript and CSS requests for larger files. We
recommend that you do not use development mode in production environments, unless directed to do so
by Perforce technical support.

hostname

The hostname item allows you to specify Swarm's hostname. This could be useful if you have multiple
virtual hosts deployed for a single Swarm instance; Swarm uses the hostname you configure when
generating its web pages and email notifications.

Note
The value specified for the hostname item should be just the hostname. It should not include a

scheme (e.g. "http://"), norshoulditinclude a port (e.g. " : 80").

external_url

The external_ur1 item allows you to specify Swarm's canonical URL. This is useful if your Swarm
instance is proxied behind another web service, such as a load balancer, caching proxy, etc., because
Swarm's auto-detection of the current hostname or port could otherwise result in incorrect self-
referencing URLs.

When specified, Swarm uses the external_ur1l item as the prefix for any URLSs it creates that link
toitself inits web pages and email notifications.

Note

Any path components included in external_url are ignored. If you specify
https://myswarm.url:8080/a/b/c, Swarm only uses
https://myswarm.url:8080/ when composing URLs.

Important
If you specify base_ur1 along with external_url and you have deployed multiple Swarm
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instances that connect to the same Helix Server, ensure that all Swarm instances specify the same
base_url. varyingbase_ur1 amongst cooperating Swarm instances is not supported.

base_url

The base_ur1 item allows you to specify Swarm's folder within the web server's document root. This
is useful if you cannot configure Swarm to operate within its own virtual host, such as when you have an
existing web service and Swarm must exist alongside other applications or content.

By default, base_ur1 is null, which is equivalent to specifying /. If you specify a folder, include the
leading /. For example, /swarm.

Important
If you specify external_urT along with base_urT1 and you have deployed multiple Swarm

instances that connect to the same Helix Server, ensure that all Swarm instances specify the same
base_url. varyingbase_ur1 amongst cooperating Swarm instances is not supported.

Excluding Users from Activity Streams

Larger Helix Server installations often have one or more service users that perform automated tasks,
such as build systems, continuous integration test servers, integrations with 3rd-party databases via
P4DTG, or with Git via Perforce Git Fusion.

As Swarm reports the activity of users, and these service users can generate significant volumes of
activity entries, Swarm provides a mechanism to ignore activity from specified users.

Update the SWARM_ROOT/data/config. php file to include the following configuration block:

<?php
// this block should be a peer of 'p4'
'activity' => array(

'ignored_users' => array(
'git-fusion-user',
'p4dtguser’,

'system',

P

)

After SWARM_ROOT/data/config.php is updated, Swarm no longer records activity for any of
the listed userids. Any previously recorded activity is included in activity streams.
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Files configuration

Swarm can be customized using the following config items:

max_size
Swarm limits the size of files that are displayed in a review or standard file view. This defaults to 1MB,
but can be configured to be larger or smaller. Files larger than this will be truncated.

If the value is set to zero, then the file size is unlimited.

<?php
// this block should be a peer of 'p4'
'files' => array(
'max_size' => 1 * 1024 * 1024, // IMB (in bytes)
),

download_timeout

When downloading files, there is a timeout which defaults to 30 minutes. This can be changed by setting
the download_timeout configurable to a value in seconds. Alternatively, setting it to zero removes
the timeout.

<?php
// this block should be a peer of 'p4'
'"files' => array(
'download_timeout' => 1800, // seconds (30 minutes)

),

Groups configuration

By default, Swarm allows all users to see the list of user groups under the 'Groups' tab in the top bar.
Users can view the members of a group, as well as their activities.
You configure the visibility of this tab with the groups configuration block in the SWARM_
RooT/data/config.phpfile, as in the following example:
<?php

// this block should be a peer of 'p4'

'groups' => array(

'super_only' => true,

),
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Setting the super_ony option to true hides the groups tab from non-admin users.

Ignored users for reviews

Automated test environments may inadvertently participate in code reviews if they copy user-generated
change descriptions. For example, if an automated system copied a change description containing
#review and subsequently shelved or committed files, a new review would be started. Similarly copying a
description with #review-12 3 could inadvertently update an existing review. As test environments
may involve thousands or millions of tests, such interactions can potentially generate far too many
Swarm notifications.

To mitigate this problem, Swarm can be configured to ignore specified users for the purposes of starting
or updating a review. Edit the SWARM_ROOT/data/config. php file, and provide the list of users
to ignore in the ignored_users item in the reviews configuration block. For example:

<?php
// this block should be a peer of 'p4'

'reviews' => array(
'ignored_users' => array('build_userl', 'build_user2'),

),

License

Helix Swarm has always been free to use with an unlicensed Helix Server. With the 2014.4 release,
Swarm is free to use with any Helix Server. You no longer need to purchase a Swarm-specific license,
and any existing Swarm-specific licenses are no longer evaluated.

An unlicensed Helix Server provides unlimited use for up to 5 users and 20 workspaces. When the user
or workspace limit is crossed, Helix Serverimposes a maximum of 1,000 files. Swarm honors the
restrictions of Helix Server.

Locale
Swarm is fully localized; with an appropriate language pack installation, Swarm can support users in
multiple languages.

A language pack consists of gettext-styledefault.po anddefault.mofiles, placedina
folder named for the locale they represent, within the language folder in the Swarm root directory. In
addition, language packs contain two javascript files to provide translation strings for the in-browser Ul,
locale.jsand Tocale. jsgz, which both appearin the SWARM_
RoOT/pub1ic/build/Tanguage folder.

The following example illustrates the directory layout of a language pack:

SWARM_ROOT/
Tanguage/
locale/
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default.mo
default.po
public/
build/
Tanguage/
locale.js
locale.jsgz
You can configure certain localization behaviors with the trans1ator configuration block in the
SWARM_R0OOT/data/config.phpfile. Here is an example:
<?php
// this block should be a peer of 'p4'
| "translator' => array(

'detect_Tocale' => true,
'lTocale’ =
'translation_file_patterns' => array(Q),

),

The detect_Tocale key determines whether Swarm attempts to detect the browser's locale. The
default value is true. Set the value to fal se to disable browser locale detection.

The Tocale key is a string specifying the default locale for Swarm. Alternately, an array of 2 strings can
be used to specify the default locale, and a fallback locale. For example:
<?php
// this block should be a peer of 'p4'
'"translator' => array(
'Tocale’ => array("en_GB", "en_uUs"),
),

The translation_f1ile_patterns key allows you to customize Zend's translation

infrastructure, which you might do if you are developing your own language pack. For details, see
Zend\I18n.

Logging

Helix Swarm is a web application, so there are several types of logging involved during the course of
Swarm's normal operations.
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Web server logging

Web server logging

All accesses to Swarm may be logged by the web server hosting Swarm. As web server log configuration
is web server specific, refer to your web server's documentation. Since we recommend the use of
Apache, more information regarding log configuration in Apache can be found here:
https://httpd.apache.org/docs/2.2/logs.html

Helix Versioning Engine logs
Swarm communicates with the associated Helix Server for every page request. Review the Swarm-
generated requests on your Helix Server by enabling logging.

For more information, see "Configuring logging" and "Auditing user file access" in the Helix Versioning
Engine Administrator Guide: Fundamentals.

Swarm logs

Depending on the log configuration you provide to Swarm, Swarm can log its own operations. Swarm's
logs are much more helpful if you encounter problems.

Swarm stores its log data in the SWARM_ROOT/data/10og file. The volume of entries recorded in the
log depends on the configuration stored in the SWARM_ROOT/data/config. php file. Here is an
example:
<?php

// this block should be a peer of 'p4'

'"lTog' => array(

'priority' => 3, // 7 for max, defaults to 3

),

The log priority specifies the importance of the messages to be logged. When priority is set to
0 (the lowest value), only the most important messages are logged. When priority is setto 7 (the
highest value), all messages, including the least important messages, are logged. The default priority is

3.

The different priority levels are:

Priority Description

0 Emergency: a message about a system instability
1 Alert: a message about a required immediate action
2 Critical: a message about a critical condition

3 Error: a message about an error

4 Warning: a message about a warning condition
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Trigger Token Errors

Priority Description

5 Notice: a message about a normal but significant condition
6 Info: an informational message

7 Debug: a debugging message

Note

Setting priority to avalue higher than 7 does not result in increased logging. Settingpriority
to a value lower than 0 does not result in reduced logging.

Trigger Token Errors
If the trigger tokens are missing or invalid, the web server error log contains a suitable error:

queue/add attempted with invalid/missing token: token used

Atokenis invalid when it is not formed from the characters A through Z (in upper or lowercase), 0 through
9, oradash ().

A token is missing when a file using the token as its name does not exist in the SWARM_
RoOT/data/queue/tokens directory.

Performance logging

Swarm logs warnings whenever commands issued to the Helix Server take longer than expected to
complete. These warnings can be used to diagnose performance problems in the Helix Server.

Note
By default, warnings are not captured in the Swarm log. To capture warnings, the log priority must be
set to 4 or higher.

The default configuration is:

<?php
// this block should be placed within the 'p4' block
'sTow_command_logging' => array(
3, // commands without a specific rule have a 3-second Timit
10 => array('print', 'shelve', 'submit', 'sync', 'unshelve'),
)Y

In this configuration block, the numeric key specifies the time threshold in seconds, and the value (if
present) is an array of Helix Server commands that should use the threshold. Should a command be
associated with multiple thresholds, the largest is used for that command.
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In addition, Swarm automatically detects when the PHP extension xhprof is installed and collects
profiling data for requests that take longer than expected. The profiling data could be helpful in diagnosing
performance issues within Swarm itself, particularly when analyzed in combination with the slow
command logging described above. When collected, profiling data is stored in the SWARM_
RooT/data/xhprof folder.

The default configuration is:

<?php
// this block should be a peer of 'p4'
'xhprof' => array(
'sTow_time' => 3, // the threshold in seconds
'ignored_routes' => array('download', 'imagick', 'Tibreoffice',
'worker'),

),

s 1ow_t1me specifies the threshold, in seconds, that should be used to determine when a Swarm
request is slow. ignored_routes is an array that specifies a list of Zend Framework route names
that should not be profiled. For example, Swarm's Fi 1es module specifies that the download route
should be ignored from profiling as downloads could take significantly longer than the default threshold.

Note
Depending on the performance of the server hosting Swarm, and particularly the performance of the

associated Helix Server, you may want to monitor the SWARM_ROOT/data/xhprof folder for
disk usage. Each request that exceeds the time threshold causes 200-600KB of data to be written.

Mainline branch identification
When viewing a project's files, the initial view is the list of the project's branches. The branches appearin
alphabetical order, but the branch identified as the main branch appears first and bolded.

Swarm uses a list of names to identify which of a project branches should be considered as the main
branch. The default names are main, mainline, master, and trunk.

You can adjust the configuration to match your local branch naming convention. Here is an example of
the configuration block:

<?php
// this block should be a peer of 'p4'
'projects' => array(
'mainlines' => array(
'main', 'mainline', 'master', 'trunk',
P
)
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Notifications
Swarm can be configured to provide generic notifications of committed changes in Helix Server, taking
the role of a review daemon.
Notifications configuration is expressed with a noti fications block inthe SWARM_
RooT/data/config.php file, similar to the following example:
<?php

// this block should be a peer of 'p4'

'notifications' => array(

"honor_p4_reviews' => false, // defaults to
false
'opt_in_review_path' => '//depot/swarmReviews', // required if
honor_p4_reviews 1is true; defaults to "'
'disable_change_emails' => false, // optional;
defaults to false
)

If honor_p4_reviews is set to true, then opt_in_review_path must be set to a path
somewhere in the depot. This path does not need to point to an actual file that exists, but it must be
accessible by all users who want to make use of this functionality. For example:

'notifications' => array(
"honor_p4_reviews' => true,
'opt_in_review_path' => '//depot/swarmReviews',
),

If these two values are set, then users can make use of the Perforce review functionality by subscribing
tothe opt_in_review_path intheir user spec. Any user subscribed to that file, will receive
notifications for all the other paths they are subscribed to.

We recommend that opt_1in_review_path point to a file that does not exist. Ideally, it points to a
file that no user is likely to want to create. It must however be in a valid depot.

For example, if a user has the following review paths set in their user spec:

$ p4 user -o asmith
User: asmith

Email: asmith@example.com
FullName: Alice Smith

Reviews:
//depot/swarmreviews
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//depot/main/acme/. ..
//depot/main/orion/. ..
//depot/dev/asmith/...

The //depot/swarmReviews means that this user is subscribed to the path setinopt_in_
review_path, and therefore will receive notifications. The rest of the subscription lines define which
paths in the depot this user is interested in. Therefore this user will receive a notification for a change
made to //depot/main/acme/foo.txt, but not achange made to
//depot/dev/acme/foo. txt.

For example, to see which users are subscribed to receive notifications you canrun p4 reviews
<path>against the opt_in_review_path value:

$ p4 reviews //depot/swarmReviews

asmith <asmith@example.com> (Alice Smith)
bbrown <bbrown@example.com> (Bob Brown)
erogers <erogers@example.com> (Eve Rogers)

To see which users are subscribed to files in a particular changelist, youcanrun p4 reviews -c
<changeli st>. Swarm will notify the users who subscribe to both the review of this changelist and
the review path, opt_in_review_path.

m honor_p4_reviews: When set to true, Swarm sends notification emails for every committed
change to all users where the change matches one of their Reviews : paths.

= opt_in_review_path: Optional item, required only if honor_p4_reviews is set. This item
specifies a special depot path, which typically would not exist in the Helix Server machine. When
a path is specified, users must include this path (or a path that contains it) in the Reviews: field
of their user spec to cause Swarm to send the user a notification for every committed change that
matches one of their Reviews : paths.

For example, if the opt_in_review_pathissetto //depot/swarmReviews, users
can opt-in to Swarm review notifications by adding that path, or a path such as //depot/. ..,
to the Reviews : field in their user spec.

= disable_change_emails: Optional item. When set to true, notifications for committed
changes, based on the Reviiews : field and the users and projects you follow, are disabled.
Notifications for reviews and comments will still be sent.

Note

If your Helix Server machine already has a review daemon in operation, users receive two
notifications for Reviews : paths. You may want to deprecate the review daemon in favor of
Swarm's change notifications.

Note
"Groups" on page 184 have per-group notification settings. See "Add a group" on page 212 for details.
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Global settings

There are many situations that can result in email notifications being sent out to users and groups. Whilst
it is possible for a user and group owner to configure their own settings, it is also possible for the system
owner to configure the defaults for all users and groups by modifying the settings in the config. php.

Note
m [f a group owner is not specified for the group: only users with super privileges can
configure group notification settings.

= [f one or more group owners are specified for the group: only group owners and users
with super privileges can configure group notification settings.

Each notification consists of an Event and aRole. The Event is what happened (for example, a new
review was created, a file was submitted) and the Ro'l e is the role of the user or group who could receive
a notification. A user or group can belong to multiple roles, in which case if any of them are set to send a
notification, then the user or group will receive a notification.

For example, when a review is voted on (review_vote), there are a number of roles of users, and
groups that could be notified:

= Users: the user that voted on the review (is_se1T), the author of the review (is_author), a
user who is a moderator of the project branch the review is in (is_moderator), and a user who
is a reviewer of the review (1S_reviewer).

= Groups: members of a moderator group for the project branch the review is in (1S_
moderator), and members of a reviewer group for the review (i1S_reviewer).

Configuration options

By default, all notifications are enabled for all roles. The system-wide defaults can be changed by adding
the following options into the notifications block of the SWARM_R0OOT/data/config.php. These
options are in addition to those described above.

<?php
// this block should be a peer of 'p4'
'notifications' => array(
'review_new' => array(
'is_author' => 'Enabled',
'is_member' => 'Enabled',

)

'review_files' => array(
'is_self' => 'Enabled',
'is_author' => 'Enabled',
'is_reviewer' => 'Enabled',

'is_moderator' => 'Enabled',
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),

'review_vote' => array(
'is_self' => 'Enabled',
'is_author' => 'Enabled',
'is_reviewer' => 'Enabled',
'is_moderator' => 'Enabled',

e

'review_required_vote' => array(
'is_self' => 'Enabled',
'is_author' => 'Enabled',
'is_reviewer' => 'Enabled',

'is_moderator' => 'Enabled',

),

'review_optional_vote' => array(
'is_self' => 'Enabled',
'is_author' => 'Enabled',
'is_reviewer' => 'Enabled',
'is_moderator' => 'Enabled',

P

'review_state' => array(
'is_self' => 'Disabled',
'is_author' => 'Enabled',
'is_reviewer' => 'Enabled',

'is_moderator' => 'Enabled',

),

'review_tests' => array(
'is_author' => 'Enabled',
'is_reviewer' => 'Enabled',
'is_moderator' => 'Enabled',

),

'review_changelist_commit' => array(
'is_author' => 'Enabled',
'is_reviewer' => 'Enabled',
'is_member' => 'Enabled',
'is_moderator' => 'Enabled',

)

'review_comment_new' => array(
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'is_author' => 'Enabled',
'is_reviewer' => 'Enabled',
i
'review_comment_update' => array(
'is_author' => 'Enabled',
'is_reviewer' => 'Enabled',
i
'review_comment_liked' => array(
'is_commenter' => 'Enabled',

)

'review_opened_issue' => array(
'is_self' => 'Enabled',
'is_author' => 'Enabled',
'is_reviewer' => 'Enabled',
'is_moderator' => 'Enabled',

D)

'review_join_leave' => array (
'is_self' => 'Enabled',
'is_author' => 'Enabled',
'is_reviewer' => 'Enabled',
'is_moderator' => 'Enabled',

)

)

Each setting can have one of four possible values to either enable or disable notifications of that type. If
multiple settings apply to a given event, then a user will receive a notification if any of them are enabled.

m Enabled: Notifications for this event and role are enabled, and a user will receive emails by
default.

m Disabled: Notifications for this event and role are disabled, and a user will not receive emails by
default.

m ForcedEnabled: Same as for Enabled, but this is forced enabled for all users. An individual user
is not able to disable this notification type on their settings page.

m ForcedDisabled: As for Disabled, but this is forced disabled for all users. An individual user will
not be able to enable this notification type on their settings page.

Unless one of the forced options is used, system wide options can be overridden by individual users and
group owners, who can configure which notifications they receive.
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Notification Roles

The various roles are as follows:

is_self: This role is the user who changed the state of the review.
is_author: This role is the user who was the author of the review.

is_reviewer: This role includes all users and groups who are listed as being a reviewer on the
review.

is_member: This role includes all users who are a member of the project in which the event
happened.

is_moderator: This role includes all users and groups who are listed as being a moderator of the
project branch in which the event happened.

is_follower: This role includes all users who are followers of the project in which the event
happened.

is_commenter: This role is the user who was the author of a comment.

Notification events

An event is the action that causes the notification:

review_new: A new review has been created.
review_files: Files have been added to a review.
review_vote: A user has voted on a review.
review_state: The status of a review has been changed.

review_tests: Automated tests have failed for a review. The first time automated tests pass for a
review after a test failure for that review.

review_changelist_commit: Files on a review have been committed.
review_comment_new: A comment has been added to a review.
review_comment_update: A comment on a review has been updated.
review_comment_liked: A user has liked a comment.

review_join_leave: A user or group has joined or left a review.

OVA Management

The Helix Swarm OVA is installed with Ubuntu 16.04 LTS. Ubuntu's "Long-Term Support" releases
receive security updates periodically over their 5-year support window. We recommend that use of the
OVA involve package updates from time to time, which can be accomplished as follows:
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1. Logintothe OVA as root. The password for the root account was established during setup.

2. Update the catalog of available packages:
# apt-get update

3. Download and install any updated packages:

# apt-get upgrade

See "Package management with APT" for more information:
https://help.ubuntu.com/community/AptGet/Howto

Dependency Conflicts

Ubuntu software packages are often dependent on other packages that provide, for example, common
libraries, utilities, and configuration. Occasionally, an upgraded package may have differing
dependencies than its previous version, which can lead to dependency conflicts that can prevent
package updates from completing successfully.

Should this situation occur with the Swarm OVA, use the following command to use "smart" conflict
resolution, which attempts to upgrade the most important packages at the expense of less important
packages if necessary:

# apt-get dist-upgrade

Warning
Upgrading packages could potentially make the OVA-hosted Swarm no longer functional. If you use

the Swarm OVA in a production environment, perform the package updates on a copy of the OVA and
test that Swarm continues to function properly.

P4TRUST

When Swarm is configured to connect to a Helix Server (p4d) using an SSL connection, Swarm
automatically executes the p4 trust command, which accepts the SSL fingerprint and creates the
file SWARM_ROOT/data/p4trust containing alist of trusted servers and their fingerprints. If the
certificate that p4d uses is changed for any reason, then when p4d is restarted, Swarm connections to

p4d fail.

The solution is to delete SWARM_ROOT/data/p4trust. On the next request to Swarm, p4
trust is again automatically executed and Swarm can then connect to p4d.

Projects

By default, once a project has been created, any member of the project can edit or delete the project's
settings. Projects can also set Only Owners and Administrators can edit the project, which prevents
all project changes by users who are neither owners or administrators.
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Limit adding projects to administrators

Instead of allowing any changes, or preventing all changes, you may want to prevent project members
from making select changes, such as to the project's name (and associated identifier), or adjusting the
branch definition(s). This is useful when build infrastructure or other tooling treats these details as
operational configuration, but you still want members to be able to adjust other aspects of the project
configuration.

To do so, edit the SWARM_R0OOT/data/conf1ig. php file, and set the following two items, similar to
the following example:
'projects' => array(
'edit_name_admin_only' => true,
'edit_branches_admin_only' => true,

),

» edit_name_admin_only: when set to true, only users with admin privileges in the Helix
Server can modify a project's name.

» edit_branches_admin_only: when set totrue, only users with admin privileges in the
Helix Server can modify a project's branch definition(s).

Both items default to False.

Limit adding projects to administrators

By default, any authenticated user can add new projects. Swarm can restrict project creation to users
with admin-level privileges or higher. Once restricted, Swarm prevents non-administrators from adding
projects, and does not display the + icon to add a project to non-administrators.

Add or update the following configuration block to the SWARM_ROOT/data/config.phpfile, at the
same level as the p4 entry:

<?php
// this block should be a peer of 'p4'
'projects' => array(
'add_admin_only' => true,

),

Important

Ifadd_admin_onTy is enabled and add_groups_on'y has one or more groups configured,
project creation is only available to users with administrator privileges and who are members of the
specified groups.

327



Limit adding projects to members of specific groups

Limit adding projects to members of specific groups

Swarm can restrict project creation to members of specific groups. The groups and membership need to
be defined in the Helix Server.

Add or update the following configuration block to the SWARM_R0OOT/data/config. php file, at the
same level as the p4 entry:

<?php
// this block should be a peer of 'p4'
'projects' => array(
'add_groups_only' => array('wizards', 'slayers', 'phbs'),

),

Important
Ifadd_admin_onTy is also enabled, project creation is only available to users with administrator
privileges and who are members of the specified groups.

Project readme

Projects can have a README.md file associated with them that is automatically displayed on the project
overview page. This file is read from the root of the project's mainline if it is available, and shown above
the activity feed. See "Mainline branch identification" on page 319 for details on configuring the project
mainline.

Add or update the following configuration block to the SWARM_R0OOT/data/config. php file, at the
same level as the p4 entry:

<?php
// this block should be a peer of 'p4'
'projects' => array(
'readme_mode' => 'restricted',
i

s disabled: the use of README.md file will be disabled and no text content will be shown in the
project overview page.

= restricted: the content of the README.md file is displayed, but Markdown support is
limited to prevent execution of raw HTML and JavaScript content. This is the default.

= unrestricted: the content of the README.md file is displayed, and Markdown support is
unrestricted, allowing full HTML and JavaScript to be used. This is insecure as any person with
access to the README.md file can add script to the page which would execute as the currently
logged in user.
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Changing the project sidebar order

The sort order of the project sidebar on the home page is alphabetical. In order to change it to an order
based on project popularity, add the following configuration block to the SWARM_
RooT/data/config.php file, at the same level as the p4 entry:
<?php

// this block should be a peer of 'p4'

'projects' => array(

'sidebar_sort_field' => 'rank',

)

The options forthe sidebar_sort_field are name, rank, and id:

= hame: sort alphabetically according to the project display name. This is the default sort order.

= id: sort alphabetically according to the internal project id.

= rank: sort according to the popularity of the project. This is based on the number of followers and
members that the project has.

Review cleanup

When areview is created in Swarm, it creates its own version of the changelist, leaving the user's own
changelist untouched so as not to interfere with the user's ongoing work. Each time new work is
submitted to the review, Swarm creates a new changelist so that there is a versioned history of the
review.

When the review is finally committed it is Swarm's own changelist that is committed. Swarm's
changelists are generally hidden from the users, but the user's changelist will remain open. By default it is
necessary for the user to tidy up and remove this changelist themselves after the review has been
completed.

There is an option to do this automatically when the review is committed. Configuration for this is
expressed with a reviews block in the SWARM_R0OOT/data/config. php file, similarto the
following example:

<?php
'reviews' => array(
'cleanup' => array(

'mode’ => 'user', // auto - follow default, user -
present checkbox(with default)

'"default’ => false, // clean up pending changelists on
commit

'reopenFiles' => false, // re-open any opened files into the

default changelist
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),
),

By default, this option is enabled but defaults to no clean up (so a user can select the option if they want
to when they commit a review).

If the Helix Server user that Swarm is configured to use is a super user, then the user can clean up all
user changelists associated with a review. If this is not the case, then the user who commits a review
can only clean up changelists that are in their name.

By default, Swarm only cleans up changelists that are owned by the commiting user. In the case where a
user is commiting a review that has been contributed to by other users, their changelists will not be
cleaned up.

If you want to configure Swarm to clean up all changelists contributing to a review, regardless of whether
they are owned by the commiting user, you can do this by granting the Helix Server user that Swarm is
configured as 'super' permissions/privileges (rather than just the 'admin’ permissions/privileges that
swarm requires for its other operations).

Note

There is an API option that allows full cleanup to be executed with super permissions using an
external script. This removes the need for the Swarm Helix Server user to have super privileges. See
the API notes for details on this.

= mode

If the mode is User then a checkbox is displayed when a review is committed, and the user has
the option as to whether to clean up changelists or not.

If the mode is auto, then no checkbox is displayed, and all committed reviews will either always
be tidied up, or never will be, depending on the value of default.

m default

If mode is set touser, then this determines whether the checkbox shown on commit is ticked by
default or not.

If mode is set to auto, then it determines the action to be taken automatically. If set to true
then changelists will always be cleaned up, otherwise they will never be cleaned up.

m reopenFiles

If a changelist has files checked out (not shelved), then it cannot be deleted. Setting
reopenFilestotrue will meanthat when a changelist is cleaned up, any opened files will
first be moved to the default changelist, allowing the changelist to be removed.

If set to fa'lse, then a changelist with checked out files will not be cleaned up.

If users normally revert their files after shelving them, then this option may not be needed. If set to
true thenit may resultin files appearing in the user's default changelist unexpectedly.

The review cleanup feature is designed to help users keep their workspaces clean, and prevent the
proliferation of unwanted changelists after reviews have been approved and committed.
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However, it cannot guarantee to be perfect, and because it is taking actions automatically on the part of
the user, it may do things that the user doesn't expect. The following caveats should be kept in mind
when using this feature.

m The changelists created by Swarm itself will not be touched by this process. There will always be
a record of the review history that is kept.

m |f the user who commits a review is normally different to the user that did the work, then unless
Swarm runs as a super user then many changelists will not be cleaned up.

m [f the committer created some of the changelists, then those changelists will be removed.
However, changelists created by other users will not be removed.

m [f the user has shelved files into changelists without reverting them, then they will still remain in
the user's local workspace, and will need to be cleaned up manually.

There is an API endpoint available which can be used by a super userto tidy up changelists which can't
be removed automatically. See API Endpoints for details.

Review keyword

This section describes how to configure keywords, and how to use keywords in a changelist description
to create areview, and add a changelist to a review.

Review keyword configuration

The keyword can be configured with a regular expression so that most any keyword syntax can be used.
If you choose to customize the review keyword, take care to choose syntax and terminology that is
unlikely to occur in a changelist description, to avoid unexpected Swarm activity.

To configure the review keyword, add the following block to the SWARM_R0OOT/data/config.php
file:
<?php
// this block should be a peer of 'p4'
'reviews' => array(
'patterns' => array(
'octothorpe' => array( // #review or #review-1234 with
surrounding whitespace/eol
'regex' => "/(?P<pre>(?:\s|M\(D\#
(?P<keyword>review|append|replace) (?:-(?P<id>[0-9]+))?(?P<post>[.,!?:;)]1*
(?=\s|$))/i",
'spec' => '"%pre%#rkeyword%-%idkkpost%',
"insert' => "%description%\n\n#review-%id%",
'strip' = '/A\s*\#(review|append|replace)(-[0-9]+)7
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As+18) | \s+|M)\#(review|append|replace) (-[0-9]1+)?\s*$/i",
),

'"leading-square' => array( // [review] or [review-1234] at
start
'regex' => '/A(?P<pre>\s*)\
[ (?P<keyword>review|append|replace) (?:-(?P<id>[0-9]+))?\] (?P<post>\s*)/i',
'spec' => "%pre%[%keyword%-%id%]%post%",
),

"trailing-square' => array( // [review] or [review-1234]
at end
'regex' => "'/(?P<pre>\s*)\
[(?P<keyword>review|append|replace) (?:-(?P<id>[0-9]+))?\]
(?P<post>\s*)?$/1i",
'spec' => '%pre%[%keyword%-%id%]%post%",
),
),
P
Multiple patterns can be specified; the first successful match is used and none of the other patterns are
evaluated.

The keyword types are grouped under their identifiers. In each group, the regex item specifies the
regular expression to be used to identify the review keyword in the changelist description. The spec item
is used when the review keyword needs to be updated.

Note

The use of named capture groups in the regex, for example (?<pre>\s¥*). The values captured
during regex matching are used to replace any identically named placeholder values in the spec item
that are surrounded by percent % characters. In the example configuration above, the pre and post
capture groups and placeholders maintain any whitespace surrounding the review keyword.

Foroctothorpe (or "hashtag") review keywords, these can appear anywhere in the changelist
description. The Strip itemis used to ensure that the keyword is removed from the review description
if it appears at the start or end of the changelist description. The insert itemis currently not used; it is
included here to prevent future upgrade issues. The intended use case is when a review is started and the
changelist does not already contain a review keyword, the insert item would be used to add the review
keyword to the changelist description.

For more information on named capture groups in PHP, see: http://www.regular-
expressions.info/named. htmi
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Create a review

Create a review

By default, including the keyword #revi ew within a changelist description (separated from other text
with whitespace, or on a separate line) tells Swarm that a review should begin when the changelist is
shelved or committed.

Once a review has begun, Swarm adds the review identifier to the #review keyword, for example
#review-1234. This tells Swarm which review should be updated whenever the original changelist is
re-shelved or committed.

Note

If you create a pre-commit review and a user appends a changelist to your review, the default add
mode of your review is changed from replace to append, see "Add a changelist to a review" below for
details.

Note
Swarm can also accept [ review] at the start or end of the changelist description, but this form of
review keyword is now deprecated and is likely to be removed in a future version of Swarm.

Add a changelist to a review

Once a review has been started you can add a changelist to the review. It can be useful to add
changelists to an existing review. For example, if follow up changes are made to files in a review or if you
need to group a number of changelists under a single review.

Note
The changelist must not be part of another review, if it is Swarm will reject it.

By default, the #append-, #replace-, and #review- keywords along with the review identifier
(separated from other text with whitespace, or on a separate line) can be used in a changelist description
to add changelists to an existing review. The options available depend on whether the review is pre-
commit or post-commit:

m Pre-commit reviews:

. #append- + review identifier. When you add a changelist to a review with the append
option, the files in the changelist are appended to the existing files in the review. This
changes the default add mode of the review to append.

. #replace- + review identifier. When you add a changelist to a review with the replace
option, all of the files in the review are replaced with the files in the changelist you are adding
to the review. This changes the default add mode of the review to replace.
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Note
If you replace a pre-commit review with a committed changelist, the new version of the
review will be a post-commit review.

. #review- + review identifier. When you add a changelist to a review with this option, the
review's default add method is used. The default add method can be either replace or append
and it is set by the most recent add method used on the review:

« When areview is first created the default add mode for the review is replace.

« If achangelist is added to the review using append, the default add mode for the review
is set to append.

« If achangelist is added to the review using replace, the default add mode for the review
is set to replace.

« If you do not know what the current default add mode of the review is, delete the
#review- keyword and specify the add mode you want by using either #append-
+ review identifier, or #replace- + review identifier.

m Post-commit reviews:

. #review- or#replace- + review identifier. When you add a changelist to a review with
the replace changelist option, all of the files in the review are replaced with the files in the
changelist you are adding to the review.

Note
If you replace a post-commit review with a pending changelist, the new version of the
review will be a pre-commit review.

Example: Appending a changelist to review 1234:

Add #append-1234 to the changelist description.
= Original review contains the following files: A*1, B#2, C#1 D#1, and E#
= Changelist contains the following files: A#2, C*3, E#* (marked for delete), and F*"

= Appending the changelist to the original review generates a new revision of the review that
contains the following files: A#2, B#2, C#3 D#1, E#* (marked for delete), and F#"

Important
Committing a review with Swarm (recommended): Swarm automatically commits the files in the
approved revision of the review.

Committing a review outside of Swarm:

Before you commit the review:
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Unshelve the review into the pending changelist associated with the review.
Reshelve the files in the pending changelist.

Commit the pending changelist.

A oD~

This process ensures that all of the files in the approved revision of the review are committed.

Swarm can be configured to automatically check that the files being committed match the files
in the approved revision of the review, see the strict trigger option.

Example: Replacing the files in a review 1234 with the files in a changelist:
Add #replace-1234 to the changelist description.
= Original review contains the following files: A#1, B#2, C#1 D#1 and E#
= Changelist contains the following files: A#2, C#3, E# (marked for delete), and F#!
m Replacing the original review with the changelist generates a new revision of the review that
contains the following files: A#2, C#3, E# (marked for delete), and F#!
Tip
When you replace a review with a changelist, the base versions of the files in the new revision of the
review are the base versions of the files in the replacement changelist.

Keyword workflow

For workflow examples using keywords, see "Review creation, and modification outside of Swarm" on
page 277.

Reviews filter

Swarm review sorting on the "Reviews list" on page 241 page is customized by using the following
configuration block in the SWARM_ROOT/data/config.php file:

<?php
// this block should be a peer of 'p4'
'reviews' => array(
'filters' => array(
'result_sorting' => true,
'date_field' => 'updated', // 'created' displays and sorts by created
date, 'updated' displays and sorts by last updated
)
),
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result_sorting
Controls whether the Result order button is displayed on the "Reviews list" on page 241 page.

» Setresult_sortingtotrue todisplay the Result order button on the "Reviews list" on
page 241 page, this is the default setting.

» Setresult_sortingtofalse toremove the Result order button from the "Reviews list"
on page 241 page, reviews are sorted by when they were created.

date_field

Note
The date_f1ield setting is only used if result_sortingis setto true.

date_f1ield sets the initial setting for the Result order button on the "Reviews list" on page 241
page.

= created: reviews are sorted by when they were created. This is the default setting.

= updated: reviews are sorted by when they were last updated.

When a user starts a new session the Result order button is set to the initial sort order set in date_
field. The review sort order can be changed by the user from the Result order button. This setting is
remembered even if the user navigates away from the "Reviews list" on page 241 page. When the user
starts a new session, the Result order button is reset back to the setting in date_field.

Reviews

This section provides information on how to enforce reviews, disable self-approval of reviews by authors,
allow author changes, synchronize the description of a review, expand reviewer group so the group
members are displayed individually on the review page, and disable tests on approve and commit.

Review enforcement

Using the enforce trigger script type option, Swarm can optionally require that a change to be submitted is
tied to an approved code review, or the submit is rejected. You would most often use this option to ensure
that files within specific depot paths have been reviewed.

Additionally, using the st ri ct trigger script type option, Swarm can optionally require that the content
of a change to be submitted matches the content of its associated approved code review, or the submit is
rejected. Using the strict type implies use of the enforce type. You would most often use this
option to prevent users from making changes prior to submitting an already approved review.

These capabilities are provided via the trigger script included with Swarm, but are not enabled by default
nor covered in the standard installation steps.
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To enable these capabilities, edit the Perforce trigger table by running the p4 triggers command as
a user with super-level privileges and add the following lines:

swarm.enforce.l change-submit //DEPOT_PATH1/...
"%//.swarm/triggers/swarm-trigger.pl% -c %//.swarm/triggers/swarm-
trigger.conf% -t enforce -v %changeX% -p %serverport%"
swarm.enforce.2 change-submit //DEPOT_PATH2/...
"%//.swarm/triggers/swarm-trigger.pl% -c %//.swarm/triggers/swarm-
trigger.conf% -t enforce -v %change% -p %serverport%"
swarm.strict.1l change-content //DEPOT_PATHL/...
"%//.swarm/triggers/swarm-trigger.pl% -c %//.swarm/triggers/swarm-
trigger.conf% -t strict -v %changeX% -p %serverport%"
swarm.strict.2 change-content //DEPOT_PATH2/...
"%//.swarm/triggers/swarm-trigger.pl% -c %//.swarm/triggers/swarm-
trigger.conf% -t strict -v %changeX% -p %serverport%"

Note

These trigger table entries assume that the trigger script, swarm-trigger.pl, has been committed to the
Helix Server within the // . swarm depot. If you have instead copied the trigger script to your Helix
Server's filesystem (and to the same path on all edge servers in a commit-edge deployment), replace
//.swarm/triggers/swarm-trigger.pl with the path to the trigger script.

Customize each line by replacing DEPOT_PATH1 or DEPOT_PATH2 with the appropriate depot path
where you wish to enforce review approvals or to apply a strict comparison of review contents.

The above lines include two examples of each of the two new trigger behaviors. Remove unnecessary
lines, or add additional lines for specific depot paths as required.

It is also possible to configure exemptions to the enforce and Stri ct verifications, for the number of
files in areview or the filetypes in a review. For more information on the trigger's options, see "Trigger
options" on page 358.

Group exclusion

You may want to exclude specific users from the enforcement provided by these new trigger lines:

1. Create a group in the Helix Server whose members should be excluded from enforce or strict
review restrictions.
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2. Add users who should be excluded to the group.

Note
The owner of a group is not counted as a member of the group, unless the owner's userid is

listed as a user in the group.

3. Edit the trigger table and add -g group_name to each enforce or strict trigger line as
desired.

If the group name is review_exclusions, the trigger lines would be similar to:

swarm.enforce.l change-submit //DEPOT_PATHL/...
"%//.swarm/triggers/swarm-trigger.pl% -c %//.swarm/triggers/swarm-
trigger.conf% -t enforce -v %changeX% -p %serverport% -g review_exclusions"
swarm.enforce.2 change-submit //DEPOT_PATH2/...
"%//.swarm/triggers/swarm-trigger.pl% -c %//.swarm/triggers/swarm-
trigger.conf% -t enforce -v %change% -p %serverport% -g review_exclusions"
swarm.strict.1l change-content //DEPOT_PATH1/...
"%//.swarm/triggers/swarm-trigger.pl% -c %//.swarm/triggers/swarm-
trigger.conf% -t strict -v %change% -p %serverport% -g review_exclusions"
swarm.strict.2 change-content //DEPOT_PATH2/...
"%//.swarm/triggers/swarm-trigger.pl% -c %//.swarm/triggers/swarm-
trigger.conf% -t strict -v %change% -p %serverport% -g review_exclusions"

Disable self-approval of reviews by authors

The Swarm 2015.2 release provides the ability to disable review approval by authors, even if they are
moderators or administrators. This is useful for development workflows where review by others is of
paramount importance.

To disable review approval by authors, update the SWARM_ROOT/data/config. php file toinclude
the following configuration item within the reviews block:

'reviews' => array(
'disable_self_approve' => true,

),
The default value is false.
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Prevent Approve for reviews with open tasks

When enabled, Swarm will not allow you to Approve, or Approve and Commit a review that has open
tasks. To approve, or approve and commit a review with open tasks, you must address the tasks first
and then set them to Task Addressed, or Not a Task, see "Set a task to Task Addressed or Not a Task"
on page 164 for details.

Important
If the open tasks on the review are archived, the review can then be approved, or approved and
committed.

To prevent reviews being approved, or approved and committed when the review has open tasks, update
the SWARM_R0OOT/data/conf1ig. php file to include the following configuration item within the
reviews block:
'reviews' => array(
'disable_approve_when_tasks_open' => true,

),

The default value is fa'lse, in this case a warning is displayed for the open tasks but the action is
allowed.

Process shelf file delete when

By default, when you delete files from a shelved changelist, the files are not removed from the associated
review.
When you have a review state set in the process_shelf_delete_when array, Swarm will
automatically carry out the following steps when a file is deleted from a shelf:

1. Check to see if the shelf is associated with a review.

2. The deleted file is only removed from the review if the review state matches the review state in the
process_shelf_delete_when array.

Tip
= More than one review state can be specified in the process_shelf_delete_when
array.

m  When files are removed from a review, any votes on the review become stale. The vote counts
are reset, and the vote indicators are muted.
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» Ifprocess_shelf_delete_when is configured and the review is in a state that is
specified in the array: When the review contains a file that is a common to multiple changelists
that are associated with the review, if the owner of any of the associated pending changelists
deletes the common file from their shelf, that file will be removed from the review, and a new
version of the review will be created. This is true even if the file is not the most recent version
in the review.

Important
Required for process_shelf_delete_when:

m A supported version of Helix Server (standard maintenance), see "Helix Server requirements"
on page 56.

m You must have the swarm. shelvedel shelve-delete trigger line in the Helix Server trigger table,
see "Helix Server configuration for Swarm" on page 97.

m You must satisfy the Swarm trigger dependencies, see "Trigger dependencies" on page 56.

To remove files from a review when they have been deleted from an associated shelved changelist and
the review is in a specified state, update the SWARM_R0OOT/data/config. php file toinclude the
following configuration item within the reviews block. In this example the Needs Review and Needs
Revision states are specified:
'reviews' => array(
'process_shelf_delete_when' => array('needsReview',
'needsRevision'),

),

Valid review states for the array:

= needsReview: the review state is Needs Review.

= needsRevision: the review state is Needs Revision.
= rejected: the review state is Rejected.

= approved: the review state is Approved.

m Leave the array empty to disable this feature, see below. This is the default setting for the array.

'reviews' => array(
'process_shelf_delete_when' => array(),

),

Note
If areview is Approved and Committed or Archived, files will not be removed from the review when

they are deleted in an associated shelf. This is true even if the approved : commit orarchived
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I states are inthe process_shelf_delete_when array.

Allow author change
When enabled, the author of a review can be changed. This is useful in the case where the original author
is no longer available, and someone else needs to take over ownership.
To allow the author of a review to be changed, update the SWARM_ROOT/data/config. php file to
include the following configuration item within the reviews block:

'reviews' => array(

'allow_author_change' => true,

),

The default value is false.

Synchronize review description

By enabling the synchronization of review descriptions, it becomes possible to update the description of
a review by updating the description of a changelist associated with the review. Whenever an associated
changelist is saved, the text of the review will be updated to match.

Note
Attaching another changelist to a review, or updating the files in a changelist will not trigger this
update, but updating the description of additional attached changelists will.

To enable synchronize review descriptions, update the SWARM_ROOT/data/config.php fileto
include the following configuration item within the reviews block:
'reviews' => array(
'sync_descriptions' => true,
),
The default value is false.

Expand all file limit

The review page has an Expand All button that opens all the files within that review. If the number of
files is large, clicking the button might affect performance.

The expand_al1_f11e_1T1imit disables the button if the number of files in the review exceeds the
given value. If the value is set to zero, the button is always enabled and can therefore open all the files.

To change the expand all file limit, update the SWARM_R0OOT/data/config. php file to include the
following configuration item within the reviews block:
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'reviews' => array(
'expand_all_file_limit' => 10,
e

The default value if the option is not specified is 10.

Expand group reviewers

By default, reviewer group members are not displayed in the Individuals area of the reviews page when
they interact with a review (vote, comment, update, commit, archive, etc.). This avoids overloading the
Individuals area with individual avatars if you have large reviewer groups.

Note
An exception to this behavior is when a member of a reviewer group is also an individual required
reviewer, in this case their avatar will be displayed in the Individuals area.

When expand_group_reviewers is set to true, reviewer group members are added to the
Individuals area of the review page when they interact with the review (vote, comment, update, commit,
archive, etc.). If you have large reviewer groups, this might affect performance.

To expand group reviewers, update the SWARM_ROOT/data/config. php file toinclude the
following configuration item within the reviews block:
'reviews' => array(
'expand_group_reviewers' => true,
)Y
The default value is false.

Disable tests on approve and commit

When an approved review is committed, disable_tests_on_approve_commit is usedto
determine if the automated tests are run on the commit (Automated Tests must be configured). This is a
global setting and is used for all of the Swarm projects.

Note
m When a changelist is committed outside of Swarm and the changelist has been approved, this
setting is used to determine if automated tests should be run.

m When a changelist is committed outside of Swarm and the changelist does not have a review,
this setting is ignored and the automated tests are run.

m When a changelist is committed outside of Swarm and the changelist has not been approved,
this setting is ignored and the automated tests are run.
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Tip
Thedisable_tests_on_approve_commit settingis also used when Approve and
Commiitis selected from Review State dropdown button on the review page.

To disable tests on approve and commit, update the SWARM_ROOT/data/config.phpfileto
include the following configuration item within the reviews block:
'reviews' => array(

'disable_tests_on_approve_commit' => true,

),

» disable_tests_on_approve_commit = false: automated tests will be run when a
review is approved and committed. This is the default setting.

s disable_tests_on_approve_commit = true: automated tests will not be run when a
review is approved and committed. This is useful when the tests take a long time and the codeline
is stable.

More context lines

The Review display and Changelist display pages have Show More Lines above and Show More
Lines Below buttons on the file diff view when afile is expanded. The buttons are used to display more
lines of context for the file being viewed. By default 10 extra lines are displayed.

To change the number of lines displayed when the buttons are clicked, update the SWARM_
RooT/data/conf1ig.php file to include the following configuration item within the reviews block:
'reviews' => array(
'more_context_lines' =>15, // defaults to 10 Tines
)

The default value if the option is not specified is 10.

Search

Swarm's search feature combines user, group, project, and file path searching, with full content indexing
provided by the optional Helix Server Search Tool (previously known as P4Search).

You can download the Helix Server Search Tool. See its release notes for more information.
You configure Swarm search with the following configuration block in the SWARM_
RooT/data/config.phpfile:
<?php
// this block should be a peer of 'p4'
'search' => array(
'maxlocktime’ => 5000, // 5 seconds, in milliseconds
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T

'p4_search_host' => , // optional URL to Helix Search Tool
)

The maxTocktime key specifies the maximum amount of time, in milliseconds, that any table within
the Helix Server should be locked while performing fstat command searching. Increasing this value
might allow better search results at the expense of potentially blocking other queries on the Helix Server.
Decreasing this value impacts the Helix Server less, but may be insufficient for returning the desired
search results.

The p4_search_host keys specifies the URL to your installed Helix Server Search Tool. When
configured, Swarm issues API calls to the Helix Server Search Tool to take advantage of its full content
indexing.

Security

There are many strategies for securing a Swarm installation. This section provides guidance on security
features Swarm controls, and recommendations for several areas for the system hosting Swarm.

Require login

Important
Prior to Swarm's 2016.1 release, require_1ogin defaulted to false. For 2016.1 and later
releases, the default is true.

By default, Swarm prevents anonymous users from viewing any Helix Server resources; users must
login to see commiits, reviews, etc.

Swarm can be configured to allow anonymous users to access any readable resources (creating or
editing resources by anonymous users is not permitted). Add the following configuration block to the
SWARM_R0OOT/data/config. phpfile, at the same level as the p4 entry:
<?php
// this block should be a peer of 'p4'
'security' => array(
'require_login' => false, // defaults to true

),

There is one exception: the /queue/worker endpoint is available to any user.
Note

Service and operator users are not permitted to login. For more information on these user types, see
User types in Helix Versioning Engine Administrator Guide: Fundamentals.
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Prevent login

Prevent login

When your Helix Server has users that should not be able to log in to Swarm, for example service users
involved with Helix Server replicas, the prevent_10g1 n configuration item can be used to prevent
successful authentication.

Add or update the following configuration block to the SWARM_R0OOT/data/config. php file, at the
same level as the p4 entry:

<?php
// this block should be a peer of 'p4'
'security' => array(

'prevent_login' => array(
'service_userl',
'service_user2',

),

)

prevent_1login defaults to array (), which means no users in your Helix Server are prevented
from logging into Swarm.

For more information, see Service users in Helix Versioning Engine Administrator Guide: Multi-Site
Deployment.

Sessions

Swarm manages logged-in sessions using cookies in the browser, and PHP session storage on the
server. Swarm uses reasonable defaults for the cookie and session lifetimes (measured in seconds);
when the lifetime is exceeded users need to login again. To specify session lifetimes and garbage
collection frequency, add the following configuration block to the SWARM_
RooT/data/config.phpfile, at the same level as the p4 entry:

<?php
// this block should be a peer of 'p4'
'session' => array(

'cookie_Tlifetime' => 0, // O=expire when browser
closed
'remembered_cookie_1lifetime' => 60%60%*24*30, // 30 days
'gc_max1ifetime' => 60%60%24*%30, // 30 days
'gc_divisor' => 100, // 100 user requests
),
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X-Frame-Options header

s cookie_1l1ifetime

Optional: Limits the lifetime of session cookies. The default is 0, which causes the session
cookie to expire when the user's browser is closed.

Note
When the Remember Me checkbox on the login dialog is checked, the remembered_
cookie_11fetime value will be used for cookie_11fetime

= remembered_cookie_1l1ifetime

Optional: Limits the lifetime of session cookies when the Remember Me checkbox on the login
dialog is checked. The default is 60*60%*24%*30 seconds (30 days).

= gc_maxlifetime

Optional: If a session is inactive for the specified number of seconds, the user is logged out. The
default is 60*60%*24*30 seconds (30 days). User sessions are stored in SWARM_
RoOT/data/sessions/.

Note
By default, the user's Perforce ticket expires after 12 hours, which also causes them to be
logged out.

= gc_divisor

Optional: Sets how often garbage collection is run based on the number of user requests that are
made. The setting range is 1 to 100. Garbage collection deletes user session files that are older
than the gc_max11i fetime setting from SWARM_ROOT/data/sessions/.

« gc_divisor = 100: Garbage collection runs after every 100th user request. 100 is the
default setting.

« gc_divisor = 1: Garbage collection runs after every user request.
Important

If your Swarm system has a large number of users, setting gc_d1iVv1isor to alow number
can result in performance issues.

X-Frame-Options header

By default, Swarm emits a X-Frame-0ptions HTTP header set to SAMEORIGIN. This prevents
embedding of the Swarm interface into other web pages, which avoids click-jacking attacks.

If your deployment of Swarm needs to be integrated into another web interface, you can adjust the X-
Frame-0ptions header by adjusting the X_frame_options item within the security
configuration block, found in the SWARM_ROOT/data/config. php file. For example:

<?php
// this block should be a peer of 'p4'
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'security' => array(
'x_frame_options' => value,
P

)

Where value can be one of:

m "SAMEORIGIN' - Swarm can only be displayed in a frame hosted on the same domain.
= "DENY' - Swarm cannot be displayed in a frame.
m "ALLOW-FROM URI' -Swarm can only be displayed in a frame hosted on the specified URI.
» false-TheX-Frame-0Options headeris not emitted, so Swarm can be embedded without
restriction.
For more information on the X- Frame-0pt1ions header, see this Mozilla Developer Network article.

For more information on click-jacking attacks, see this Wikipedia article.

Disable commit

Swarm provides the ability to commit reviews within the Swarm interface. You may want to disable this
capability to prevent reviews from being committed by someone other than the review's author. When
disabled, the Approve and Commit (and Commit if the review is already approved) option is removed
from the list of states available to a code review.

To disable commits, set d1sab1e_commi t to true within the reviews item in the SWARM_
RooT/data/config.php file. Forexample:
<?php
// this block should be a peer of 'p4'
'reviews' => array(
'disable_commit' => true,
)
),

Restricted Changes

The Helix Server provides two changelist types: pubT11 ¢ (the default), and restricted. Swarm
honors restricted changelists by preventing access to the changelist, and any associated comments or
activity related to the changelist.

If a user has list-level privileges to at least one file in the changelist, Swarm allows the user to see the
changelist and any of the files they have permission to see.
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Limit adding projects to administrators

To prevent unintended disclosures, email notifications for restricted changes are disabled by default. To
enable email notifications for restricted changes, set email_restricted_changes to true
within the security item in the SWARM_ROOT/data/conf1ig.php file. For example:

<?php
// this block should be a peer of 'p4'
'security' => array(
'email_restricted_changes' => true,
P
)

Note

When email_restricted_changes is set to true, email notifications for restricted changes
are sent to all interested parties with no permissions screening. These notifications might disclose
sensitive information.

Swarm can only report on changes that the configured admin-level user has access to. When using
restricted changes, we advise that you grant the Swarmadmin-level user access to the restricted files
andset require_login = true toavoid leaking information to unauthenticated users.

Limit adding projects to administrators

Important

For Swarm 2016.1, the configuration item add_project_admin_on1y was moved from the
security block tothe projects block, and the item was renamed to add_admin_only.
The functionality of this configuration item remains unchanged.

If you do not update your SWARM_ROOT/data/conf1ig.php configuration file, the old
configuration for restricting project creation to administrators continues to work.

If you add the new configuration item add_admin_only tothe projects block, it takes
precedence over any remaining add_project_admin_only setting in the securi ty block.

Limit adding projects to members of specific groups

Important

For Swarm 2016.1, the configuration item add_project_groups was moved from the
security block tothe projects block, and the item was renamed to add_groups_
only. The functionality of this configuration item remains unchanged.
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If you do not update your SWARM_ROOT/data/conf1ig.php configuration file, the old
configuration for restricting project creation to specific groups continues to work.

If you add the new configuration item add_groups_only tothe projects block, it takes
precedence over any remaining add_project_groups setting in the security block.

IP address-based protections emulation

A Helix Server can be configured via protections to restrict access to a depot in a variety of ways,
including by IP address. As Swarm is a web application acting as a client to the Helix Server, often with
admin-level privileges, Swarm needs to emulate IP address-based restrictions. It does so by checking
the user's IP address and applying any necessary restrictions during operations such as browsing files,
viewing file content, viewing and adding comments on files.

Swarm also emulates proxy-based protections, in addition to regular IP-based protections emulation.
However, Swarm does not detect whether it is connecting to a Helix Proxy or not; it merely attempts to
emulate protections table entries that use proxy syntax.

IP address-based protections emulation is enabled by default. Swarm performs somewhat faster without
this emulation; if you do not require them for your Swarm installation these can be disabled by setting the
configuration:

<?php
// this block should be a peer of 'p4'
'security' => array(

'emulate_ip_protections' => false,

),

Known limitations

= Notification e-mails for reviews or commits include the list of affected files. Swarm cannot reliably
know the IP address used to retrieve that e-mail, and makes no attempt to filter the files and their
depot paths nor any details included in the description. However, when a user follows a link from
the notification e-mail to a restricted resource, that access is denied.

m  Swarm filters comments from activity streams, but any comments created prior to upgrading to
the 2013.3 release cannot be filtered and may leak sensitive information.

m Swarm displays a comment count in code the review list, code reviews, jobs, and activity
streams, but the count does not account for any comments that may be hidden from the user due
to association with files the user is restricted from viewing.

m  Should Swarm users connect to Swarm via a proxy or VPN, the protections will generally use the
IP address of the proxy/VPN.
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m When the user's IP address and Swarm's IP address both have restrictions applied, the user
experiences the most constraining of the two IP address-based restrictions; Swarm cannot
bypass restrictions applied to itself.

m  Swarm performs a variety of operations with admin-level privileges, on behalf of a user. Even if the
Helix Server has IP-based, or userid-based protections, installed to prevent access to some or
most of its versioned data, Swarm typically does have access to this data. Therefore, Swarm
cannot guarantee that no information leakage will occur, particularly when custom modules are in
use, or Swarm source has been customized.

For more information, see "Authorizing Access" in Helix Versioning Engine Administrator
Guide: Fundamentals.

Disable system info

Swarm provides a System Information page, available to users with admin or super privileges, which
displays information about Helix Server that Swarm is configured to use, as well as PHP information and
the Swarm log file.

While this information can be invaluable when communicating with Perforce support engineers, you may
wish to prevent disclosure of any system information. The System Information page can be disabled for
all users by adding the following configuration block to the SWARM_ROOT/data/config. php file,
at the same level as the p4 entry:

<?php
// this block should be a peer of 'p4'
'security' => array(
'disable_system_info' => true, // defaults to false
),

Once disabled, the System Information link disappears from the About Swarm dialog, and 403 errors
are generated for any attempts to browse to the System Information page.

HTTP client options

Swarm permits configuration of options that are passed through to the underlying Zend Framework 2's
HTTP client. These options can be used to specify SSL certificate locations, request timeouts, and
more, and can be specified globally or per host.

Here is an example configuration:
<?php
// this block should be a peer of 'p4'
'http_client_options' => array(
'timeout’ = 5,
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HTTP client options

// path to the SSL certificate directory

L |

'sslcapath’ => ,

// the path to a PEM-encoded SSL certificate

T

'sslcert' => ,

// the passphrase for the SSL certificate file

'sslpassphrase' => ,

// optional, per-host overrides;
// host as key, array of options as value

'hosts' => array(
'jira.example.com' => array(
'sslcapath’ => '/path/to/certs’,
'ssTcert'’ => 'jira.pem',

'sslpassphrase' => 'keep my JIRA secure',
'timeout’ => 15,
),
P
)

See the Zend Framework 2's Socket Adapter documentation for more information.

Warning

While it is possible to use a self-signed SSL certificate, adding the configuration to do so disables
certificate validity checks, making connections to the configured host less secure. We strongly
recommend against using this configuration option.

However, if you need to configure continuous integration, deployment, or JIRA connections and those
connections must use a self-signed SSL certificate, set the ssTallowselfsigneditemto
true forthe specific host that needs it, as in the following example:
<?php

// this block should be a peer of 'p4'

"http_client_options' => array(

'hosts' => array(
'jira.example.com' => array(
'sslallowselfsigned' => true,
),
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Strict HTTPS

Strict HTTPS

To improve the security when users work with Swarm, particularly if they need to do so outside of your
network, Swarm provides a mechanism that tries to force web browsers to use HTTPS. When enabled,
Swarm's behavior changes in the following ways:

m HTTP requests to Swarm include a meta-refresh to the HTTPS version. If aload balancer handles
encryption before requests reach Swarm, the meta-refresh should be disabled. See below.

m A strict transport security header is included for all requests, which pins the browser to using
HTTPS for your Swarm installation for 30 days.

m All qualified URLs that Swarm produces use HTTPS for the scheme.
m Cookies are flagged as HTTPS-only.

Here is an example of how to enable strict HTTPS:

<?php
// this block should be a peer of 'p4'
'security' => array(
"https_strict' => true,
'https_strict_redirect' => true, // optional; set false to avoid
meta-refresh
"https_port' => null, // optional; specify if HTTPS is
// configured on a non-standard
port

),

Whenthe https_strict_redirectitemis setto false, Swarm does not add a meta-refresh
for HTTP clients. This prevents an endless redirect when a load balancer in front of Swarm applies
HTTPS to the client-to-load balancer connection, but not the load balancer-to-Swarm connection.

Apache security

There are several Apache configuration changes that can improve security for Swarm:

352



PHP security

= Disable identification

By default, each Apache response to a web request includes a list of tokens identifying Apache
and its version, along with any installed modules and their versions. Also, Apache can add a
signature line to each response it generates that includes similar information. By itself, this
identification information is not a security risk, but it helps would-be attackers select attacks that
could be successful.

To disable Apache identification, add the following two lines to your Apache configuration:

ServerSignature off
ServerTokens Productonly

Disable TRACE requests

TRACE requests cause Apache to respond with all of the information it has received, which is
useful in a debugging environment. TRACE can be tricked into divulging cookie information, which
could compromise the credentials being used to login to Swarm.

To disable TRACE requests, add the following line to your Apache configuration:
TraceeEnable off

Update SSL configuration

Swarm works correctly with an SSL-enabled Apache. Several attacks on common SSL
configurations have been published recently. We recommend that you update your Apache
configuration with the following lines:

<IfModule mod_ss1.c>

SSLHonorCipherorder On

SSLCipherSuite ECDHE-RSA-AES128-SHA256:AES128-GCM-
SHA256:RC4:HIGH: !MD5: !aNULL: ' EDH

SSLCompression Off
</IfModule>

PHP security

There are several PHP configuration changes that can improve security for Swarm:

= Disable identification
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By default, PHP provides information to Apache that identifies that it is participating in a web
request, including its version.

To disable PHP identification, edit your system's php.ini file and change the line setting
expose_php to:

expose_php = Off



Short links

= Remove scripts containing phpinfo()

During module development or other debugging, you may need to call phpinfo (), which
displays PHP's active configuration, compilation details, included modules and their
configuration. Typically, you would add a script to Swarm's public directory containing:
<?php phpinfo() 7>

Any such scripts should be removed from a production instance of Swarm.

Short links

Short links work with your Swarm installation's current hostname, but you have the option of
registering/configuring an even shorter hostname to make shareable file/directory links as short as
possible.

1.

Register a short domain name, or if you control your own DNS server, a short domain name for
your network.

Point the short domain name at your Swarm host.

Edit the SWARM_R0OOT/data/config. php file and add the following configuration block:

<?php
// this block should be a peer of 'p4'
'short_links' => array(
"hostname' => 'myho.st',
)
Replace myho. st with the short domain name you registered/configured.

If your Swarm is configured to use HTTPS, a custom port, a sub-folder, or any combination of
these custom installation options, the short links configuration block should look like:

<?php
// this block should be a peer of 'p4'
'short_Tinks' => array(
'external_url' => "https://myho.st:port/sub-folder",
),

Replace myho. st with the short domain name you have registered/configured.
If you have not configured Swarm to use HTTPS, replace https:// withhttp://.

If you have configured Swarm to run on a custom port, replace i port with the correct custom port.
Otherwise, remove Zport.

If you have configured Swarm to run in a sub-folder, replace /sub-fo1der with the correct sub-folder
name. Otherwise, remove /sub-folder.
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Important

The external_ur1l configuration item is only honored if you have also configured the
"external_url" on page 312 itemwithinthe "Environment" on page 311
configuration item as well. Otherwise, Swarm could generate short links that cannot correctly link to
their corresponding full URLs.

When external_url is configured, the hostname configuration item is ignored.

swarm_root

swarm_root refers to the directory where Swarm lives in the filesystem. Depending on how you
installed Swarm, the default location could be:

» Forapackage or OVA installation: /opt/perforce/swarm

m For a tarball installation: wherever you unpacked Swarm. If you are unsure, you could check your
web server's configuration to discover where Swarm exists.

System Information

The System Information page is available to users with admin or super privileges on the About Swarm
dialog. Click the System Information link on the dialog to display the System Information page.

The System Information page provides details that can be useful to Perforce support engineers when you
ask them for assistance.
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System Information

& Perforce & Log & PHP Info

User Name  eedwards

Password  enabled

Client Name  *unknown*
ClientCwd  /

Client Host  swarm.internal

sensitive

Peer Address  127.0.0.1:56220
t Address  127.0.0.1

Server Address  localhost:4433

Ihome/eedwards/p4roots/swarm-internal
Server Dale  2016/04/26 15:17:11 -0700 PDT

Server Uptime  126:34:32

PAD/LINUX26X86_64/2016.1/1374211 (2016/04/06)

°r Services  standard

none
Case Handling  sensitive

The initial display is the Perforce tab, which provides information similar to the p4 info command.

Log

Click the Log tab to display the most recent entries, up to 1 megabyte, in Swarm's log file, which resides
in SWARM_ROOT/data/10g. Review the logging levels for Swarm logs to ensure that the entries you
want to see are included.

System Information

& Perforce & Log & PHP Info 5 Refresh Log | & Download Log
Time Severity Message

less than a minute ago DEBUG P4 (00000800113d%9a7400007fdf77dd5fcc) start command: login -s

less than a minute ago DEBUG P4 (0000080053cebbe8eepe7fdf421eaa33) start command: login -s

less than a minute ago DEBUG Worker 2 idle. No tasks in queue.

less than a minute ago DEBUG P4 (00000800140d5ab900007fdf62993611) start command: spec -o user

less than a minute ago DEBUG P4 (00080600140d5ab908007fdf62993611) start command: info

less than a minute ago DEBUG P4

(
(
(000PEEOA140d5ab90eROT7fdf62993611) start command: counters -u -e swarm-cache-*
(

less than a minute ago DEBUG P4 (00080000140d596400007fdf62993611) start command: info

less than a minute ago DEBUG P4 (00000800140d596400007Fdf62993611) start command: login -s

Click the Refresh Log button to load the latest log entries, up to 1 megabyte.
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Click the Download Log button to download the log and all of its log entries.
If your log entries include a critical error, an arrow appears:

14 minutes ago CRIT exception 'P4\Connection\Exception\CommandException' with message 'Command failed: Partner
exited unexpectedly.' in /web/apps/swarm/library/P4/Connection/AbstractConnection.php:986

Click the error to display the stack trace that accompanies the error:

15 minutes ago CRIT exception 'PA\Connection\Exception\CommandException' with message 'Command failed: Partner
exited unexpectedly.' in /web/apps/swarm/library/P4/Connection/AbstractConnection.php:986

stack trace:
#8 library/P4/Connection/AbstractConnection.php(711): P4“Connection“AbstractConnection->handleerror(0bject(P4iconnection\CommandrResult)]

#1 library/Record/cache/cache.php(248): P4\Connection“AbstractConnection->run('counters', Array)

#2 library/Record/cache/cache.php(221): Record\Cache\Cache->getCounters()
#3 library/Record/cache/Cache.php(208): Record\cache\Cache->getCounter({'groups'})
#4 module/aApplication/Module.php(168): RecordiCache\Cache->removeInvalidatedFiles()

#5 [internal function]: Application\Module-=Application“{closure}({0bject(Zend“\EventManager\Event))

PHP Info

Click the PHP Info tab to display PHP's own information display generated by executing phpinfo(),
PHP's internal diagnostic display.

System Information

& Perforce & Log & PHP Info

Php

System Linux swarm.internal 4.2.0-35-generic #40-Ubuntu SMP Tue Mar 15 22:15:45 UTC 2016 x86_64

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path /ete/phps/apache2

Loaded Configuration File /ete/php5/apache2,/php.ini

Scan this dir for additional .ini files /etc/php5/apache2/conf.d

Additional .ini files parsed /etc/php5/apache2/conf.d/05-opcache.ini, /etc/php5/apache2/conf.d/10-pdo.ini, fetc/php5/apache2/conf.d/20-

curl.ini, fetc/php5/apache2/conf.d/20-gd.ini, /erc/php5/apache2/conf.d/20-imagick.ini,
/ete/php5/apache2/conf.d/20-intl.ini, /etc/php5/apache2/conf.d/20-json.ini, /etc/php5/apache2/conf.d/20-
mysql.ini, /etc/php5/apache2/conf.d/20-mysqli.ini, /etc/php5/apache2/conf.d/20-pdo_mysqlini,
/ete/php5/apache2/conf.d/20-pdo_sqlite.ini, /etc/php5/apache2/conf.d/20-readline.ini,
/etc/php5/apacheZ/conf.d/20-sqlite3.ini, /etc/php5/apache2/conf.d/25-p4php.ini

PHP APL 20131106

PHP Extension 20131226

Zend Extension 220131226

Zend Extension Build API220131226, NTS
PHP Extension Build API20131226,NTS
Debug Build no

Thread Safety disabled

Zend Signal Handling disabled
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Trigger options

Trigger options

The Swarm trigger script, swarm-trigger.p1, provides the following command line options and
configuration items.

Command-line options

Synopsis
swarm-trigger.pl -t type -v ID [-p port] [-r] [-g group] [-c config_file]
swarm-trigger.pl -o

swarm-trigger.pl -h

Informational options

The following options perform no processing, and simply provide information useful to a Swarm
administrator. These are not intended to be used within trigger entries in the Helix Server.

s -h

Displays a list of the available options, some guidance on its usage, and a copy of the trigger table
entries that should be configured in the Helix Server to execute the script in its current path.

m -0

Displays a copy of the trigger table entries that should be configured in the Helix Server to execute
the script in its current path.

Operational options
The following command-line options are used in the trigger table entries in the Helix Server to specify how
the Swarm trigger script should be executed.
= -t type
Specifies the type of processing that the trigger script undertakes. type can be one of:

. changesave: this type should be used with Helix Server form-save events for change
forms, and informs Swarm when a changelist is created or modified.

. commi t: this type should be used with Helix Server change-commi t events, and
informs Swarm when a changelist is committed.
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. enforce: this type is used to verify that commits to specific depot paths are associated
with approved reviews. If a commit includes a file within the specified depot path, and it is
not associated with a review (or a review that is not approved), the commit is rejected.

Using the enforce type prevents users from committing changes to specific depot paths
without those changes being reviewed and approved,

« group: this type should be used with Helix Server form-commsi t events for group
forms, and informs Swarm when a group is created or modified.

. groupdel: this type should be used with Helix Server form-de1ete events for group
forms, and informs Swarm when a group is deleted.

« Jjob: this type should be used with Helix Server form-commi t events for job forms, and
informs Swarm when a job is created or modified.

. shelve: this type should be used with Helix Server shelve-commi t events, and
informs Swarm when a changelist is shelved, which can create or update a review.

. strict: this typeis used to verify that the file content in a commit matches the file content
of its associated approved review. If one or more files in a commit do not match the content
of the file in its associated review, the commit is rejected.

Using the strict type prevents users from making changes to the file content after a
review has been approved and then submitting the unapproved changes.

Note
strictimplies enforce.

« user: this type should be used with Helix Server form-comm1i t events for user forms,
which informs Swarm when a user is added or modified.

« userdel: this type should be used with Helix Server form-de1ete events for user
forms, which informs Swarm when a user is deleted.

Important
You cannot mix Swarm trigger types with unrelated Helix Server events; the behavior is

undetermined, and the information required for each type of processing may not be available to
the trigger.

-v ID
Specifies ID, which is the identifier for the current trigger type.

When the typeis job, user, userdel, group, groupdel, orchangesave, ID
should be %formname% to specify the specific form identifier Swarm should process.

When the typeis shelve, commit, enforce, orstrict, IDshould be %change%to
specify the specific changelist Swarm should process.



Configuration items

= —-p port (optional)

Specifies the Helix Server port (P4PORT). This value is optional, and is only used for types
enforce or strict as the trigger has to run its own commands against the Helix Server
during its processing.

m -I' (optional)

Specifies that, when types enforce or strict are being processed, the verifications should
only be performed on commits that are currently in review.

m —-g group (optional)

Specifies a group to exclude from enforce or strict verifications. Members of the group
(including sub-groups) are not subject to enforce or strict verifications.

m -C config_file (optional)
Specifies an optional config_fi 1e which is used to specify configuration items.

Configuration items

The following configuration items are used in the swarm-trigger . conf (or anotherfile, if the -C
option is used in the trigger entries).
= SWARM_HOST (required)

Specifies the host URL of your Swarm instance, with the leading http:// orhttps://. For
example: https://myswarm.url

= SWARM_TOKEN (required)

A token used when talking to Swarm. To obtain the token, log into Swarm as a user with super
privileges and select "About Swarm" on page 206 from the user menu in the main navigation bar.

You can also manually create additional tokens. Tokens are empty files stored within SWARM_
RooT/data/queue/tokens (the filename is the token and is reported on the About Swarm
dialog), that should be readable by the web server.

You might manually create additional tokens to allow other processes to talk to Swarm, such as
JIRA build tasks, and to selectively invalidate access to Swarm without interfering with regular
Swarm operations.

= ADMIN_USER (optional)

When enforce or strict verifications are to be performed, you may need specify a
username of a user in the Helix Server that has admin privileges. If you do not specify a
username, the trigger script uses the Helix Server user set in the environment.
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s ADMIN_TICKET_FILE (optional)

When enforce or strict verifications are to be performed, you may need specify the path to
the . p4tickets file, if your Helix Server tickets file is not the default $HOME/ . p4tickets.

Important

Ensure that the ticket belongs to a user with admin privileges in the Helix Server, and is a
member of a group with an un’1im1i ted or very long ticket timeout. If this user's
authentication times out, enforce and stri ct verifications stop working.

s P4_PORT (optional)

When enforce or strict verifications are to be performed, you may need to set the port
value (P4PORT) of the Helix Server, particularly if the Helix Server is on a non-standard port, or if
the Helix Server is not using the default hostname.

= P4 (optional)

Specifies the full path to p4, the Helix Server command-line client. This is only required when p4
is not found in the PATH of the Helix Server environment, and when enforce or strict
verifications are to be performed.

s EXEMPT_FILE_COUNT (optional)

When set to a positive integer, commits with a file count greater or equal to this value are exempt
from enforce or strict verifications.

s EXEMPT_EXTENSIONS (optional)

A comma-separated list of file extensions. Commits with files having only these extensions are
exempt from enforce or strict verifications.

Unapprove modified reviews
By default, when an approved review is committed or updated, Swarm changes the state to Needs
Review if the files have been modified since the review was approved.

If one or more files in a review has the filetype +k (Ktext), this behavior is undesirable because the files
will appear to be modified as the Helix Server replaces RCS keywords with their current values.

This behavior can be disabled. Edit the SWARM_R0OOT/data/config.php file, and add or update
the unapprove_modi fied item to false, within the reviews configuration block. For example:
<?php
// this block should be a peer of 'p4'
'reviews' => array(
"unapprove_modified' => false,
),

For for information on file types, see "File Types" in P4 Command Reference.
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Uninstall Swarm

Uninstall Swarm

This section covers the steps required to uninstall Swarm.

Background

The bulk of Swarm's metadata (activity, comments, review records, followers) is stored in p4 keys under
swarm-*. If you are using a 2012.1+ server, Swarm also defines user groups for each project that you
define. The names of these groups correspond 1-to-1 with projects, for example swarm-project-
fantastico. Swarm manages a pool of client workspaces that it uses to shelve and commit files.
These clients are named swarm- {uuid}, forexample swarm-5ad4a9c0-06e7-20eb-
897f-cbd4cc934295.

Uninstall steps

1

2
3.
4

Uninstall the Swarm triggers.

Remove your web server's virtual host configuration for Swarm.

Restart your web server.

Delete groups/clients/keys that are prefixed with swarm-*.
Note

The clients could contain shelved files for reviews. Determine how you want to handle those
files prior to deleting the clients.

Additional indexed information is stored in the database file db . i xtext. Unfortunately, indexed
jobs and other generic indexed information would be lost if this table was simply removed, and
modifying the database file can be a dangerous operation in a number of Helix Server deployment
scenarios.

Important

Contact Perforce support for assistance if you feel the need to remove Swarm's indexed
information: support@ perforce.com.
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Uninstall steps

6. Rebuild the job index. The best approach is to run:
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$ p4 jobs -R

which rebuilds the db . 1 xtext table. There are two caveats that likely require discussion with
support@perforce.com:

= If you make use of the unsupported p4 1ndex command, you cannot use this approach,
as it would remove all of your indexes.

m [f you have indexing turned on for the domain table, you must also run:

$ p4d -xf index.domain.owner

If the P4 . Swarm.URL or P4 .Swarm. Commi tURL properties were set (for details, see
"Client integration" on page 293 and "Commit-edge deployment" on page 298 respectively), they
should be unset to prevent P4V (and potentially other clients) from attempting Swarm operations:
$ p4 property -d -n P4.Swarm.URL

$ p4 property -d -n P4.Swarm.CommitURL

If the P4 . Swarm.URL or P4 .Swarm. Commi tURL properties were set using sequence
numbers, you need to add the =S N flag to the commands, where Nis a sequence number.

To discover all of the definitions of the P4 . Swarm. * properties and their sequence numbers, run
the command:

$ p4 property -Al | grep P4.Swarm
P4.Swarm.CommitURL = https://myswarm.url/ (any) #none
P4 .Swarm.CommitURL = https://myswarml.url/ (any) #1
P4.Swarm.URL = https://myswarm.url/ (any) #none
P4.Swarm.URL = https://myswarm3.url/ (any) #3
P4.Swarm.URL = https://myswarm2.url/ (any) #2
P4.Swarm.URL = https://myswarml.url/ (any) #1

To delete all of these property definitions, you would run the following commands:

$ p4 property -d -n P4.Swarm.URL

$ p4 property -d -n P4.Swarm.URL -sl

$ p4 property -d -n P4.Swarm.URL -s2

$ p4 property -d -n P4.Swarm.URL -s3

$ p4 property -d -n P4.Swarm.CommitURL

$ p4 property -d -n P4.Swarm.CommitURL -sl
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Upgrade index

The Swarm Upgrade index process can be configured to suit the performance of your Swarm system via
the following config items.

Note
If you are upgrading from Swarm version 2017.3 or later, the index upgrade step is not required.

status_refresh_interval

The status_refresh_interval sets the refresh rate of the index upgrade status page. The
default is 10 seconds.

<?php
// this block should be a peer of 'p4'
'upgrade' => array(
'status_refresh_interval' => 10, //Refresh page every 10 seconds

),

batch_size

The batch_s1 ze sets the number of reviews held in memory and processed for each batch. This
value can be increased or decreased depending on your Swarm machines system memory. The default
is 1000 reviews.

For example:

If the Swarm machine does not have a lot of memory, for instance 128MB, a batch_s1ize of 1000
might be too high and may make the upgrade run very slowly. In this instance reduce the batch_size
to a more manageable size.

<?php
// this block should be a peer of 'p4'

'upgrade' => array(
'batch_size' => 1000, //Fetch 1000 reviews to lTower memory usage

),

Users

This section provides information on how to configure the default review and time preferences for users.
The user preference settings are used for a user until they change their user preferences, see user profile
Settings.
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Review preferences

The review preferences configure the default way that diffs are initially displayed to users when they view
them in changelists and code reviews. The review preference settings are used for a user until they
change their user preferences, see user profile Settings.

Configure the default user diff view settings with the following configuration block in the SWARM_
RooT/data/config.phpfile:
<?php
// this block should be a peer of 'p4'
'users' => array(
'settings' => array(

'review_preferences' => array/(
'show_comments_in_files' => true,
'view_diffs_side_by_side' => true,
'show_space_and_new_1line_characters' => false,
"ignore_whitespace' => false,

),

),
)
show_comments_in_files:

m true: display comments in files and in the Comments tab. This is the default value.

= false: display comments only in the Comments tab.
view_diffs_side_by_side:

= true: display diffs in files side by side in two panes. This is the default value.

» false: display diffs in files inline in a single pane.
show_space_and_new_1line_characters:

m true: display whitespace characters as dots, tabs as arrows that point to a bar, and line endings
as arrows that point down.

= false: whitespace, tabs and line endings are not displayed as special characters. This is the
default value.
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ignore_whitespace:

m true: whitespace in afile is not highlighted, this makes it harder to identify non-formatting
changes. Normally, whitespace is not ignored.

= false: highlights whitespace changes in a file, this makes it easier to identify non-formatting
changes. This is the default value.

Note

ignore_wh1itespace replaces ignore_whitespace_default that was usedin
Swarm version 2017.4 and earlier. By default ignore_whitespace is set to false, this is
the same original default value set for ignore_whitespace_default.

Time preferences

The time preferences configure the default way that time is initially displayed to users. The time
preference settings are used for a user until they change their user preferences, see user profile Settings.

Configure the default user time settings with the following configuration block in the SWARM_
RooT/data/config.phpfile:
<?php
// this block should be a peer of 'p4'
'users' => array(
'settings' => array(
'"time_preferences' => array(
'display' => 'Timeago', // Default to 'Timeago' but can
be set to 'Timestamp'
),
),
P
display:

= 'Timeago':timeis displayed as how long ago the event happened. This is the default value.
s "Timestamp':timeis displayed as the date and time the event happened using the local
machine browser time.
Tip
If timestamp is selected, the date format used by Swarm matches the date format
configuration of the local machine browser.
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Workers

Helix Swarm uses background processes, called workers, to respond to events in the Helix Server. The
default number of workers is 3, and each worker processes events for up to 10 minutes. When a worker
terminates, a new one is spawned.

Note
Each worker maintains a connection to the Helix Server for the duration of its lifetime. This may
impact your Helix Server management practices.

Worker status

To determine the current status of workers, visit the URL:
https://myswarm.url/queue/status

The response is formatted in JSON, and looks like this:

{"tasks":0,"futureTasks":1, "workers":3, "maxworkers":3, "workerLifetime":"59
SSII}

During normal use of Swarm, the following error message appears for logged-in users when Swarm
detects that no workers are running:

Hmm... no queue workers? Ask your administrator to check the worker setup.

Worker configuration

To adjust the configuration for workers, add a configuration block to the SWARM_
RooT/data/config.phpfile:

<?php
// this block should be a peer of 'p4'
'queue' => array(
'workers' = 3, // defaults to 3
'worker_Tlifetime' => 595, // defaults to 10 minutes (less 5
seconds)
'worker_task_timeout' => 1800, // defaults to 30 minutes
'worker_memory_Tlimit' => '1G', // defaults to 1 gigabyte
i
where:
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Manually start workers

= workers specifies the number of worker processes that should be available. The default is 3.
The cron job ensures that new worker processes are started when necessary. If the limit is
reached or exceeded, new worker processes are not started.

= worker_11i fetime specifies the amount of time in seconds that a worker process should run
for. The default is 595 seconds (10 minutes less 5 seconds). If a worker process exceeds this limit
while processing a task, it will complete the active task and then terminate. worker_
11 fetime does not cause tasks to terminate mid-processing.

= worker_task_timeout specifies the maximum amount of time in seconds that a worker
process can spend processing a single task. The default is 1800 seconds (30 minutes). This is
useful for terminating workers that might get stalled in a variety of situations.

= worker_memory_11imit specifies the maximum amount of memory that a worker process is
allowed to use while processing a task. The default is 1G (1 gigabyte).

Manually start workers

To kick off a new worker process, visit the URL: https://myswarm.url/queue/worker
When the number of workers running matches the configured limit, the requested worker process is not
started.

Note

This technique does start a worker, but it lasts only for its configured lifetime. Typically, you would
always want at least one worker running. See "Set up a recurring task to spawn workers" on page 110
for details.

Manually restart workers
Torestart an idle worker process, remove its lock file:

rm data/queue/workers/worker_id

A worker process that is busy processing a task will continue operation until its task is complete.
Immediately afterwards, if the worker notices that its lock file is missing it exits.

If you have a recurring task to start workers, the recurring task starts a fresh worker, if necessary. See
"Set up a recurring task to spawn workers" on page 110 for details.
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10 | Extending Swarm

Helix Swarm is built with open source technologies, using modern development methods, resulting in a
platform that is capable, modular, and can be extended in a variety of ways. While this section is
currently incomplete, it does identify the technologies that make up Swarm and provides notes regarding
some of the available extension points.

RESOUNCeS . 369
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Example linkify module .. . 372

Example email module .. ... . 375

CSS & JavaScCript ... 383
Resources

Swarm is built with a number of different technologies. As such it can be a bit of a challenge to ramp up
on if you haven't done web development before. This section lists some of the best resources we've
found for learning how to develop for Swarm.

jQuery

A free three hour course on jQuery basics. Highly recommended if you haven't used jQuery before. It also
covers some JavaScript and CSS basics:

http://try.jquery.com

JavaScript Resources

A free, in-browser Javascript course:

https://www.codecademy.com/tracks/javascript-combined

PHP Resources

m A free PHP tutorial:
http://www.w3schools.com/php/default.asp
= A handy PHP cheat sheet:

https://i.emezeta.com/weblog/emezeta-php-card-v0.2.png
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Zend Framework 2 Resources

Zend Framework 2 Resources

= Anintense tutorial, but it does cover most of the basics:
http://framework.zend.com/manual/2.0/en/user-guide/overview.html

m Really nice high level architecture overview by a Zend engineer:

https://speakerdeck.com/ezimuel/mvc-plus-events-plus-modules-the-new-architecture-of-zf2

Development mode

Swarm has a development mode that, when enabled, changes Swarm's behavior in the following ways:

m CSS and JavaScript code is not aggregated. Each CSS or JavaScript file is fetched individually,

which makes it much easier to identify where styles or functions exist and how they apply to
Swarm. Due to the additional HTTP requests, development mode should not be used in

production environments.

m Errors and exceptions that may occur are displayed in Swarm's Ul. This is particularly useful to

developers of Swarm modules. As the error information might disclose system paths or
configuration, development mode should not be used in production environments.

To enable development mode:
Adjust the SWARM_R0OOT/data/config.php file toinclude:

<?php
return array(
'pd' = ...
'environment' => array(

'mode' => 'development'

);

To disable development mode:

Adjust the SWARM_ROOT/data/config. php fileto exclude the 'mode"' =>

'development' line.
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Modules

Modules

A Swarm module is a folder that exists within the modules folder within your Swarm installation, where
the folder name matches the module's name, and that folder must contain (at a minimum) a

Module. php file. The file Module . php describes the dependencies, namespace, events
subscriptions, and otherwise how the module integrates with Swarm.

This chapter provides only cursory coverage of how modules integrate with Swarm. Refer to the included
J1 ra module for a good example of a simple module implementation within Swarm:

swarm_install/module/Jira

Influence activity events, emails, etc.

When something occurs in Helix Server (change submitted, files shelved, job added/edited), or state
changes within Swarm (comment added, review state changed, etc.), the event is pushed onto a task
queue. A background worker process subsequently pulls events off of the queue and publishes an event
alerting modules about activity they may be interested in processing. This architecture allows the Swarm
user interface to be fairly quick while accommodating tasks that might require notable processing time, or
need to wait for related information to become available.

Subscribers to the worker event flesh the item out (fetch the change/job details, for example) and indicate
if it should result in an activity entry, email notification, etc. By subscribing to various event topics, your
module can pay attention to specific types of events. While your module is processing an event, it can
modify the text of activity events, change the contents of emails, drop things entirely from activity, etc.

When your module subscribes to an event, set the priority to influence how early or late in the process it
runs. You will likely want your module to run after most other modules have done their work to flesh out
the event, but before Swarm's activity module processes it. The activity module sets a good example of
subscribing to these events:

swarm_install/module/Activity/Module.php

Note that its priority is set to -100. Select a value before that for your own module (for example, 0 would
be neutral and -90 would indicate that you are interested in being last).

The activity module listens to all events. However, be more selective. For example, if you are only
interested in changes, subscribe to task . change instead of *. Current task types are:

= task.change
= task.shelve
= task.review
= task.comment
= task.job
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Templates

Override existing view templates using your custom module. Have a look at an example module that
demonstrates how to customize the email templates Swarm uses for comment notifications.

For more information about views, see the Zend/View Quick Start.

View helpers

Set options on existing helpers

It is possible to influence the behavior of existing view helpers by setting options on them; for an example
see: swarm_install/module/Application/Module.php

Register new helpers

It is also possible to register new view helpers by placing them within your module's hierarchy, for
example, MyModule/src/MyModule/Vview/Helper/Foo. php. Use the following Swarm
view helper for inspiration: swarm_
install/module/Activity/src/Activity/View/Helper/Activity.php

Then register your view helper with the view manager via your ModuleConfig: swarm_
root/module/Activity/config/module.config.php

Example linkify module

The following example module demonstrates how to turn text that appears in changelist, job, or code
review descriptions, comments, and activity entries into links.
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Example linkify module

1. Create afolder called Rickro11 inthe module folder.
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Example linkify module

2. Create the file Module . php withinmodule/Rickrol1 and edit it to contain:

<?php
/7': %

o
w

Helix Swarm

* @copyright 2014 perforce Software. All rights reserved.

* @license Please see LICENSE.txt in top-level folder of this
distribution.
* @version <release>/<patch>

-k/

namespace Rickroll;

use Application\Filter\Linkify;

class Module
{
public function onBootstrap()
{
Linkify: :addcallback(
function ($value, $escaper) {
if (strcasecmp($value, 'rickroll')) {
// not a hit; tell caller we did not handle this one
return false;

return '<a target="_new
href="https://www.youtube.com/watch?v=dQw4wOwgXcQ">"
. $escaper->escapeHtml($value) . "</a>";

1,

'rickroll"',
strien('rickroll")

)

public function getcConfig()
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Example email module

}

return array(Q);

This file achieves several things. It:

makes the R1ckrol1 folder a recognized module.
declares the module's namespace, which matches the module's folder name Rickrol1.

provides an onBootstrap () method that allows the module's configuration to be
established immediately after the module is loaded

adds a callback to the Linkify module that declares what text is to be searched for
(rickrol1)and, when found, how to compose the link for that text.

Example email module

The following example module demonstrates how to customize the email template Swarm uses when
sending notifications for comments.
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Example email module

1. Create afolder called Example in the module folder.
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Example email module

2. Create the file Module . php withinmodule/Exampe and edit it to contain:

<?php

namespace Example;
use Zend\Mvc\MvcEvent;

/7': %
* Automatically uses any custom email templates found under this
* module's view/mail folder (e.g. Example/view/mail/commit-

html.phtml).

o
w

valid templates include:

commit-html.phtm]l (HTML version of commit notification)

commit-text.phtm]l (text version of commit notification)
comment-html.phtml (HTML version of comment notification)
comment-text.phtml (text version of comment notification)

review-html.phtml (HTML version of review notification)

o
w

review-text.phtml (text version of review notification)

* Note: you need to provide custom templates for both HTML and text;
* if you do not provide both, it is possible that the search for
* customized templates only finds the non-customized versions,

making
* it appear that this module 1is not working.
*/
class Module
{
public function onBootstrap(MvcEvent $event)
{
$application = $event->getApplication();
$services = $application->getServiceManager();
$events = $services->get('queue')->getEventManager();

$events->attach(
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Example email module

LIEV
3

function ($event) {
$mail = $event->getParam('mail’');

if (I$mail || !isset($mail['htmlTemplate'], $mail
['textTemplate'])) {
return;
}
$html = __DIR__ . '/view/mail/' . basename($mail
['htmlTemplate']);
$text = _DIR__ . "/view/mail/' . basename($mail

['textTemplate']);

if (file_exists($html)) {

$mail["htmlTemplate'] = $html;
ks
if (file_exists($text)) {
$mail['textTemplate'] = $text;

$event->setParam('mail’', $mail);

3,
-199

K

}

This file achieves several things. It:
= makes the Examp1e folder a recognized module.
» declares the module's namespace, which matches the module's folder name Example.

= provides an onBootstrap () method that allows the module's configuration to be
established immediately after the module is loaded

m attaches to events, looking formai 1 events. When such an event is encountered, it
provides local paths for HTML and text-only view scripts.
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Example email module

m declares an event priority of —=199. Because email delivery events are processed with a
priority of =200, this module's templates should override any that may have been set
elsewhere, and this occurs just prior to email delivery.

3. Create afolder called viewinthe module/ExampTe folder.
4. Create afolder calledmail inthe module/Examp1e/view folder.
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Example email module

5. Create the file comment-htm1.phtm1 withinmodule/Example/view/mail and edit

it to contain:
<?php
$user = $activity->get('user');
$userLink = $user
? $this->qualifiedurl('user', array('user' => $user))
: null;
$targetLink = $activity->geturl($this->plugin('qualifiedurl'));
7>
<html>

<body style="font-family: sans-serif; background-color: #eee;
padding: lem;">
<div style="background-color: #fff; border: 1lpx solid #ccc;
padding: lem;">
<div style="font-size: 115%;">
<?php if (Suser): ?>
<a style="text-decoration: none;" href="<?php echo
$userLink ?>">
<?php echo $this->escapeHtml ($user) ?>
</a>
<?php endif; 7>
<?php echo $this->escapeHtml($activity->get('action')) ?>
<a style="text-decoration: none;" href="<?php echo
$targetLink ?>">
<?php echo $this->escapeHtm]($activity->get('target'))?>
</a>
</div>
<br/>
<?php
// if the comment has file context, show it.
$comment = $event->getParam('comment');
$context = $comment
? $comment->getFileContext()
: array('content' => null, 'line' => null);
if (is_array($context['content']) && $context['line']) {
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Example email module

$Tine = $context['Tine'] - count($context['content']) +

1;
echo '<div style="font-family: monospace; white-space:
nowrap;'
' padding: .5em lem; overflow-x: auto; color:
#444; "
' border: 1px solid #ddd; background-color:
#E7€7€7;">";
foreach ((array) $context['content'] as $i => $content)
{

echo '<div><span style="color: #999;">"
. str_pad($1line + $i,
strien($context['1ine']),
no",
STR_PAD_LEFT

)
'.</span>&nbsp; "’
. $this->preformat($content)
->setLinkify(false)
->setEmojify(false)
->setwordwrap(900)
. '</div>\n";
}
echo '</div><br/>";
}
7>
<div style="padding-bottom: .5em;">
<?php
echo $this->preformat($activity->get('description'))
->setBaseuUrl1 ($this->qualifiedur1())
->setEmojify(false)
->setwordwrap(900)
?>
</div>
</div>
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Example email module

</body>
</html>

This is a view script that provides the content for the HTML portion of the comment notification
email. Note that it is considered best practice to use inline CSS for styling emails.

6. Create the file comment-text.phtml withnmodule/Example/view/mail and edit it
to contain:

<?php
echo trim($activity->get('user')

1 1

commented on
$activity->get('target'));

// if the comment has file context, show it.

$comment $event->getParam('comment');

$comment
$comment->getFileContext()

$context

~J

: array('content' => null);
if (is_array($context['content'])) {
echo "\n\n> " . $this->wordwrap(

implode("\n> ", $context['content']), 900

K

echo "\n\n" . trim($this->wordwrap($activity->get('description'),
900)) ;

echo "\n\n" . S$activity->geturl($this->plugin('qualifiedurl'));
?>
This is a view script that provides the content for the text-only portion of the comment notification
email.

If you need to customize any other types of Swarm notification email messages, locate the view scripts
(both HTML and text) and copy them intomodule/Exampl1e/view/mai 1, maintaining the existing
filenames, then modify the new files as desired.

Note

If you do not copy both the HTML and text templates, it is possible for the search for customized
templates to only find non-customized versions, making it appear that your module is not working.
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CSS & JavaScript

Custom CSS and JavaScript files will be loaded automatically if you place them under either:
SWARM_ROOT/public/custom/*. (css/js)
SWARM_R0OT/pub1ic/custom/sub-folder/*. (css/js)

Note
Swarm only supports customizations placed directly within the SWARM_ROOT/pub1ic/custom

folder or one sub-folder down. Customizations are added after all standard CSS and JavaScript. If
more than one custom file is present they are added in alphabetical order.

Prior to creating any customizations, ensure that the SWARM_ROOT/pub11 c/custom folder
exists; Swarm does not ship with or create this folder.

Sample Javascript extensions

The following are example Javascript customizations that you might wish to apply to your Swarm
installation. Each example can be implemented separately. |deally, you would apply the Javascript
customizations in a single file to reduce the number of web requests required.

Warning

Coding errors in your custom JavaScript files could cause the Swarm Ul to stop working. If this
occurs, use your browser's development tools to identify which file contains the problem, and move
that file out of the SWARM_ROOT/pub11c/custom folder. When the problem has been resolved,
the file can be returned.

Make the Created column on the Reviews page clickable

$(document) .on( 'click', '.reviews-table td.created', function() {
var change = $(this).closest('tr').data('id");
window.Tocation = '/reviews/' + change;

9K

Save these lines in afile, perhaps reviews-created-clickable. js, withinthe SWARM_
ROOT/pub11ic/custom folder. Swarm automatically includes the JavaScript file, making the entries
in the Created column clickable immediately for all for subsequent review page views.

Adjust the number of "more context" lines for diffs

swarm.diff.moreContextLines = 25;

Replace the 25 with the number of lines of context that should be retrieved each time the more context
bar is clicked when viewing a diff.
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Save this line in a file, perhaps more-context-1ines. js, within the SWARM_
ROOT/pub11ic/custom folder. Swarm automatically includes the JavaScript file, adjusting the
number of more context lines immediately for subsequent page views.

Note

Try to avoid making this value arbitrarily large, as the file being diffed could be very large; users
wouldn't expect to see the entire file when clicking the more context bar. If you need to see the whole
file, click the Show full context icon.

Customize the review state options text

var original = swarm.review.buildStateMenu;
swarm.review.buildStateMenu = function(){
original();
var needsReview = $('.icon-review-needsReview').parent();
needsReview.html (needsReview.htm1 () .replace(
'Needs Review', 'You need to review'
I
}
Replace the You need to review with the text you'd prefer to see instead of Needs Review.

Save this line in a file, perhaps customize-review-states.js, withinthe SWARM_
ROOT/pub11ic/custom. Swarm automatically includes the JavaScript file, adjusting the text of the
review states immediately for subsequent page views.

Sample CSS customizations

The following are example CSS customizations that you might wish to apply to your Swarm installation.
Each example can be implemented separately. Ideally, you would apply the CSS customizations in a
single file to reduce the number of web requests required.

Adjust the default tab size

body {
tab-size: 4;
}
Replace the 4 with the tab size you prefer.

Save these lines in afile, perhaps tab-size.css, within the SWARM_ROOT/pub1ic/custom
folder. Swarm automatically includes the CSS file, adjusting the tab size immediately for subsequent
page views.
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Sample CSS customizations

Apply a custom background to the login screen

body.route-login {

background: ur1("/custom/1login_background. jpg") no-repeat center
fixed;
}

Replace the /custom/1ogin_background. jpg URL fragment with image you want to use. If
you do not specify a full URL, the image you specify must exist within the SWARM_ROOT/pub1ic
folder, preferably within the SWARM_ROOT/pub1ic/custom folder.

Save these lines in afile, perhaps 1ogin-background. css, within the SWARM_
ROOT/pub11ic/custom folder. Swarm automatically includes the CSS file, immediately replacing
the login screen's background for subsequent page views.

Replace Swarm's logo in the main navigation bar

.havbar-site .brand {
background: ur1("/custom/navbar_1logo. jpg") no-repeat center;

}

Replace the /custom/navbar_Tlogo. jpg URL fragment with image you want to use. If you do
not specify a full URL, the image you specify must exist within the SWARM_ROOT/pub11i c folder,
preferably within the SWARM_ROOT/pub11ic/custom folder.

Save these lines in afile, perhaps navbar-10go. css, within the SWARM_
ROOT/pub11ic/custom folder. Swarm automatically includes the CSS file, immediately replacing
the login screen's background for subsequent page views.

Note
Swarm's navbar design supports logos up to 24 pixels tall. Even if your logo fits within that height, you

may need to also adjust the width, height, margins, or padding to suit your logo.

Adjust the appearance of avatars

img.avatar {
border: 2px dashed red;
border-radius: 10%;

}

You can make a number of adjustments to the way Swarm presents avatars, such as adding a border and
adjusting the border radius, as the example above demonstrates. You should avoid attempting to set
specific sizes because Swarm uses different sizes depending on where the avatar is displayed.
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Sample CSS customizations

Save these lines in afile, perhaps avatars . css, within the SWARM_ROOT/publ1ic/custom
folder. Swarm automatically includes the CSS file, immediately replacing the login screen's background
for subsequent page views.
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Swarm API

This chapter describes the REST-like API provided by Swarm, which can be used to automate common
Swarm interactions or integrate with external systems.

Authentication

Swarm’s API requires an authenticated connection for all data-modifying endpoints. Authenticated
connections are achieved using HTTP Basic Access Authentication.

Note

If the requi re_10g1 n configuration flag is set to true, all API endpoints require
authentication.

For example:

$ curl -u "apiuser:password" https://myswarm.url/api/v9/projects

Swarm accepts a ticket from the Helix Versioning Engine (previous versions of Swarm required this
ticket to be host-unlocked, this is no longer true since Swarm 2017.1). It may also be possible to use a
password in place of the ticket.

To acquire a ticket, run the following command:

$ p4 -p myp4host:1666 -u apiuser login -p

Important
For a Helix Versioning Engine that has been configured for security level 3, passwords are not
accepted.

For more information on security levels, see:
Helix Versioning Engine Administrator Guide: Fundamentals

Note

If you use a ticket to authenticate against the Swarm API and the ticket expires, you need to
acquire a new ticket to continue using the API.

If you make a request that requires authentication and you have not authenticated, the response is:

{

"error": "Unauthorized"
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Requests

Requests

Swarm’s API includes endpoints that provide, create, and update information within Swarm.

If you make a request against an endpoint that is not supported, the response is:

{

"error": "Method Not Allowed"
}
GET information

Use HTTP <literal>GET</literal> requests to ask for information from the API.

For example, to get the list of reviews:

$ curl https://myswarm.url/api/v9/reviews

Certain API calls support a fields parameter that allows you to specify which fields to include in the
response, enabling more compact data sets. The following endpoints support fields:

= /api/v9/projects
= /api/v9/reviews
= /api/v9/reviews/{id}

Fields can be expressed as a comma-separated list, or using array-notation. For example:

$ curl

"https://
myswarm.url/api/v9/reviews?fields=id,description,participants’

Or:

$ curl "https://myswarm.url/api/v9/reviews?fields[]=id,fields
[J=description,fields[]=participants'

POST new information

Use HTTP <literal>POST</literal> requests to create information via the API.

For example, to create a review using form-encoded values:

$ curl -u "apiuser:password' -d"change=12345"
https://myswarm.url/api/v9/reviews

The response should be similar to:

{
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Update

"jsvalid": true,
"id": 12206
}

To create areview using JSON:

$ curl -u "apiuser:password"' -H "Content-type: application/json" \
-d'{"change": 12345}' https://myswarm.url/api/v9/reviews

Update

Use HTTP <literal>PATCH</literal> requests to update information via the API.

If your HTTP client does not support PATCH requests, you can emulate this behavior by submitting an
HTTP POST witha " ?_method=PATCH" parameter.

Pagination

Most Swarm endpoints that provide data include the ability to paginate their results.

Each time data is requested, up to maX results are included in the response, as is a value called
TastSeen. TastSeen identifies the id of the last entry included in the results. If there are no further
results, lastSeenisnull.

To get the next set of results, include after set to the value of TastSeen in the API request. Entries
up to and including the 1d specified by after are excluded from the response, and the next max
entries are included.

See the Activity endpoint for example usage that demonstrates pagination.

Responses

Swarm’s API responses are JSON formatted.

API versions

The current Swarm API version is V9. Here is a list of historical AP versions:

API Swarm o
version Release Date Bescrpion
v9 2018.1 April 2018 Include support for append and replace changelist

to areview, 2 Factor Authentication and mark a
comment as read.
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API Endpoints

API Swarm o
version Release s L] el
v8 2017.4 December Include support for default reviewers on a project
2017 or project branch.
v7 2017.3 October Include support for groups as participants of a
2017 review and groups as moderators of a project
branch.
v6 2017.1 May 2017 Include support for activity dashboard, archiving
of inactive reviews, cleaning completed reviews
and for voting reviews up and down.
v5 2016.3 December Include support for limiting comments to a
2016 specific review version.
v4 2016.2 October Include support for private projects, as well as
2016 file-level and line-level inline comments.
v3 2016.1 SP1 September Include new endpoint for comments.
2016
v2 2016.1 May 2016 Include new endpoints for projects, groups, etc.
v1.2 2015.3 October Add author filter to the list reviews endpoint.
2015
v1.1 2014.4 January Addition of required reviewers, and
2015 apiversions.
Al 2014.3 July 2014 Initial release.

API Endpoints

This section includes coverage for each of the major endpoints provided by the API.

Activity : Swarm Activity List

GET /api/v9/activity

Summary: List Activity Entries

Description

Retrieve the Activity List.
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Parameters

Parameter

Description

Parameter

Required

Default
Value

change

Optionally filter activity integer
entries by associated

Changelist ID. This only

includes records for which

there is an activity entry in

Swarm.

Type

form

No

Sstream

Optional activity stream to string
query for entries. This can
include user-initiated actions
(user-alice), activity
relating to a user’s followed
projects/users
(personal-alice),
review streams (review-
1234), and project streams
(project-
exampleproject).

form

No

type

Type of activity, e.g., string
change, comment, job,
orreview.

form

No

after
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excluded from the results and

do not count towards max.

Useful for pagination.
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previous query.
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Activity : Swarm Activity List

Parameter Description

max

Maximum number of activity
entries to return. This does
not guarantee that max
entries are returned. It does
guarantee that the number of
entries returned won't exceed
max. Server-side filtering
may exclude some activity
entries for permissions
reasons.

Parameter : Default
Type bl Value

integer  query No 100

Type

fields An optional comma-

separated list (or array) of
fields to show. Omitting this
parameter or passing an
empty value shows all fields.

string query No

Successful Response:

HTTP/1.1 200 OK

"activity": [

{

"id": 123,

"action": "committed",
"behalfof": null,
"behalfofExists": false,
"change": 1,

"date": "2016-01-15T12:12:12-08:00",

"depotFile": null,
"description": "test\n",
"details": [],
"followers": [],

"Tink": ["change", {"change":

"preposition": "into",

"projectList": {"restricted":

117,

["main"]},
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"projects": {"restricted": ["main"]},

"streams": ["review-2", "user-foo", "personal-foo", "project-
restricted"],

"target": "change 1",

"time": 1404776681,

"topic": "changes/1",

"type": "change",

"url": "/changes/1",

"user": "bruno",

"userexists'": true

}
1,

"lTastSeen": 1

Examples of usage

Fetching review history

To get the latest activity entries on a review:

curl -u "username:password"
"https://myswarm.url/api/v9/activity?stream=review-1234\
&fields=id,date,description,type\

&max=2"

You can tweak max and fields to fetch the data that works best for you.

Swarm responds with an array of activity entities, and a 1astSeen value that can be used for
pagination:

{
"activity": [
{
"id": 10,
"date": "2016-04-15T16:10:32-07:00",
"description": "This is a test comment.",

"type": "comment
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"id": 9,
"date": "2016-03-31T13:48:15-07:00",

"description": "Updating RELNOTE review",
"type": "review"
}

1,
"TastSeen": 9

Activity pagination
To get the second page of activity entries for a review (based on the previous example):

curl -u "username:password"
"https://myswarm.url/api/v9/activity?stream=review-1234\
&fields=id,date,description,type\

&max=2\

&lastSeen=9"
Swarm again responds with a list of activity entities and a TastSeen value:

{
"activity": [
{
"id": 8,
"date": "2016-03-30T12:12:12-07:00",
"description": "This 1is the first test comment.",
"type": "comment"
Jis
{
"id": 7,
"date": "2016-03-29T712:13:14-07:00",
"description": "Updating RELNOTE review",
"type": "review"
}
1,
"lastSeen": 7
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POST /api/v9/activity
Summary: Create Activity Entry

Description

Creates an entry in the Activity List. Note: admin-level privileges are required for this action.

Parameters
L Parameter -
Parameter Description Type Type Required
type Type of activity, used for filtering string form Yes
activity streams (values can include
change, comment, job,
review).
user User who performed the action. string form Yes
action Action that was performed - past- string form Yes
tense, e.g., created or
commented on.
target Target that the action was string form Yes
performed on, e.g., issue 1234.
topic Optional topic for the activity entry. string form No
Topics are essentially comment
thread IDs. Examples:
reviews/1234 or
jobs/job001234.
description Optional description of object or string form No
activity to provide context.
change Optional changelist ID this activity integer form No

is related to. Used tofilter activity
related to restricted changes.
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Activity : Swarm Activity List

Parameter Description Type _F;;;;aemeter Required
streams[] Optional array of streams to display ~ array form No
on. This can include user-initiated (of
actions (user-alice), activity strings)
relating to a user’s followed
projects/users (personal -
alice), review streams
(review-1234), and project
streams (project-
exampleproject).
Tink Optional URL for target. string form No

Successful Response:

HTTP/1.1 200 OK

{

"activity": {
"id": 123,
"action": "ate",
"behalfof": null,
"change": null,
"depotFile": null,
"details": [],
"description": "",
"followers": [],
"Tink": "",
"preposition": "for",
"projects": [],
"streams": [],
"target": "the manual",
"time": 1404776681,
"topic": "",
"type": "comment",
"user": "A dingo"

}
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Examples of usage

Creating an activity entry

To create a plain activity entry:

curl -u "username:password" -d "type=job" -d "user=jira" -d

"action=punted" -d "target=review 123" \
"https://myswarm.url/api/v9/activity"

JSON Response:

{
"activity": {
"id": 1375,
"action": "punted",
"behalfof": null,
"change": null,
"depotFile": null,
"description": "",
"details": [],
"followers": [],
"Tink": "",
"preposition": "for",
"projects": [],
"streams": [],
"target": "review 123",
"time": 1461607739,
"topic": "",
"type": "job",
"user": "jira"
}
}

Linking an activity entry to a review

Linking activity entries to reviews is useful. This involves providing 11 nk, stream, and top1 c fields
in the activity data. The 11 nk field is used to make the review 123 stringin the activity entry
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clickable. The stream field is needed so that the activity entry can be attached to the review in the

Swarm interface. The topi € field is used to link the activity entry to the comment thread for that topic,

in the event that a user wants to comment on the activity.

To create a fully linked activity entry:

curl -u "username:password" -d "type=job"
"action=punted" -d "target=review 123" \

-d "streams[]=review-123" \

-d "Tlink=reviews/123" \
-d "topic=reviews/123" \

"https://myswarm.url/api/v9/activity

Swarm responds with an activity entity:

{

"activity": {
"id": 1375,
"action": "punted",
"behalfof": null,
"change": null,
"depotFile": null,
"description": "",
"details": [],
"followers": [],
"Tink": "reviews/123",
"preposition": "for",
"projects": [],

"streams": ["review-123"],
"target": "review 123",

"time": 1461607739,

"topic": "reviews/123",

"type": lljobll’
"user": "j'i ra"

-d "user=jira" -d
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Changes : API controller providing a service for changes

GET /api/v9/changes/{change}/affectsprojects

Summary: Get projects, and branches, affected by a given change id.

Description

All authenticated users are able to use this API.

Successful Response:

HTTP/1.1 200 OK

{

"change": {
"id":"1050",
"projects": {

"jam": [
"Tive",
"main"
]
}
}
}

GET /api/v9/changes/{change}/defaultreviewers

Summary: Get default reviewers for a given change id.

Description

All authenticated users are able to use this API.

Successful Response:

HTTP/1.1 200 OK

{

"change": {
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Comments : Swarm Comments

"id": "1050",
"defaultReviewers": {
"groups": {
"groupl": {"required": "1"},
"group2": {}
3,

"users": {
"userl": {},

"user2": {"required": "true"}

Comments : S warm Comments

GET /api/v9/comments/

Summary: Get List of Comments

Description

List comments.
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Comments : Swarm Comments

Parameters

Paramete Require Defaul
r Type d t Value

Parameter Description

after A comment ID to integer query No
seek to. Comments
up to and including
the specified ID are
excluded from the
results and do not
count towards max.
Useful for pagination.
Commonly set to the
TlastSeen property
from a previous

query.

max Maximum number of integer query No 100
comments to return.
This does not
guarantee that max
comments are
returned. It does
guarantee that the
number of comments
returned won’t
exceed max.

topic Only comments for string query No
given topic are
returned. Examples:
reviews/1234,
changes/1234 or
jobs/job00123
4.

context Ifa integer query No
[version] reviews/1234

topic is provided,

limit returned

comments to a

specific version of

the provided review.
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Paramete Require Defaul

Parameter Description

r Type d t Value

ignoreArchive  Prevents archived boolea  query No
d comments from n
being returned. (v5+)

tasksonly Returns only boolea  query No
comments that have n
been flagged as

tasks. (v5+)
taskStates Limit the returned array query No
comments to ones (of
that match the strings)
provided task state
(one or more of

open, closed,
verified,or
comment). (v5+)

fields An optional comma- string query No
separated list (or
array) of fields to
show for each
comment. Omitting
this parameter or
passing an empty
value shows all
fields.

Examples of successful responses

Successful Response:

HTTP/1.1 200 OK

"topic": "",
"comments": {
"51": {
"id": 51,
"attachments": [],
"body": "Short Toin ground round sin reprehensible, venison west
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participle triple.",
"context": [],
"edited": null,

"flags": [1,
"likes": [1],
"taskState": "comment",
"time": 1461164347,
"topic": "reviews/885",
"updated": 1461164347,
"user": "bruno"
}
Ji )
"lastSeen": 51
3
Note

TastSeen can often be used as an offset for pagination, by using the value in the after
parameter of subsequent requests.

When no results are found, the comments array is empty:

HTTP/1.1 200 OK

"topic": "jobs/job000011",
"comments": [],
"TastSeen": null

Examples of usage

Listing comments

To list comments:

curl -u "username:password" "https://my-swarm-host/api/v9/comments\
?topic=reviews/911&max=2&fields=1id,body, time,user"

Swarm responds with a list of the first two comments for review 911 and a 1astSeen value for
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pagination:
{
"topic": "reviews/911",
"comments": {
"35": {
"id": 35,
"body": "Excitation thunder cats intelligent man braid organic
bitters.",
"time": 1461164347,
"user": "bruno"
I
"39": {
"id": 39,

"body": "Chamber tote bag butcher, shirk truffle mode shabby chic
single-origin coffee.",

"time": 1461164347,

"user": "swarm_user"

}

},
"TastSeen": 39

Paginating a comment listing

To obtain the next page of a comments list (based on the previous example):

curl -u "username:password" "https://my-swarm-host/api/v9/comments\
?topic=reviews/911&max=2&fields=1id,body, time,user&after=39"

Swarm responds with the second page of results, if any comments are present after the last seen
comment:

{
"topic": "reviews/911",
"comments": {
"260": {
"id": 260,

"body": "Reprehensible do lore flank ham hock.",
"time": 1461164349,
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"user": "bruno"
I
"324": {
"id": 324,
"body": "Sinter Tlo-fi temporary, nihilist tote bag mustache swag

consequence interest flexible.",
"time": 1461164349,

"user": "bruno"
}
s
"lastSeen": 324
}
POST /api/v9/comments/

Summary: Sends notification for comments

Description

Sends notification for comments

Parameters
Parameter Description Type _IF;;;aemeter Required
topic This is going to send a single notification  string query Yes

for any comments that were not notified
immediately for the user authenticated
for a given topic they are posting for.
Examples: reviews/1234

Examples of successful responses

Successful Response:

HTTP/1.1 200 OK

"isvalid": true,
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"message": "Sending a notification for 3 comments",
"code": 200

When no comment notifications are found:

HTTP/1.1 200 OK

{
"isvalid": true,
"message": "No comment notifications to send",
"code": 200

}

Sending notification for comments
To send all delayed comments
curl -u "username:password" "https://my-swarm-host/api/v9/comments/notify\

?topic=reviews/911"
Swarm responds with a message detailing a notification sent with the number of comments it applied to.

{

"isvalid": true,

"message": "No comment notifications to send",
"code": 200

}

POST /api/v9/comments/

Summary: Add A Comment

Description

Add a comment to a topic (such as a review or a job)
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Parameters
o Paramet Require Defaul

Parameter Description erType d t Value
topic Topic to comment on. string  form Yes

Examples: reviews/1234,

changes/1234 or

jobs/job001234.
body Content of the comment. string  form Yes
taskstate Optional task state of the string form No comme

comment. Valid values when nt

adding a comment are

comment and open. This

creates a plain comment or

opens atask, respectively.
flags[] Optional flags on the comment.  array form No

Typically setto closed to (of

archive a comment. string

s)

context File to comment on. Valid only string form No
[file] forchanges and reviews

topics. Example:

//depot/main/README.

txt.
context Left-side diff line to attach the intege  form No
[TeftLin inline comment to. Validonly for  r
e] changes and reviews

topics. If this is specified,

context[file] mustalso

be specified.
context Right-side diff line to attach the intege  form No
[rightLin inline comment to. Validonly for  r
e] changes and reviews
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Paramet Require Defaul

Parameter Description

erType d t Value
context Optionally provide content of array form No
[content] the specified line and its four (of
preceding lines. This is used to string
specify a short excerpt of s)

context in case the lines being
commented on change during
the review. When not provided,
Swarm makes an effort to build
the content on its own - as this
involves file operations, it could
become slow.

context With a reviews topic, this intege  form No
[version] field specifies which version to r
attach the comment to.

Successful Response contains Comment entity:

HTTP/1.1 200 OK

{
"comment": {
"id": 42,
"attachments": [],
"body": "Best. Comment. EVER!",
"context": [],
"edited": null,
"flags": [1,
"likes": [1],
"taskState": "comment",
"time": 123456789,
"topic": "reviews/2",
"updated": 123456790,
"user": "bruno"
}
}
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Examples of usage

Create a comment on a review

To create a comment on a review:

curl -u "username:password" \
-d "topic=reviews/2" \
-d "body=This is my comment. It is an excellent comment. It contains
a beginning, a middle, and an end." \
"https://my-swarm-host/api/v9/comments"
JSON Response:

{
"comment": {

"id": 42,

"attachments": [],

"body": "This is my comment. It is an excellent comment. It contains a
beginning, a middle, and an end.",

"context": [],

"edited": null,

"flags": [1,

"likes": [],
"taskState": "comment",
"time": 123456789,
"topic": "reviews/2",
"updated": 123456790,
"user": "username"

Open a task on a review

To create acomment on a review, and flag it as an open task:

curl -u "username:password" \

-d "topic=reviews/2" \

-d "taskState=open" \

-d "body=If you could go ahead and attach a cover page to your TPS
report, that would be great." \
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"https://my-swarm-host/api/v9/comments"
JSON Response:

{
"comment": {
"id": 43,
"attachments": [],
"body": "If you could go ahead and attach a cover page to your TPS
report, that would be great.",
"context": [],
"edited": null,
"flags": [1],
"likes": [1,
"taskState": "open",
"time": 123456789,

"topic": "reviews/2",
"updated": 123456790,
"user": "username"

PATCH /api/v9/comments/{id}

Summary: Edit A Comment

Description

Edit a comment

Parameters
Parameter Description Type SRR Required
Type
id ID of the comment to be edited integer path Yes
topic Topic to comment on. Examples: string form No
reviews/1234, changes/1234
orjobs/job001234.

410



Comments : Swarm Comments

Parameter Description Type _F;;;;aemeter Required
body Content of the comment. string form Yes
taskState Optional task state of the comment. string form No

Note that certain transitions (such as

moving from open to verified)are

not possible without an intermediate

step (addressed, in this case).

Examples: comment (not a task),

open, addressed, verified.
flags[] Optional flags on the comment. array form No

Typically set to cl1osed to archive a (of

comment.

strings)

Successful Response contains Comment entity:

HTTP/1.1 200 OK

{

"comment": {
"id": 1,
"attachments": [],
"body": "Best. Comment.
"context": [],
"edited": 123466790,
"flags": [1],
"likes": [],
"taskState": "comment",
"time": 123456789,
"topic": "reviews/42",
"updated": 123456790,
"user": "bruno"

}
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Examples of usage

Edit and archive a comment on a review

To edit and archive a comment on a review:

curl -u "username:password" \
-X PATCH \
-d "flags[]=closed" \
-d "body=This comment wasn't as excellent as I may have Tead you to
believe. A thousand apologies." \
"https://my-swarm-host/api/v9/comments/42"
JSON Response:

{
"comment": {

"id": 42,

"attachments": [],

"body": "This comment wasn't as excellent as I may have lead you to
believe. A thousand apologies.",

"context": [],

"edited": 123466790,

"flags": ["closed"],

"likes": [1,
"taskState": "comment",
"time": 123456789,
"topic": "reviews/2",
"updated": 123456790,
"user": "username"

Flag a task as addressed on a review
To flag an open task as addressed on a review:
curl -u "username:password" \

-X PATCH \

-d "taskstate=addressed" \
"https://my-swarm-host/api/v9/comments/43"
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JSON Response:
{

"comment": {

"id": 43,

"attachments": [],

"body": "If you could go ahead and attach a cover page to your TPS
report, that would be great.",

"context": [],

"edited": 123466790,

"flags": ["closed"],

"likes": [1],
"taskState": "comment",
"time": 123456789,
"topic": "reviews/2",
"updated": 123456790,
"user": "username"

Groups : Swarm Groups

GET /api/v9/groups/
Summary: Get List of Groups

Description

Returns the complete list of groups in Swarm.
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Parameters

Default
Value

Parameter

Parameter Description Required

Type

after A group ID to seek to. Groups  string query No
prior to and including the
specified ID are excluded
from the results and do not
count towards max. Useful
for pagination. Commonly set
to the TastSeen property
from a previous query.

max Maximum number of groups integer  query No 100
to return. This does not
guarantee that max groups
are returned. It does
guarantee that the number of
groups returned won'’t exceed
max.

fields An optional comma- string query No
separated list (or array) of
fields to show for each group.
Omitting this parameter or
passing an empty value
shows all fields.

keywords Keywords to limit groups on. string query No
Only groups where the group
ID, group name (if set), or
description contain the
specified keywords are
returned.

Successful Response:

HTTP/1.1 200 OK

"groups": [
{
"Group": "test-group",
"MaxLockTime": null,
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"MaxResults": null,

"MaxScanRows": null,

"owners": [],

"PasswordTimeout": null,

"Subgroups": [],

"Timeout": 43200,

"Users": ["bruno"],

"config": {
"description": "our testing group",
"emailAddress'": "test-group3@host.domain",
"emailFlags": [],
"name": "Test Group",
"useMailingList": true

Examples of usage

Listing groups
To list groups:

curl -u "username:password" \
"https://myswarm.url/api/v9/groups?keywords=test-
group&fields=Group,Owners,Users, config&max=2"

Swarm responds with a list of groups:

{
"groups": [
{
"Group": "test-group",
"owners": [],
"Users": ["bruno"],

"config": {
"description": "Our testing group",
"emailAddress": "test-group@host.domain",
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"emailFlags": {

"reviews": "1",
"commits": "O"
Ji )
"name": "Test Group",
"useMailingList: true
}
Ji )
{

"Group": "test-group2",
"owners": [],
"Users": ["bruno"],

"config": {
"description": "our second testing group",
"emailAddress": "test-group2@host.domain",
"emailFlags": [],
"name": "Test Group 2",
"useMailingList: true
}
}
1,
"lastSeen": "test-group2"

Paginating the groups list

curl -u "username:password" \
"https://myswarm.url/api/v9/groups?keywords=test-
group&fields=Group, config&max=2&lastSeen=test-group2"

"groups": [

{

Based on the previous example, we can pass a lastSeen value of test-group?2 to see if there are any
subsequent groups in Swarm.

Swarm responds with a list of groups (minus the Owners and Users fields, as we haven't requested
them):
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"Group": "test-group3",

"config": {
"description": "our 3rd testing group",
"emailAddress": "test-group3@host.domain",
"emailFlags": [],
"name": "Test Group 3",
"useMailingList": true

}
1,

"lastSeen": "test-group3"

GET /api/v9/groups/{id}

Summary: Get Group Information

Description

Retrieve information about a group.

Parameters
Parameter Description Type _IF;;;aemeter Required
id Group ID string path Yes
fields An optional comma-separated list (or string query No

array) of fields to show for each group.
Omitting this parameter or passing an
empty value shows all fields.

Successful Response:

HTTP/1.1 200 OK

ngroupn: {
"Group": "test-group",
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"MaxLockTime": null,
"MaxResults": null,
"MaxScanRows": null,
"owners": [],
"PasswordTimeout": null,
"Subgroups": [],
"Timeout": 43200,
"Users": ["bruno"],

"config": {
"description": "our testing group",
"emailFlags": [],
"name": "Test Group"

Examples of usage

Fetching a group

To fetch an individual group:

curl -u "username:password" "https://myswarm.url/api/v9/groups/my-group"
Swarm responds with the group entity:

{
"group": {
"Group": "test-group",
"LdapConfig": null,
"LdapSearchQuery": null,
"LdapuserAttribute": null,
"MaxLockTime": null,
"MaxResults": null,
"MaxScanRows": null,
"owners": [],
"Users": ["bruno"],
"config": {
"description": "Our testing group",
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"emailAddress": "test-group@host.domain",

"emailFlags": {
"reviews": "1",
"commits": "0"

s

"name": "Test Group",

"useMailingList": true

}
}
3

Limiting returned fields

To limit the returned fields when fetching an individual group:

curl -u "username:password" "https://myswarm.url/api/v9/groups/my-
group?fields=Group,Owners,Users,config"

Swarm responds with the group entity:

{
"group": {
"Group": "test-group",
"owners": [],
"Users": ["bruno"],
"config": {
"description": "our testing group",
"emailFlags": [],
"name": "Test Group"
}
}
}
POST /api/v9/groups/

Summary: Create a new Group

Description

Creates a new group in Swarm.
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Parameters
o Parameter .
Parameter Description Type Type Required
Group Group identifier string. string form Yes
users An optional array of group array form No
users. At least one of
Users, Owners, or
Subgroups is required.
owners An optional array of group array form No
owners. At least one of
Users, Owners, or
Subgroups is required.
Subgroups An optional array of array form No
subgroups. At least one of
Users, Owners, or
Subgroups is required.
config[name] An optional full name forthe  string form No
group.
config An optional group string form No
[description] description.
config The email address for this string form No
[emailAddress] group.
config Email members when a boolean  form No
[emailFlags] new review is requested.
[reviews]
config Email members when a boolean  form No
[emailFlags] new review is requested.
[reviews]
config Whether to use the boolean form No
[useMailingList] configured email address or

expand individual members

addresses.

Successful Response:

HTTP/1.1 200 OK
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"group": {

"Group": "test-group",

"MaxLockTime": null,

"MaxResults": null,

"MaxScanRows": null,

"owners": [],

"PasswordTimeout": null,

"Subgroups": [],

"Timeout": null,

"Users": ["alice"],

"config": {
"description": "Test test test",
"emailAddress": "test-group@host.domain",
"emailFlags": [],
"name": "TestGroup",
"useMailingList": true

Creating a group

Important
= Only users with super privileges in the Helix Versioning Engine (p4d), or users with admin
privileges in p4d versions 2012.1 or newer, can create groups.

m This API version is only capable of setting specific fields: Group, Users, owners,
Subgroups, config. Any other fields specified in the creation request are ignored.

To create a new group:

curl -u "username:password" \
-d "Group=my-group" \
-d "owners[]=alice" \
-d "owners[]=bob" \
-d "Users[]=bruno" \
-d "Users[]=user2" \
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-d "config[description]=This group is special to me." \
-d "config[name]=My Group" \

-d "config[emailFlags][reviews]=1" \

-d "config[emailFlags] [commits]=0" \

-d "config[emailAddress]=my-group@host.domain" \

-d "config[useMailingList]=false" \
"https://myswarm.url/api/v9/groups"

Assuming that the authenticated user has permission, Swarm responds with the new group entity:

{
"group": {

"Group": "my-group",
"MaxLockTime": null,
"MaxResults": null,
"MaxScanRows": null,
"owners": ["username"],
"PasswordTimeout": null,
"Subgroups": [],
"Timeout": null,

"users": [],
"config": {
"description": "This group is special to me.",
"emailFlags": {
"reviews": "1",
"commits": "O"
3,
"name": "My Group",

"useMailingList": true

PATCH /api/v9/groups/{id}
Summary: Edit a Group
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Description

Change the settings of a group in Swarm. Only super users and group owners can perform this action.

Parameters

Parameter Description Type _FF;\;aemeter Required

id Group ID string path Yes

users An optional array of group array form No
users.

owners An optional array of group array form No
owners.

Subgroups An optional array of group array form No
subgroups.

config[name] An optional full name forthe  string form No
group.

config An optional group string form No

[description] description.

config The email address for this string form No

[emailAddress] group.

config Email members when a boolean  form No

[emailFlags] change is committed.

[commits]

config Email members when a boolean form No

[emailFlags] new review is requested.

[reviews]

config Whether to use the boolean  form No

[useMailingList] configured email address or
expand individual members
addresses.

Successful Response:

HTTP/1.1 200 OK

"group": {

423



Groups : Swarm Groups

"Group": "test-group",

"Users": [],

"owners": [],

"Subgroups": [],

"config": {
"description": "New Group Description",
"name": "TestGroup",
"useMailingList": true

Editing a group

Important
= Only users with super privileges in the Helix Versioning Engine, or group owners, can edit
groups.

m This APl version is only capable of modifying specific fields: Users, Owners,
Subgroups, conf1ig. Any other fields specified in the edit request are ignored.

Here is how to update the name, description, and emailFlags configuration of the group my-
group:
curl -u "username:password" -X PATCH \
-d "config[description]=This group is special to me." \
-d "config[name]=My Group" \
-d "config[emailFlags][commits]=1" \
"https://myswarm.url/api/v9/groups/my-group"

Assuming that the authenticated user has permission, Swarm responds with the modified group entity:

{

ngroupn: {
"Group": "my-group",
"Users": [],

"owners": [],
"Subgroups": [],
"config": {
"description": "This group is special to me.",
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"emailAddress": "test-group@host.domain",
"emailFlags": {

"reviews": "1",

"commits": "1"
}!

"name": "My Group",
"useMailingList": true

DELETE /api/v9/groups/{id}

Summary: Delete a Group

Description

Delete a group. Only super users and group owners can perform this action.

Parameters
Parameter Description Type _FF;\;aemeter Required
id Group ID. string  path Yes

Successful Response:

HTTP/1.1 200 OK

"id": "test-group"

Deleting a group
Important

Only super users and group owners can delete groups.

curl -u "username:password" -X DELETE
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"https://myswarm.url/api/v9/groups/my-group"

Assuming that the authenticated user has permission, Swarm responds with the i d of the deleted group:

{

ll_idll: llmy_groupll

Index : Basic API controller providing a simple version action

GET /api/v9/version

Summary: Show Version Information

Description

This can be used to determine the currently-installed Swarm version, and also to check that Swarm’s API
is responding as expected.

Successful Response:

HTTP/1.1 200 OK

{
"year": "2017",
"version": "SWARM/2017.3-MAIN/8499605 (2017/10/25)"
}
Note

Note: year refers to the year of the Swarm release, not necessarily the current year.

Login : Swarm Login API

GET /api/v9/checkauth/

Summary: checking the 2FA authentication

Description

checking the 2FA authentication
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Successful Response:

HTTP/1.1 200 OK

{
"results": {
"trigger": "GAuth says yes!",
"successMsg": "Second factor authentication approved."
3,
"code": 200
}

Checking the 2FA authentication
To Check User prompt input for 2FA

curl -u "username:password" \
"https://myswarm.url/api/v9/login/checkauth"

Assuming that the authenticated user has permission, Swarm responds with the next step in the 2FA
login:

{
"results": {
"trigger": "GAuth says yes!",
"successMsg": "Second factor authentication approved."
I
"code": 200
}

GET /api/v9/listmethods/
Summary: Get List of 2FA Methods

Description

Returns the complete list of methods of 2FA.

Successful Response:

HTTP/1.1 200 OK

427



Login : Swarm Login API

{
"results": {
"methods": {
"1 {
"methodName": "Method Name will be here",
"methodDesc": "Method Description will be here"
I
"2 {
"methodName": "Method Name will be here",
"methodDesc": "Method Description will be here"
I
"3 {
"methodName": "Method Name will be here",
"methodDesc": "Method Description will be here"
I
"4": {
"methodName": "Method Name will be here",
"methodDesc": "Method Description will be here"
}
}
I
"option": {
"persist": "option",
"nextState": "init-auth"
I
"code": 200
}

Listing 2FA Methods

To list the 2FA methods:

curl -u "username:password" \
"https://myswarm.url/api/v9/login/11istmethods"

Swarm responds with a list of 2FA methods:

{

"results": {

428



Login : Swarm Login API

"methods": {
"1 {
"methodName": "Method
"methodbesc": "Method

s
"2 {
"methodName": "Method
"methodbDesc": "Method
s
"3 {
"methodName": "Method
"methodbDesc": "Method
s
"4": {
"methodName": "Method
"methodbDesc": "Method
}
3
I
"option": {
"persist": "option",
"nextState": "init-auth"
I
"code": 200

POST /api/v9/checkauth/

Name will be here",
Description will be here"

Name will be here",
Description will be here"

Name will be here",
Description will be here"

Name will be here",
Description will be here"

Summary: checking the 2FA authentication

Description
checking the 2FA authentication
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Parameters

Parameter
Type

token The token from the user for their 2FA string form Yes
prompt.

Parameter Description Type Required

Successful Response:

HTTP/1.1 200 OK

"results": {
"trigger": "otp-generated|||GAuth says yes!",
"successMsg": "Second factor authentication approved."

},
"code": 200

Checking the 2FA authentication
To Check User prompt input for 2FA

curl -X POST -u "username:password" \

-d "token=TOKEN" \

"https://myswarm.url/api/v9/login/checkauth"
Assuming that the authenticated user has permission, Swarm responds with the next step in the 2FA
login:

{
"results": {
"trigger": "GAuth says yes!",
"successMsg": "Second factor authentication approved."

1,
"code": 200

POST /api/v9/initauth/

Summary: initiating the 2FA authentication
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Description

initiating the 2FA authentication

Parameters

Parameter
Type

method The Method in which you want to use. string form Yes

Parameter Description Type

Required

Successful Response:

HTTP/1.1 200 OK

"results": {

"trigger": "TriggerName",

"successMsg": "Message from Authentication method"
I
"option": {

"prompt": true,

"nextState": "check-auth"

1,
"code": 200

Initiating the 2FA authentication
To Initiate the user 2FA login:

curl -X POST -u "username:password" \

-d "method=METHOD" \

"https://myswarm.url/api/v9/login/initauth"
Assuming that the authenticated user has permission, Swarm responds with the next step in the 2FA
login:

{
"results": {
"trigger": "TriggerName",
"successMsg": "Message from Authentication method"
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3,

"option": {
"prompt": true,
"nextState": "check-auth"

},
"code": 200

Projects : Swarm Projects

GET /api/v9/projects/

Summary: Get List of Projects

Description

Returns a list of projects in Swarm that are visible to the current user. Administrators will see all projects,
including private ones.

Parameters
- Parameter .
Parameter Description Type Type Required
fields An optional comma-separated list (or string query No

array) of fields to show for each project.
Omitting this parameter or passing an
empty value shows all fields.

Successful Response:

HTTP/1.1 200 OK

"projects": [
{
"id": "testproject3",
"branches": [

{
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ll_idll: llma_inll,
"name": "main",

"paths": ["//depot/main/TestProject/...

"moderators": [],
"moderators-groups": []

3
i
"deleted": false,
"description": "Test test test",

"followers": [],

"jobview": "subsystem=testproject",
"members": ["alice"],

"name": "TestProject",

"owners": [],

"private": false,

"subgroups": []

Listing projects
To list all projects:

curl -u "username:password" "https://my-swarm-

host/api/v9/projects?fields=id,description,members,name"

Pagination is not currently supported by this endpoint. Swarm responds with a list of all projects:

{
"projects": [

{
"id": "testprojectl",
"description": "Test test test",
"members": ["alice"],
"name": "TestProject"

Jis

{

"id": "testproject2",
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"description": "Test test test",
"members": ["alice"],
"name": "TestProject"

}

Project administrators wishing to see the tests and dep10y fields must fetch projects individually.

GET /api/v9/projects/{id}

Summary: Get Project Information

Description

Retrieve information about a project.

Parameters
Parameter Description Type _IF;\II;aemeter Required
id Project ID string path Yes
fields An optional comma-separated list (or string query No

array) of fields to show for each project.
Omitting this parameter or passing an
empty value shows all fields.

Successful Response:

HTTP/1.1 200 OK

"project": {
"id": "testproject4",
"defaults": [],
"branches": [
{
"id": "main",
"name": "main",
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"paths": ["//depot/main/TestProject/..."],
"moderators": [],

"moderators-groups": [],

"defaults": []

}
1,
"deleted": false,
"description": "Test test test",
"jobview": "subsystem=testproject",

"members": ["alice"],
"name": "TestProject",
"owners": [],
"private": false,
"subgroups": []

Fetching a project
To fetch anindividual project:

curl -u "username:password" \
"https://my-swarm-
host/api/v9/projects/testproject2?fields=id,description,members,name"

Swarm responds with a project entity:

{
"project": {
"id": "testproject2",
"defaults": [],
"description": "Test test test",
"members": ["alice"],
"name": "TestProject 2"

}

Project administrators have access to additional fields (tests and dep1oy) when fetching individual
projects using this endpoint.
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POST /api/v9/projects/

Summary: Create a new Project

Description

Creates a new project in Swarm.

Parameters

Parameter Description Type _F;;;;aemeter Required

name Project Name (is also used to string form Yes
generate the Project ID)

members An array of project members. array form Yes

subgroups An optional array of project array form No
subgroups.

owners An optional array of project owners. array form No

description Anoptional project description. string form No

private Private projects are visible only to boolean form No
Members, Moderators, Owners,
and Administrators. (Default: false)

deploy Configuration for automated array form No
deployment. Example: {"enabled":
true, "url™:
"http://localhost/?change=
{change}"}

tests Configuration for array form No
testing/continuous integration.

branches Optional branch definitions for this array form No
project.

jobview An optional jobview for associating  string form No
certain jobs with this project.

emailFlags Email members, moderators and boolean  form No

[change_ followers when a change is

email_ committed.

project_

users]
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Parameter Description Type _F;;;;aemeter Required
emailFlags Email members and moderators boolean  form No
[review_ when a new review is requested.
email_
project_
members]
defaults An optional array of defaults at a array form No
project level (for example default
reviewers).

Examples of successful responses

Successful Response:

HTTP/1.1 200 OK

"project": {
"id": "testproject5",
"defaults": [],
"branches": [

{
"id": "main",
"name": "main",
"paths": ["//depot/main/TestProject/..."],
"moderators": [],
"moderators-groups": [],
"defaults": []
}
i
"deleted": false,
"deploy": {"url": "", "enabled": false},

"description": "Test test test",
"followers": [],

"jobview": "subsystem=testproject",
"members": ["alice"],
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"name": "TestProject",

"owners": [],

"private": false,

"subgroups": [],

"tests": {"url": "", "enabled": false}

Successful Response:

HTTP/1.1 200 OK

"project": {
"id": "testproject6",
"defaults": {"user2":{"required":true}},
"branches": [

{
"id": "main",
"name": "main",
"paths": ["//depot/main/TestProject/..."],
"moderators": [],
"moderators-groups": [],
"defaults": {
"reviewers": {
"groups" :{"swarm-group-groupl":{"required":"1"}},
"users":{"userl":{"required":true}}
3
}
}
1,
"deleted": false,
"deploy": {"url": "", "enabled": false},
"description": "New Project Description",

"followers": [],
"jobview": "subsystem=testproject",
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"members": ["alice"],
"name": "TestProject",
"owners": [],

"private": false,
"subgroups": [],

"tests": {"url": "", "enabled":

Examples of usage

Creating a new project

To create a project:

curl -u "username:password" \
-d "name=TestProject 3" \

-d "description=The third iteration of our test project." \

-d "members[]=alice" \
-d "members[]=bob" \

false}

"https://my-swarm-host/api/v9/projects/"

Swarm responds with the new project entity:

{
"project": {
"id": "testproject3",
"defaults": [],
"branches": [],
"deleted": false,
"deploy": {"url": "", "enabled": false},
"description": "The third iteration of our test project.",
"followers": [],
"jobview": "subsystem=testproject",
"members": ["alice", "bob"],
"name": "TestProject 3",
"owners": [],

"private": false,
"subgroups": [],
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"tests": {"url": "", "enabled": false}

Creating a private project with branches

Specifying a branch requires using array notation and providing at least two fields (name and paths) for
each branch you wish to create. Creating more than one branch involves incrementing the branches
[0] specifier for each branch - an example of this accompanies the PATCH endpoint documentation.

Projects are public by default. Marking a project as Private requires using {private: true}in
JSON, and using-d "private=1" inregular form-encoded requests.

Important

Form-encoded requests only accept 0 for false in boolean values — using the word false
will be evaluated as a non-zero (and therefore non-false) value.

curl -u "username:password" \
-d "name=TestProject 4" \
-d "private=1" \
-d "members[]=bob" \
-d "branches[0] [name]=Branch One" \
-d "branches[0] [paths][]=//depot/main/TestProject/..." \
"https://my-swarm-host/api/v9/projects"

Swarm responds with the new project entity:

{
"project": {

"id": "testproject-4",

"defaults": [],

"branches": [

{
"paths": [
"//depot/main/TestProject/..."

1,
"name": "Branch oOne",
"id": "branch-one",
"moderators": [],
"moderators-groups": [],
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"defaults": []

ks
1l
"deleted": false,
"deploy": {"url": "", "enabled": false},

"description": null,

"emailFlags": [],

"jobview": null,

"members'": ["bob"],

"name": "TestProject 4",

"owners": [],

"private": true,

"subgroups": [],

"tests": {"url": "", "enabled": false}

Creating a project to add default reviewers (

curl -u "<user>:<password>" \
-H "Content-Type: application/json" \
-X PATCH \
-d ""name": "testproject-4", \
"members": ["bob"], \
"defaults":{"reviewers":{"user2":{"required":true}} \
"branches":[{ \
"name":"Branch one", \
"paths":{"//depot/main/TestProject/..."} \
"defaults":{"reviewers":{"swarm-group-groupl":
{"required":"1"},"userl":{"required":true}}]"' \
"https://my-swarm-host/api/v9/projects/testproject-4"
Or without JSON content:

curl -u "username:password" \
-X PATCH \
-d "name=TestProject 4" \
-d "members[]=bob" \
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-d "defaults[reviewers][user2][required]=true" \

-d "branches[0] [name]=Branch oOne" \

-d "branches[0] [paths][]=//depot/main/TestProject/..." \

-d "branches[0] [defaults][reviewers] [swarm-group-groupl] [required]=1"

-d "branches[0] [defaults][reviewers] [userl][required]=true" \
"https://my-swarm-host/api/v9/projects/testproject-4"

Swarm responds with project entity similar to:

{
"project": {
"id": "testproject-4",
"defaults": ["user2":["required":truelll],
"branches": [
{
"paths": [
"//depot/main/TestProject/..."
1,
"name": "Branch oOne",
"id": "branch-one",
"moderators": [],
"moderators-groups": [],
"defaults": ["reviewers":["swarm-group-groupl":["required":"1"],
"userl":["required":true]]]

}
1,
"deleted": false,
"deploy": {"url": "", "enabled": false},

"description": null,
"emailFlags": [],
"jobview": null,
"members": ["bob"],
"name": "TestProject 4",
"owners": [],

"private": false,
"subgroups": [],
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"tests": {"url": "", "enabled": false}

PATCH /api/v9/projects/{id}

Summary: Edit a Project
Description
Change the settings of a project in Swarm. If a project has owners set, only the owners can perform this

action.

Parameters

Parameter

Parameter Description Type Required
id Project ID string path Yes
name Project Name (changing the project  string form No
name does not change the project
ID)
members An array of project members. array form No
subgroups An optional array of project array form No
subgroups.
owners An optional array of project owners. array form No
description Yourproject description. string form No
private Private projects are visible only to boolean form No

Members, Moderators, Owners,
and Administrators. (Default: false)

deploy Configuration for automated array form No
deployment. Example: {"enabled":
true, "url™:
"http://localhost/?change=
{change}"}

tests Configuration for array form No
testing/continuous integration.

branches Optional branch definitions for this array form No
project.
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Parameter Description Type _F;;;;aemeter Required

jobview A jobview for associating certain string form No
jobs with this project.

emailFlags Email members, moderators and boolean  form No

[change_ followers when a change is

email_ committed

project_

users]

emailFlags Email members and moderators boolean  form No

[review_ when a new review is requested.

email_

project_

members]

defaults An optional array of defaults at a array form No
project level (for example default
reviewers).

Examples of successful responses

Successful Response:

HTTP/1.1 200 OK

"project": {
"id": "testproject7",
"branches": [

{
"id": "main",
"name": "main",
"paths": ["//depot/main/TestProject/..."],
"moderators": [],
"moderators-groups": []
}
1,
"deleted": false,
"deploy": {"url": "", "enabled": false},
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"description": "New Project Description",
"followers": [],

"jobview": "subsystem=testproject",
"members": ["alice"],

"name": "TestProject",

"owners": [],

"private": false,

"subgroups": [],

"tests": {"url": "", "enabled": false}

Successful Response:

HTTP/1.1 200 OK

"project": {
"id": "testproject8",
"defaults": {"user2":{"required":true}},
"branches": [

{
"id": "main",
"name": "main",
"paths": ["//depot/main/TestProject/..."],
"moderators": [],
"moderators-groups": [],
"defaults": {
"reviewers": {
"groups" :{"swarm-group-groupl":{"required":"1"}},
"users":{"userl":{"required":true}}
3
}
}
1,

"deleted": false,
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"deploy": {"url": "", "enabled": false},
"description": "New Project Description",
"followers": [],

"jobview": "subsystem=testproject",
"members": ["alice"],

"name": "TestProject",

"owners": [],

"private": false,

"subgroups": [],

"tests": {"url": "", "enabled": false}

Examples of usage

Editing a project

To edit a project:

Note

It is safe to edit a project without specifying branches, but the instructions for adding
branches contain important information for modifying branch configuration.

curl -u "username:password" \

-X PATCH

-d "description=witness the power of a fully operational Swarm
project." \

"https://my-swarm-host/api/v9/projects/testproject3”

Swarm responds with the updated project entity:

{
"project": {
"id": "testproject3",
"branches": [],
"defaults": [],
"deleted": false,
"deploy": {"url": "", "enabled": false},
"description": "witness the power of a fully operational Swarm
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project.",
"followers": [],
"jobview": "subsystem=testproject",
"members": ["alice"],
"name": "TestProject 3",
"owners": [],
"private": false,
"subgroups": [],
"tests": {"url": "", "enabled": false}

Editing a project to add a moderated branch and make the project public

Specifying a branch requires using array notation and providing at least two fields (name and paths) for
each branch you wish to create. Creating more than one branch involves incrementing the branches
[0] specifier for each branch.

Important

If you have existing branches, you must specify all of them in the query to avoid data loss.
This operation sets the value of the entire branches property to match the provided input.

Marking a private project as Public requires using {private: false} inJSON, orusing -d
"private=0" inregular form-encoded requests.

Important

Form-encoded requests only accept O for false in boolean values — using the word false
will be evaluated as a non-zero (and therefore non-false) value.

curl -u "username:password" \
-X PATCH \
-d "private=0" \
-d "branches[0] [name]=Branch one" \
-d "branches[0] [paths][]=//depot/main/TestProject/..." \
-d "branches[1] [nhame]=Branch Two" \
-d "branches[1] [paths][]=//depot/main/SecondBranch/..." \
-d "branches[1] [moderators][]=bob" \
-d "branches[1] [moderators-groups][]=groupl™ \
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"https://my-swarm-host/api/v9/projects/testproject-4"

Swarm responds with the new project entity:

{
"project": {
"id": "testproject-4",
"branches": [
{
"paths": [
"//depot/main/TestProject/..."

1,
"name": "Branch One",
"id": "branch-one",
"moderators": [],
"moderators-groups": [],
"defaults": []

"paths": [
"//depot/main/SecondBranch/..."
i
"name": "Branch Two",
"id": "branch-two",
"moderators": ["bob"],
"moderators-groups": ["groupl"],
"defaults": []
}

1,

"deleted": false,

"deploy": {"url": "", "enabled": false},

"description": null,

"emailFlags": [],

"jobview": nulT,

"members": ["bob"],

"name": "TestProject 4",

"owners": [],

448



Projects : Swarm Projects

"private": false,
"subgroups": [],
"tests": {"url": "", "enabled": false}

Editing a project to add default reviewers

curl -u "<user>:<password>" \

-H "Content-Type: application/json" \

-X PATCH \

-d ""defaults":{"reviewers":{"user2":{"required":true}} \

"branches": [{ \

"name":"Branch oOne", \
"paths":{"//depot/main/TestProject/..."} \
"defaults": { \

"reviewers":{ \
"groups":{"groupl":{"required":"1"}}, \
"users":{"userl":{"required":true}} \

P\

AN
"https://my-swarm-host/api/v9/projects/testproject-4"
Or without JSON content:

curl -u "username:password" \
-X PATCH \
-d "name=TestProject 4" \
-d "members[]=bob" \
-d "defaults[reviewers][user2][required]=true" \
-d "branches[0] [name]=Branch oOne" \
-d "branches[0] [paths][]=//depot/main/TestProject/..." \
-d "branches[0] [defaults][reviewers] [groups][groupl] [required]=1" \
-d "branches[0] [defaults][reviewers] [users][userl] [required]=true" \
"https://my-swarm-host/api/v9/projects/testproject-4"

Swarm responds with project entity similar to:

{
"project": {
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"id": "testproject-4",
"defaults": ["user2":["required":true]]l],
"branches": [

{

"paths": [
"//depot/main/TestProject/..."

i
"name": "Branch One",
"id": "branch-one",
"moderators": [],
"moderators-groups": [],
"defaults": {

"reviewers":{
"groups":{"groupl":{"required":"1"}},
"users":{"userl":{"required":true}}

}

}
3
i
"deleted": false,
"deploy": {"url": "", "enabled": false},

"description": null,

"emailFlags": [],

"jobview": null,

"members'": ["bob"],

"name": "TestProject 4",

"owners": [],

"private": false,

"subgroups": [],

"tests": {"url": "", "enabled": false}

DELETE /api/v9/projects/{id}

Summary: Delete a Project
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Description

Mark a Swarm project as deleted. The project ID and name cannot be reused. If a project has owners set,
only the owners can perform this action.

Parameters
Parameter Description Type _F;;;aemeter Required
id Project ID string  path Yes

Successful Response:

HTTP/1.1 200 OK

"id": "testproject"

Deleting a project

Super users, administrators, and owners can delete projects. Members can delete projects that have no
owners set.

curl -u "username:password" -X DELETE "https://my-swarm-
host/api/v9/projects/testproject3”

Assuming that the authenticated user has permission, Swarm responds with the id of the deleted project:

{

"id": "testproject3"

Reviews : Swarm Reviews

GET /api/v9/dashboards/action

Summary: Get reviews for action dashboard

Description

Gets reviews for the action dashboard for the authenticated user
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Successful Commit contains Review and Commit Entities:

HTTP/1.1 200 OK

"TastSeen": 120,
"reviews": [
{
"id": 7,
"author": "swarm_admin",
"changes": [6],
"comments": [0,0],
"commits": [6],
"commitStatus": [],
"created": 1485793976,
"deployDetails": [],
"deployStatus": null,
"description": "test\n",
"groups": ["swarm-project-test"],
"participants": {"swarm_admin":[]},
"pending": false,
"projects": {"test":["test"]},
"roles": ["moderator|reviewer|required_reviewer|author"],
"state": "needsReview",
"stateLabel": "Needs Review",
"testDetails": [],
"testStatus": null,
"type": "default",
"updated": 1485958875,
"updatebate": "2017-02-01T06:21:15-08:00"
}

1,
"totalCount": null

Getting reviews for the action dashboard

To list reviews:
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curl -u "username:password" "http://my-swarm-
host/api/v9/dashboards/action"

Swarm responds with a list of the latest reviews, a totalCount field, and a 1astSeen value for
pagination:

{
"lastSeen": 120,
"reviews": [
{
"id": 7,
"author": "swarm_admin",
"changes": [6],
"comments": [0,0],
"commits": [6],
"commitStatus": [],
"created": 1485793976,
"deploybetails": [],
"deployStatus": null,
"description": "test\n",
"groups": ["swarm-project-test"],
"participants": {"swarm_admin":[]},
"pending": false,
"projects": {"test":["test"]},
"roles": ["moderator|reviewer|required_reviewer|author"],
"state": "needsReview",
"stateLabel": "Needs Review",
"testDetails": [],
"testStatus": null,
"type": "default",
"updated": 1485958875,
"updateDate": "2017-02-01T06:21:15-08:00"
}

1,
"totalCount": null
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GET /api/v9/reviews/

Summary: Get List of Reviews

Description

List and optionally filter reviews.

Parameters
S Parameter : Default
Parameter Description Type Type Required Value
after A review ID to integer query No

seek to.
Reviews up to
and including the
specified id are
excluded from
the results and
do not count
towards max.
Useful for
pagination.
Commonly set
tothe
Tastseen
property from a
previous query.
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Default
Value

Parameter
Type

max Maximum integer query No 1000
number of
reviews to
return. This does
not guarantee
that max
reviews are
returned. It does
guarantee that
the number of
reviews returned
won't exceed
max. Server-
side filtering
may exclude
some reviews
for permissions
reasons.

Parameter Description Type Required

fields An optional string query No
comma-
separated list (or
array) of fields to
show. Omitting
this parameter or
passing an
empty value
shows all fields.

author([] One or more array (of  query No
authors to limit strings)
reviews by.
Reviews with
any of the
specified
authors are
returned. (v1.2+)
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Default
Value

Parameter
Type

change[] One or more array (of  query No
change IDs to integers)
limit reviews by.
Reviews
associated with
any of the
specified
changes are
returned.

Parameter Description Type Required

hasReviewers Boolean option boolean  query No
to limit to
reviews to those
with or without
reviewers. Use
trueor
false for
JSON-encoded
data, 1 for true
and or O for false
for form-
encoded data.
The presence of
the parameter
without a value
is evaluated as
true.

ids[] One or more array (of  query No
review IDs to integers)
fetch. Only the
specified
reviews are
returned. This
filter cannot be
combined with
the max
parameter.
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Parameter

keywords

Description

Keywords to
limit reviews by.
Only reviews
where the
description,
participants list
or project list
contain the
specified
keywords are
returned.

Type

string

Parameter
Type

query

Required

No

Default
Value

participants[]

One or more
participants to
limit reviews by.
Reviews with
any of the
specified
participants are
returned.

array (of
strings)

query

No

project[]

One or more
projects to limit
reviews by.
Reviews
affecting any of
the specified
projects are
returned.

array (of
strings)

query

No

state[]
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Default
Value

Parameter
Type

passesTests Boolean option string query No
to limit reviews
by tests passing
or failing. Use
trueor
false for
JSON-encoded
data, 1 for true
and O for false
for form-
encoded data.
The presence of
the parameter
without a value
is evaluated as
true.

Parameter Description Type Required

notUpdatedSince Option tofetch string query No
unchanged
reviews.
Requires the
date to bein the
format YYYY-
mm-dd, for
example 2017-
01-01. Reviews
to be returned
are determined
by looking at the
last updated
date of the
review.

hasvoted Should havethe  string query No
value 'up' or
'down’ to filter
reviews that
have been voted
up or down by
the current
authenticated
user.
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o Parameter : Default
Parameter Description Type Type Required Value
myComments True or false to boolean query No

support filtering
reviews that
include
comments by
the current
authenticated
user.

Examples of successful responses

Successful Response:

HTTP/1.1 200 OK

"TastSeen": 12209,
"reviews": [
{
"id": 12206,
"author": "swarm",
"changes": [12205],
"comments": O,
"commits": [],
"commitStatus": [],
"created": 1402507043,
"deploybetails": [],
"deployStatus": null,
"description": "Review Description\n",
"participants": {
"swarm": []

I
"pending": true,
"projects": [],
"state": "needsReview",
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"stateLabel": "Needs Review",
"testDetails": [],
"testStatus": null,
"type": "default",
"updated": 1402518492

3

1,
"totalCount": 1

Note

Swarm returns nul1 for totalCount if no search filters were provided. 1astSeen can
often be used as an offset for pagination, by using the value in the after parameter of
subsequent requests.

When no results are found, the reviews array is empty:

HTTP/1.1 200 OK

{
"TastSeen": null,
"reviews": [],
"totalCount": O
}

Examples of usage

Listing reviews

To list reviews:

curl -u "username:password" "https://my-swarm-
host/api/v9/reviews?max=2&fields=1id,description,author,state"

Swarm responds with a list of the latest reviews, a totalCount field, and a 1astSeen value for
pagination:

{
"lTastSeen": 120,

"reviews": [
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{
"id": 123,
"author": "bruno",
"description": "Adding .jar that should have been included in
r110\n",
"state": "needsReview"
I
{
"id": 120,
"author": "bruno",
"description": "Fixing a typo.\n",
"state": "needsReview"
}

1,
"totalCount": null

}

The totalCount field is populated when keywords are supplied. It indicates how many total matches
there are. If keywords are not supplied the totalCount field remains nu11, indicating that the list of
all reviews is being queried.

Paginating a review listing

To obtain the next page of a reviews list (based on the previous example):

curl -u "username:password" "https://my-swarm-host/api/v9/reviews\
?max=2&fields=1id,description,author,state&after=120"

Swarm responds with the second page of results, if any reviews are present after the last seen review:
{

"TastSeen": 100,
"reviews": [

{
"id": 110,
"author": "bruno",
"description": "Updating Java files\n",
"state": "needsReview"
3,
{
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"id": 100,
"author": "bruno",
"description": "Marketing materials for our new cutting-edge
product\n",
"state": "needsReview"
3

1,
"totalCount": null

Finding reviews for a change or a list of changes
Given alist of change IDs (5, 6, 7), here is how to check if any of them have reviews attached:
curl -u "username:password" "https://my-swarm-host/api/v9/reviews\

?max=2&fields=id, changes,description,author,state&change\[\]=5&change\

[\]1=6&change\[\]=7"
Swarm responds with a list of reviews that include these changes:

{
"lastSeen": 100,
"reviews": [
{
"id": 110,
"author": "bruno",
"changes": [5],
"description": "Updating Java files\n",
"state": "needsReview"
I
{
"id": 100,
"author": "bruno",
"changes": [6,7],
"description": "Marketing materials for our new cutting-edge
product\n",
"state": "needsReview"
}
1,
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"totalCount": 2
}

If no corresponding reviews are found, Swarm responds with an empty reviews list:
{
"lTastSeen": null,
"reviews": [],
"totalCount": 0

Finding inactive reviews (by checking the last updated date)

curl -u "username:password" "https://my-swarm-host/api/v9/reviews\
?max=2&fields=id, changes,description,author,state&notUpdatedSince=2017-01-
o1"

Swarm responds with a list of reviews that have not been updated since the notUpdatedSince date:

{

"TastSeen": 100,
"reviews": [

{
"id": 110,
"author": "bruno",
"changes": [5],
"description": "Updating Java files\n",
"state": "needsReview"
3,
{
"id": 100,
"author": "bruno",
"changes": [6,7],
"description": "Marketing materials for our new cutting-edge
product\n",
"state": "needsReview"

}
1,
"totalCount": 2
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Finding reviews | have voted up

curl -u "username:password" "https://my-swarm-host/api/v9/reviews\
?max=2&fields=id, changes,description,author,state&hasvoted=up"

Swarm responds with a list of reviews that include these changes:

{
"TastSeen": 100,
"reviews": [
{
"id": 110,
"author": "bruno",
"changes": [5],
"description": "Updating Java files\n",
"state": "needsReview"
3,
{
"id": 100,
"author": "bruno",
"changes": [6,7],
"description": "Marketing materials for our new cutting-edge
product\n",
"state": "needsReview"
3
i
"totalCount": 2
}

If no corresponding reviews are found, Swarm responds with an empty reviews list:

{

"TastSeen": null,
"reviews": [],
"totalCount": O

Finding reviews | have commented on (current authenticated user)

curl -u "username:password" "https://my-swarm-host/api/v9/reviews\
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?max=2&fields=id, changes,description,author,state&myComments=true"

Swarm responds with a list of reviews that include these changes:

{
"lastSeen": 100,
"reviews": [
{
"id": 110,
"author": "bruno",
"changes": [5],
"description": "Updating Java files\n",
"state": "needsReview"
I
{
"id": 100,
"author": "bruno",
"changes": [6,7],
"description": "Marketing materials for our new cutting-edge
product\n",
"state": "needsReview"
}
i

"totalCount": 2
}

If no corresponding reviews are found, Swarm responds with an empty reviews list:

{
"lTastSeen": null,
"reviews": [],
"totalCount": 0

GET /api/v9/reviews/{id}

Summary: Get Review Information

Description

Retrieve information about a review.
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Parameters
S Parameter ‘
Parameter Description Type Type Required
id Review ID integer path Yes
fields An optional comma-separated list (or string query No

array) of fields to show. Omitting this
parameter or passing an empty value
shows all fields.

Successful Response:

HTTP/1.1 200 OK

"review": {
"id": 12204,
"author": "bruno",
"changes": [10667],
"commits": [10667],
"commitStatus": [],
"created": 1399325913,
"deploybDetails": [],
"deployStatus": null,
"description": "Adding .jar that should have been included in
r10145\n",
"participants": {
"alex_qc": [],

"bruno": {
"vote": 1,
"required": true
3,
"vera": []
I
"reviewerGroups': {
"groupl” : [],
"group2" : {
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"required" : true

3,

"group3" : {
"required" : true,
"quorum": "1"

3

I
"pending": false,
"projects": {

"swarm": ["main"]
I
"state": "archived",
"stateLabel": "Archived",
"testDetails": {

"url": "http://jenkins.example.com/job/project_ci/123/"
Ji )
"testStatus": null,
"type": "default",
"updated": 1399325913

Example 404 Response:
HTTP/1.1 404 Not Found

{
}

"error": "Not Found"

Fetching a review

To fetch areview:

curl -u "username:password" "https://my-swarm-host/api/v9/reviews/123"

Swarm responds with a review entity:

{

"review": {
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"id": 123,

"author": "bruno",

"changes": [122,124],

"commits": [124],

"commitStatus": [],

"created": 1399325913,

"deploybetails": [],

"deployStatus": null,

"description": "Adding .jar that should have been included in r11l0\n",

"groups”: [],

"participants": {
"alex_qc": [1,
"bruno": {

"vote": 1,
"required": true
Ji )
"vera": []
3,
"reviewerGroups": {
"groupl” : [],
"group2" : {
"required" : true

I

"group3" : {
"required" : true,
"quorum": "1"

}

Ji )

"pending": false,

"projects": {
"swarm": ["main"]

},
"state": "archived",
"stateLabel": "Archived",

"testDetails": {
"url": "http://jenkins.example.com/job/project_ci/123/"
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3,
"testStatus": null,

"type": "default",
"updated": 1399325913,
"versions": []

POST /api/v9/reviews/

Summary: Create a Review

Description

Pass in a changelist ID to create a review. Optionally, you can also provide a description and a list of
reviewers.

Parameters
S Parameter :
Parameter Description T Required
ype
change Change ID to create a integer form Yes
review from
description Description for the new string form No

review (defaults to change
description)

reviewers A list of reviewers for the array (of  form No
new review strings)

requiredReviewers Alistof required array (of  form No
reviewers for the new strings)

review (v1.1+)

reviewerGgroups A list of required array form No
reviewers for the new
review (v7+)

Successful Response contains Review Entity:

HTTP/1.1 200 OK
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"review": {

"id": 12205,

"author": "bruno",

"changes": [10667],

"commits": [10667],

"commitStatus": [],

"created": 1399325913,

"deploybetails": [],

"deployStatus": null,

"description": "Adding .jar that should have been included in
r10145\n",

"participants": {

"bruno": []

I
"reviewerGroups": {

"groupl” : [],

"group2" : {
"required" : true

Ji )

"group3" : {
"required" : true,
"quorum": "1"

}

s

"pending": false,
"projects": [],

"state": "archived",
"stateLabel": "Archived",
"testDetails": [],
"testStatus": null,
"type": "default",
"updated": 1399325913
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Starting a review

To start a review for a committed change or a non-empty shelved changelist specifying reviewer groups:

curl -u "username:password" \
-d "change=122" \
-d "reviewerGroups[0] [name]=groupl™ \
-d "reviewerGroups[1l] [name]=group2" \
-d "reviewerGroups[1][required]=true" \
-d "reviewerGroups[2] [name]=group3" \
-d "reviewerGroups[2][required]=true" \
-d "reviewerGroups[2] [quorum]=1" \
"https://my-swarm-host/api/v9/reviews/"

Swarm responds with the new review entity:

{
"review": {

"id": 123,

"author": "bruno",

"changes": [122],

"commits": [],

"commitStatus": [],

"created": 1399325913,

"deployDetails": [],

"deployStatus": null,

"description": "Adding .jar that should have been included in rl110\n"

"groups": [1],

"participants": {
"bruno": []

3,

"reviewerGroups": {
"groupl" : [],
"group2" : {

"required" : true
I
"group3" : {
"required" : true,
"quorum": "1"
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}
I
"pending": true,
"projects": [],
"state": "needsReview",
"stateLabel": "Needs Review",
"testDetails": [],
"testStatus": null,
"type": "default",
"updated": 1399325913,
"versions": []

POST /api/v9/reviews/archive/

Summary: Archiving the inactive reviews (v6+)

Description

Archiving reviews not updated since the date (v6+)
Parameters
Type

Parameter Description

Parameter
Type

Required

notUpdatedSince Updated since date. Requires string form Yes
the date to be in the format
YYYY-mm-dd, for example
2017-01-01

description A description that is postedas ~ string form Yes

a comment for archiving.

Successful Response:

HTTP/1.1 200 OK

"archivedReviews": [
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"id": 836,
"author": "swarm",
"changes": [789],
"commits": [],
"commitStatus": [],
"created": 1461164339,
"deploybetails": [],
"deployStatus": null,
"description": "Review description\n",
"groups": [1],
"participants": {
"swarm": []
3,
"pending": false,
"projects": [],
"state": "archived",
"stateLabel": "Archived",
"testbDetails": [],
"testStatus": null,
"type": "default",
"updated": 1478191607
}
i

"failedrReviews": []

Archiving reviews inactive since 2016/06/30

To archive reviews not updated since 2016/06/30 inclusive:

curl -u "username:password" -d "notUpdatedSince=2016-06-30" \
"https://my-swarm-host/api/v9/reviews/archive/"

Swarm responds with the list of archived reviews and failed reviews if there are any:

{

"archivedrReviews": [

{
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"id": 911,

"author": "swarm",
"changes": [601],
"commits": [],
"commitStatus": [],
"created": 1461164344,
"deploybetails": [],
"deployStatus": null,

"description": "Touch up references on html pages.\n",
"groups”: [],
"participants": {

"swarm":[]

s

"pending": false,
"projects": [],

"state": "archived",
"stateLabel": "Archived",
"testDetails": [],
"testStatus": null,
"type": "default",
"updated": 1478191605

"id": 908,
"author": "earl",
"changes": [605],
"commits": [],
"commitStatus": [],
"created": 1461947794,
"deployDetails": [],
"deployStatus": null,
"description": "Remove (attempted) installation of now deleted man
pages.\n",
"groups”: [],
"participants": {
"swarm": []
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s

"pending": false,
"projects": [],

"state": "archived",
"stateLabel": "Archived",
"testDetails": [],
"testStatus": null,
"type": "default",
"updated": 1478191605

}
1,
"failedReviews": [
{
}
]
}
If no reviews are archived, Swarm responds with an empty reviews list:
{

"archivedreviews": [],
"failedrReviews": []

POST /api/v9/reviews/{id}/changes/
Summary: Add Change to Review

Description

Links the given change to the review and schedules an update.

Parameters
S Parameter : Default
Parameter Description Type Type Required Value
id Review ID integer  path Yes
change Change ID integer form Yes
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S Parameter : Default
Parameter Description Type Type Required Value
mode The mode of operation, append]  string form No

currently [replace

Successful Response contains Review Entity:

HTTP/1.1 200 OK

"review": {
"id": 12206,
"author": "bruno",
"changes": [10667, 12000],
"commits": [10667, 12000],
"commitStatus": [],
"created": 1399325913,
"deployDetails": [],
"deployStatus": null,
"description": "Adding .jar that should have been included in
r10145\n",
"participants": {
"bruno": []
I
"pending": false,
"projects": [],
"state": "archived",
"stateLabel": "Archived",
"testDetails": [],
"testStatus": null,
"type": "default",
"updated": 1399325913

Adding a change to a review

You may want to update a review from a shelved or committed change that is different from the initiating
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change. This is done by adding a change to the review.

To replace a changelist:

curl -u "username:password" -d "change=124" https://my-swarm-
host/api/v9/reviews/123/changes/"

To append a changelist:

curl -u "username:password" -d "change=124" -d "mode=append" https://my-
swarm-host/api/v9/reviews/123/changes/"

Swarm responds with the updated review entity:

{
"review": {
"id": 123,
"author": "bruno",
"changes": [122, 124],
"commits": [],
"commitStatus": [],
"created": 1399325913,
"deploybetails": [],
"deployStatus": null,
"description": "Adding .jar that should have been included in r110\n"
"groups": [1,
"participants": {
"bruno": []
I
"pending": true,
"projects": [],
"state": "needsReview",
"stateLabel": "Needs Review",
"testDetails": [],
"testStatus": null,
"type": "default",
"updated": 1399325913,
"versions": [
{
"difference": 1,
"stream": null,
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"change": 124,
"user": "bruno",
"time": 1399330003,
"pending": true,
"archiveChange": 124

POST /api/v9/reviews/{id}/cleanup

Summary: Clean up a review (v6+)

Description

Clean up a review for the given id.

Parameters

Parameter
Type

reopen Expected to be a boolean (defaulting to boolean  form No
false). If true then an attempt will be
made to reopen files into a default
changelist

Required

Parameter Description Type

Successful Response:

HTTP/1.1 200 OK

{
"complete": [
{
"1 [M2M]
}
1
"incomplete": []
}
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Cleaning up a review with id 1.

Cleanup review number 1, reopening any files into the default changelist.

curl -u "username:password" -d "reopen=true" \
"https://my-swarm-host/api/v9/reviews/1/cleanup"

Swarm responds with the review and the changelists cleaned. Depending on the completion they will be
either detailed in 'complete' or 'incomplete’. Incomplete changelists will have messages indicating why it
was not possible to complete:

{
"complete": [
{
"1 [M2™]
}
1,
"incomplete": []
}

PATCH /api/v9/reviews/{id}/state/

Summary: Transition the Review State (v2+)

Description

Transition the review to a new state. When transitioning to approved, you can optionally commit the
review. (v2+)

Parameters
S Parameter :
Parameter Description T Required
ype
id Review ID integer path Yes
state Review State. Valid options: string form Yes

needsReview, needsRevision,
approved, archived, rejected

479



Reviews : Swarm Reviews

Parameter
Type

description Anoptional description that is string form No
posted as a comment for non-
commit transitions. Commits
that do not include a description
default to using the Review
description in the resulting
change description.

Parameter Description Type Required

commit Set this flag to true and provide a boolean form No
state of approved in order to
trigger the Approve and
Commit action in Swarm.

wait Instruct Swarm to wait for a boolean form No
commit to finish before returning.

jobs[] When performing an 'Approve stringArray  form No
and Commit', one or more jobs
can be attached to the review as
part of the commit process.

fixstatus Provide a fix status for the string form No
attached job(s) when performing
an 'Approve and Commit'.
Possible status values vary by
job specification, but often
include: open, suspended,
closed, review, fixed.

Examples of successful responses

Successful Response contains Review Entity:

HTTP/1.1 200 OK

"review": {
"id": 12207,
"author": "bruno",
"changes": [10667, 12000],
"commits": [],
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"commitStatus": [],
"created": 1399325913,
"deploybetails": [],
"deployStatus": null,
"description": "Adding .jar that should have been included in
r10145\n",
"participants": {
"bruno": []
s
"pending": false,
"projects": [],
"state": "needsRevision",
"stateLabel": "Needs Revision",
"testDetails": [],
"testStatus": null,
"type": "default",
"updated": 1399325913
3,

"transitions": {

"needsReview": "Needs Review",
"approved": "Approve",
"rejected": "Reject",

"archived": "Archive"

Successful Commit contains Review and Commit Entities:

HTTP/1.1 200 OK

"review": {
"id": 12208,
"author": "bruno",
"changes": [10667, 12000, 12006],
"commits": [12006],
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"commitStatus": {
"start": 1399326910,
"change": 12006,
"status": "Committed",
"committer": "bruno",
"end": 1399326911

I

"created": 1399325900,

"deployDetails": [],

"deployStatus": null,

"description": "Adding .jar that should have been included in

r10145\n",

"participants": {
"bruno": []

I

"pending": false,

"projects": [],

"state": "needsRevision",

"stateLabel": "Needs Revision",

"testDetails": [],

"testStatus": null,

"type": "default",

"updated": 1399325905

Ji )

"transitions": {
"needsReview": "Needs Review",
"needsRevision": "Needs Revision",
"rejected": "Reject",
"archived": "Archive"

3,

"commit": 12006

Committing a review

To commit areview:

curl -u "username:password" -X PATCH -d "state=approved" -d "commit=1" \
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"https://my-swarm-host/api/v9/reviews/123/state/"

Swarm responds with the updated review entity, as well as a list of possible transitions for the review:

{

"review": {
"id": 123,
"author": "bruno",
"changes": [122, 124],
"commits": [124],
"commitStatus": {

"start": 1399326910,

"change": 124,
"status": "Committed",
"committer": "bruno",

"end": 1399326911

3,
"created": 1399325913,
"deployDetails": [],
"deployStatus": null,
"description": "Adding .jar that should have been included in rl110\n",
"groups": [1],
"participants": {

"bruno": []
3,
"pending": false,
"projects": [],
"state": "approved",
"stateLabel": "Approved",
"testDetails": [],
"testStatus": null,
"type": "default",
"updated": 1399325913,
"versions": []

Ji )

"transitions": {

"needsReview": "Needs Review",
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"approved": "Approve",
"rejected": "Reject",
"archived": "Archive"

PATCH /api/v9/reviews/{review_id}

Summary: Update Review Description

Description

Update the description field of a review.

Parameters
o Parameter :
Parameter Description Type Type Required
review_id Review ID integer  path Yes
author The new author for the specified string form No
review. (At least one of Author or
Description are required.)
description The new description for the string form No
specified review. (At least one of
Description or Author are required.)
_method Method Override. If your client string query No

cannot submit HTTP PATCH, use
an HTTP POST with the parameter
?_method=PATCH to override.

Examples of successful responses

Successful Response:

HTTP/1.1 200 OK

"review": {
"id": 12306,
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"author": "swarm'",
"changes": [12205],
"comments": O,
"commits": [],
"commitStatus": [],
"created": 1402507043,
"deploybetails": [],
"deployStatus": null,
"description": "Updated Review Description\n",
"participants": {

"swarm": []
Ji )
"pending": true,
"projects": [],
"state": "needsReview",
"stateLabel": "Needs Review",
"testbDetails": [],
"testStatus": null,
"type": "default",
"updated": 1402518492

s

"transitions": {
"needsRevision": "Needs Revision",
"approved": "Approve",
"rejected": "Reject",
"archived": "Archive"

I

"canEditAuthor": true

}
Note

Swarm returns nul1 for totalCount if no search filters were provided. 1astSeen can
often be used as an offset for pagination, by using the value in the after parameter of
subsequent requests.
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When no results are found, the reviews array is empty:

HTTP/1.1 200 OK

{
"TastSeen": null,
"reviews": [],
"totalCount": 0
}

Users : Basic API controller providing a simple version action

GET /api/v9/users/{user}/unfollowall

Summary: Unfollow all Users and Projects

Description

Admin and super users are permitted to execute unfollow all against any target user. Other users are only
permitted to execute the call if they themselves are the target user

Successful Response:

HTTP/1.1 200 OK

{

"isvalid": true,

"messages": "User {user} is no longer following any Projects or
Users."
}

Extended APl example

This section includes an extended API example, involving multiple API calls to answer a more
complicated kind of question than any single API endpoint can provide: which reviews does a specific

userid need to attend to?
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The code

<?php
/:’: %

* vim:set ai si et ts=4 sw=4 syntax=php:
* reviews.php

* Queries the Swarm API and reports which reviews a specified user
* needs to attend to.

Required attention is determined by the following criteria:
* - the user is a participant in a review
* - and the user has not voted on the review
* - and the user has not commented on the review
- or the user's comment on the review is a
task that has been addressed and needs verification

if (ini_set('track_errors', 1) === false) {
echo "warning: unable to track errors.\n";

# process command-1line arguments
$options = getopt(

'hs:r:v',

array('help', 'swarm:', 'reviewer', 'verbose')
)
$swarm = '';

if (isset($options['s'])) {
$swarm = $options['s'];

}

if (isset($options['swarm'])) {
$swarm = $options['swarm'];
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if (!$swarm) {
usage('Swarm API URL not provided.');

T

$reviewer = '';

if (isset($options['r'])) {
$reviewer = $options['r'];

}

if (isset($options['reviewer'])) {
$reviewer = $options['reviewer'];

}

if (!$reviewer) {
usage('Swarm reviewer not provided.');

$verbose = false;
if (isset($options['v']) || isset($options['verbose'])) {
$verbose = true;

if (isset($options['h']) || isset($options['help'])) {
usage();

function usage($message = null)
{
if ($message) {
echo "$message\n\n";

$script = basename(__FILE_);
echo <<<EOU
$script: -s <Swarm URL> -u <API userid> -p <API user's password> \
-r <reviewer userid to report on> -h

-S| --swarm Swarm's URL (e.g. https://user@password:myswarm.url/)
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-r|--reviewer The reviewer to report on.
-h|--help This help text.
-v|--verbose Verbose output.

This script queries the Swarm API and reports on reviews that the
specified user needs to attend to.

Note: If your Helix Versioning Engine (p4d) has security level 3 set, you
cannot use a password to authenticate; you must acquire a host-unlocked
ticket from p4d, and use the ticket in place of a password when
communicating with the Swarm API connected to p4d.

EOU;
exit;

function msg($message)

{
global $verbose;
if ($verbose) {
echo $message;
}
}

function call_api($url, $params)

{
global $php_errormsg;

$query = http_build_query($params);
$request = $url . '?' . S$query;
$response = @file_get_contents($request);

if ($php_errormsg) {
echo "Unable to call api: $php_errormsg\n";
exit;
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$json = @json_decode($response, true);

if ($php_errormsg)

{

echo "Unable to decode api response: $php_errormsg\n";

exit;

return $json;

# remove trailing / from URL, if it exists
$swarm = rtrimCtrim($swarm), '/');

# fetch the 1list of reviews

$reviews = call_api(

"$swarm/api/v4/reviews",

array(
'hasReviewers'
'"participants’
reviewer

1 1

max
'fields'
these fields
)
);

$report = array(Q);

=> 1, # only reviews with participants
=> array($reviewer), # only review for this

=> 9, # get plenty of reviews, if available

=> array('id', 'description', 'commits'), # get

foreach ($reviews['reviews'] as $review) {
if (is_null(Sreview)) {

continue;

$flag = false;

L}

msg('Review:

. $review['id'] . " ");

# if the review is already committed, it 1likely does not need
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attention
if (array_key_exists('commits', $review)
&& count($review['commits'])
) {
msg("is committed, skipping...\n");
continue;

# if the review has a vote from the reviewer, they are already aware
if (array_key_exists('participants', $review)

&& array_key_exists('vote', $review['participants'][$reviewer])
) {

msg("has vote from reviewer, skipping...\n");

continue;

# if there are no open comments on the review, the reviewer's
# attention is required
if (array_key_exists('comments', $review)
&& $review['comments'][0] ==
) {
msg("has no open comments, skipping...\n");
continue;

# fetch the comments for this review
$comments = call_api(
"$swarm/api/v4/comments",

array(
"topic' => 'reviews/' . $review['id'], # comments for this
review
"max’ => 9, # get plenty of comments, if available
)
)5

foreach ($comments['comments'] as $comment) {
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msg("\n Comment: $comment['id'] . ' ');
// skip over comments from other reviewers
if (array_key_exists('user', $comment) && $reviewer != $comment
["user']) {
msg("is by another user, carry on...\n");
continue;

# skip archived comments
if (array_key_exists('flags', $comment)
&& count($comment['flags']) > 0
&& $comment['flags'][0] == 'closed'
) {
msg("is archived, carry on...\n");
continue;

# skip marked tasks
if (array_key_exists('taskState', $comment)

&& ($comment['taskstate'] == 'comment'
|| $comment['taskState'] == 'verified'
|| $comment['taskState'] == 'open'
)
) {

msg("reviewer's comment needs attention, carry on...\n");
continue;

// anything else means that the reviewer's comment needs attention
// by the reviewer

$flag = true;

msg(''needs attention!\n");

break;
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// evaluation is complete. Does this review need attention?

if ($flag) {
$report[] = $review;

if (count($report)) {
echo "User '$reviewer' needs to attend to these reviews:\n";

foreach ($report as $review) {
$description = trim($review['description']);
if (strlen($description) > 60) {
$description = substr($description, 0, 60) . ' ...';
}
echo $review['id'] . ": $description\n";

}
} else {
echo "User 'S$reviewer' has no reviews to attend to.\n";

Executing the example

The example is written in PHP. To use it, download the code, or copy and paste it into a file called
reviews.php. Then, execute it like this:

$ php reviews.php -s https://myswarm.host:port/ -r bob

Replace http://myswarm. host/ with the URL to your Swarm installation. Replace bob with the
userid you'd like to report on.

To authenticate, insert username : password@ before the hostname. If your Helix Versioning
Engine’s security counter is set to 3 or higher, you need to acquire a ticket and use the ticket in place of
the password (see Authentication for details). If your Swarm is installed on a custom port, oris installed
in a sub-folder, include those elements in the URL as well. For example

$ php reviews.php -s
https://me:FOFC33068BA244B1BBD8196CC9166F34@my.host:8080/swarm/ -
r bob

If you do not specify the URL correctly, you might see an error like:

Unable to call api: file_get_contents
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(http://...@my.host:8080/swarm/api/v9/reviews?hasReviewers=1&parti
cipants%5B0%5D=bob&max=9&fie1ds%5B0%5D=1d&fields%5B1%5D=descriptio
n&fields%5B2%5D=commits): failed to open stream: HTTP request
failed! HTTP/1.1 404 Not Found

If there are no errors, and the specified userid does have reviews to attend to, the output might look like:

1234: Added grapple-grommit support to woozlewobble class. @bob sh

1234 is the id of a review that bob should attend to, followed by the first 60 characters of the review’s
description.

Pending Review Cleanup

This section contains an example script that cleans up pending changelists which are no longer needed.
See the review cleanup options for how this can be done automatically when a review is committed.

For pending changelists which were present before this option was available, or for reviews which have
been contributed to by multiple authors and so require super user access to tidy up, there is an APl which
allows the super user to bulk remove such changelists.

The script demonstrates how this API could be used. It isn't meant as a complete solution, just a guide to
demonstrate what is possible.

The code

<?php
/7': %

* perforce Swarm

* @copyright 2017 Perforce Software. All rights reserved.

* @license Please see LICENSE.txt in top-level folder of this
distribution.

* @version <release>/<patch>

*/
/ i

* This example script can be used to clean up (delete) Perforce Server
pending changelists automatically when run

* as a super user. It is able to query for reviews based on parameters to
establish which changelists are eligible

* for clean up. In this way, it can be tailored to run against reviews of
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a user's choice.

* Requirements for this script:

- MUST be a super user

- MUST populate the parameters below
* - MUST be using Swarm 2017.1 or later

* Usage of script
php superuUserReviewCleanUp.php max=10 notUpdatedSince=2017-04-01
state=approved
php superUserReviewCleanUp.php max=10 author=bruno state=approved

* Each of the parameters that you can use are documented at the folTlowing
URL:

https://www.perforce.com/perforce/doc.current/manuals/swarm/api.endpoints.
html#api.endpoints.Reviews.getReviews

o
w

* This returns a JSON object that contains four main objects.

7
*  "error": "",
"help": "",
"results": "[]",
*  "search_criteria": {
"fields": "id",
"max": "10",
"notuUpdatedSince": '"2017-04-01"
* o}

* Referencing the example above:

* The error section will contain any errors that have been encountered
trying to execute the script.
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o
w

The help section will populated if you have run the command php
superuUserrReviewCleanUp.php help

* The search_criteria section indicates which parameters have been used
to fetch the reviews Tist.

* The results section returns a JSON object of each of the reviews it has
processed, which may

o
w

include actions that were incomplete.

* Below is an example of results being processed:
* "814": {

"complete": [],
"incomplete": {

"814": {
"813": [
& "0": "Command failed: No shelved files in changelist to
delete.",
g ]
}
* 3
% }’
* "818": {

"complete": [],

o
w

"incomplete": []

}
* "820": {
"complete": [],
& "incomplete": {
"820": {
"821": [
"0": "Command failed: No shelved files in changelist to
delete.",
"1": "Command failed: Usage: fix [ -d ] [ -s status ] -c
changelist# jobName ...\nMissing/wrong
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number of arguments."

* Some reviews may have no actions or incomplete actions. Incomplete
actions indicate that additional work is required

* and the review could not be entirely cleaned up. In the example above,
the first message indicates a changelist was

* not found. This could be because the end user has already deleted it.

* An error with the fix command can indicate that the pending changelist
doesn't have any jobs 1linked or that the jobs
* have already been removed.

* NOTES:

To make the the output print nicely, you can use the python command
Tike this:

* php superUserReviewCleanUp.php max=10 notUpdatedSince=2018-04-01
state=approved | python -m json.tool

o

w

ORCONN o
wWOWw s W
o o o KA
* These values MUST be set betore running the script *

.
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// URL to access swarm. Must not include trailing slash.

$swarmuRL = "http://my.swarm.com';

// Username of super user

$username = '';

// Ticket for user, can be created by running "p4 -u $username login -pa"

$ticket = '';
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/J- B S S S S R A N P P PN P M S P PR PRS PR M RN PR PRRR S P J-/
R T A T A e T A T A e Lo A T A e A A T A e o A e T A A T e A T A e T e A T A T A A 1

// If the super user wants to reopen the files of the end user.
$reopen = true;
// Prebuild the the return message helper array.
$help = array( "help" => "", "error" => "", "results" => "", "search_
criteria" = "");
// @codingStandardsIgnoreEnd
Vo
* function that make the GET or POST requests

* @param $url Url in which we want to make our request to
* @param bool $fetch Set to true for a GET request, otherwise will do a
POST.
* @param array $args These are the parameter that we pass the the GET or
POST request to filter the reviews
* @return JSON We return a JSON object back to be worked on.
*/
function request($url, $fetch = false, $args = array(Q))
{
// Fetch the settings to allow this function to access them.
global $username, $ticket, $reopen, $help;

T

$curl = '';

// If GET request fetch should be true and args shouldn't be empty
if ($fetch === true) {
// If is args is empty just give the url, otherwise build a http
query with args elements
$curl = empty($args) ? curl_init($url) : curl_init(Surl."?".http_
build_query($args));
} else {
// Assume fetch is false and build a POST request.
$curl = curl_init($url."/".$args['id']."'/cleanup"');
curl_setopt($curl, CURLOPT_POSTFIELDS, http_build_query(array
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('reopened'=>%$reopen)));
curl_setopt($curl, CURLOPT_POST, count($reopen));
}
curl_setopt($curl, CURLOPT_USERPWD, "$username:$ticket™);
curl_setopt($curl, CURLOPT_RETURNTRANSFER, true);
curl_setopt($curl, CURLOPT_HTTPAUTH, CURLAUTH_BASIC);

$result = curl_exec($curl);

// Catch the error code in case Ticket expired or url doesn't return.
$statusCode = curl_getinfo($curl, CURLINFO_HTTP_CODE);
if ($statusCode != 200) {

$help['error'] = array("HTTP code" => $statusCode);

curl_close($curl);
return json_decode($result, true);

* Fetch a Tist of Reviews based on parameters
* @param $elements Each of the args passed from command line are treated
as elements

* @return JSON We return a JSON object back to be worked on.
:':/
function fetchReviews($elements)

{
global $swarmurL, $help;

$parameters = array(Q;

if ($elements !== null) {
// Loop though each of the args we want to fetch reviews based on
foreach ($elements as $key => $value) {
// Break each of the element into key and value to allow use
to build a array to pass to url

499



The code

$brokenbown = explode("=", $value);
if ($key !== 0 && sizeof($brokenbdown) === 2) {
$parameters[$brokenbown[0]] = $brokenbDown[1];
}
}
// We only require the field id to 1imit the amount of data.
$parameters['fields'] = "id';
// Helpful for debugging which parameters we have passed in the
queue.
$help['search_criteria'] = $parameters;
}

// Now make the request to the Swarm server with your field options.
$result = request(

"$swarmurL/api/v6/reviews",

true,

$parameters

);

// Return the JSON object back to be worked on.
return $result;

* Loop though each of the Reviews passed in and run clean up for them.

* @param $reviews ISON object of all the reviews we want to run cleanup
on
* $reviews => array(
'reviews' => array(
0 => array (

"id' => 134,
)
1 => array (
& 'id' => 136,
: P
2 => array (
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'id' => 143,
* ),
& 3 => array (
'id' => 158,
)
* )

* @return $array return the array of work that has been carried out.
:':/

function runCleanup($reviews)

{
global $swarmurL;
$results = array(Q;
// Check if there is an reviews element of the array
if (isset($reviews['reviews'])) {
foreach ($reviews['reviews'] as $review) {
// Now make the request to the Swarm for each review.
$results[$review['id']] = request(
"$swarmurRL/api/v6/reviews",
false,
$review
Db
ks
ks
return $results;
}
/7': *

* The help function in case a user doesn't set the basic settings.
* @param $help Pass the help array from main script to append the
helpful message.
* @return $array Return the array that will be presented to the users.
*/
function helpMessage($help)
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$help["help"] = array( "1" = "", "2" = "" ] "3" = "");

$help["help"]["1"] = "Please ensure you have set the Username, Ticket
and Swarm URL before using this script";

$help["help"]["2"] = "Running the script can be done by using any of
the standard Swarm API fields for reviews";

$help["help"]1["3"] = "visit
https://www.perforce.com/perforce/doc.current/manuals/swarm/index.html";

return $help;

// check the first argument is not help.
$helpset = isset($argv[1l]) && $argv[1l] == "help" ? "help" : null;

// Check if the user has given help as a command to this script.
if (isset($argv[1l]) && $helpset == "help") {

// Set the $help array with the help message.

$help = helpMessage($help);

// Check if the basic user ticket and swarmurl are set.
if (lempty($username) && 'empty($ticket) && !empty($swarmuRL) && $helpSet
I= "help") {
try {
$help["results"] = runCleanup(fetchReviews($argv));
} catch (Exception $e) {
$help = helpMessage($help);

}
} else {

$message = "Please ensure you have set the below before using this
script";

$errorArray = array("message" => $message, "parameter" => "");

$missingParameter = array();

// Now check if the basic settings are empty and show the end user.
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empty($username) ? $missingParameter[] = "Username":'';
empty($ticket) ? $missingParameter[] = "Ticket":'';
empty($swarmurRL) ? $missingParameter[] = "SwarmurRL":'';

$errorArray['parameter'] = $missingParameter;

$help["error"] = $errorArray ;

}
// output the end result of the what the script does.

echo json_encode($help, JSON_FORCE_OBIJECT);
// @codingStandardsIgnoreEnd

Executing the script

The example is written in PHP, and demonstrates how to make use of the APIs which remove unneeded
pending changelists. It must be run as a super user.

For afull set of instructions on how to use the example script, see the comments in the script itself.
Abbreviated instructions:
1. Set the value of the $swarmURL, $username and $t1icket variables.

2. Run the script by using a command similar to the following:

$ php pendingReviewCleanUp.php max=10 author=bruno state=approved
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A | Contact Perforce

We look forward to hearing about your experiences with Swarm, positive or negative, including must-
haves or it would be great if Swarm.... Feel free to contact us:

m Post a message on our public forums.

The forums are a great way to discuss Swarm with other Swarm users and the Swarm
development team.

» Email support@perforce.com and reference "Swarm" in the subject line.
Email is preferable when you need direct assistance.
m Phone us and ask for assistance with Swarm.

When you need immediate assistance, calling us is the quickest way to resolve a Swarm
problem. We have international offices; call the office closest to you:

o North America: +1 510.864.7400
o Europe: +44 (0) 1189 771020
o Australia: +61 2 8912-4600

Complete contact information is available on the Perforce web site.
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License statements

This distribution includes the following Perforce software; please consult the following for the license
terms that apply to these pieces of software only:

P4PHP, the Perforce extension for PHP
Location SWARM_ROOT/p4-bin/bin.platform
Terms of Use: https://www.perforce.com/downloads/terms-use

This distribution also includes the following third party software; please consult the accompanying
license file for the license terms that apply to that software only:

Arimo Font

Location: SWARM_ROOT/pub1ic/vendor/arimo

License: SWARM_ROOT/publ1ic/vendor/arimo/OFL. txt
Bootstrap

Location: SWARM_ROOT/pub1ic/vendor/bootstrap

License: SWARM_ROOT/publ1ic/vendor/bootstrap/LICENSE
Cousine Font

Location:SWARM_ROOT/pub1ic/vendor/cousine

License: SWARM_ROOT/publ1ic/vendor/cousine/OFL.txt
Git Logo

Location: SWARM_ROOT/pub1ic/vendor/git

License: SWARM_ROOT/public/vendor/git/CC-LICENSE. txt
Google Diff-Match-Patch

Location: SWARM_ROOT/publ1ic/vendor/diff_match_patch

License: SWARM_ROOT/public/vendor/diff_match_patch/COPYING
Google Code Prettify

Location: SWARM_ROOT/pub1ic/vendor/prettify

License: SWARM_ROOT/publ1ic/vendor/prettify/COPYING
jQuery

Location: SWARM_ROOT/pub1ic/vendor/jquery

License file: SWARM_ROOT/public/vendor/jquery/MIT-LICENSE. txt
jQuery Expander

Location: SWARM_ROOT/pub1ic/vendor/jquery.expander

License file: SWARM_ROOT/public/vendor/jquery.expander/license. txt
jQuery Sortable

Location: SWARM_ROOT/public/vendor/jquery-sortable

License file: SWARM_ROOT/public/vendor/jquery-sortable/LICENSE. txt
jQuery Timeago

Location: SWARM_ROOT/pub1ic/vendor/jquery.timeago

License file: SWARM_ROOT/public/vendor/jquery.timeago/MIT-

LICENSE. txt
JsRender

Location: SWARM_ROOT/pub1ic/vendor/jsrender

License file: SWARM_ROOT/public/vendor/jsrender/MIT-LICENSE. txt
Parsedown

Location: SWARM_ROOT/1ibrary/Parsedown

License file: SWARM_ROOT/1ibrary/Parsedown/LICENSE. txt
ThreedS
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Location: SWARM_ROOT/pub1ic/vendor/threejs

License file: SWARM_ROOT/publ1ic/vendor/threejs/LICENSE
Zend Framework 2

Location: SWARM_ROOT/11ibrary/zend

License file: SWARM_ROOT/1ibrary/zZend/LICENSE. txt
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